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and restricted access to the results. A study conducted at the Naval Postgraduate
School determined the MCAS survey adequately assesses a maintenance technician’s
perception of safety climate and that there is a positive correlation between the human
errors in squadron mishaps and their corresponding survey results. [Adamshick, 2007]
Although research studies have been conducted to evaluate correlation of
survey results to mishap occurrence, these have not resulted in providing a suitable
metric that would support use of the survey results as a predictive tool to accurately
assess the risk of a squadron incurring a future mishap. Over the last 10 years, the
Navy-Marine Corps Class A - Aviation Mishap Rate has not significantly decreased
despite leadership directives to do so. This research effort was undertaken to study the
potential of a new methodology to achieve improved aviation safety by using MCAS
response data as input for Bayesian Network Modeling to predict a squadron’s

likelihood to incur a future mishap.

1.3. PROBLEM STATEMENT

Decreases in naval aviation mishap occurrence rates and percentage of mishap
causal errors related to human errors have plateaued in recent years. Although
squadron CSA and MCAS participation has been conducted, related intervention
programs implemented, and research efforts executed to analyze correlation between
survey results and subsequent mishap occurrences, no definitive tool has been
demonstrated to serve as a predictive model for risk analysis. As currently
implemented, CSA and MCAS results comparisons to similar organizations do not

adequately support squadron leadership / supervisors planning and execution of risk



management to prevent the potential occurrence of an aviation mishap. Accurate
predictive modeling would provide squadron leadership with better understanding and
situational awareness to deploy proactive risk mitigation to reduce incurring future

mishaps.

1.4. THESIS STATEMENT

The Maintenance Climate Assessment Survey provides the means for Naval
Aviation squadron leadership to obtain a measurement produced from internal
organizational personnel. Although this metric tool may be used to compare results to
other organizations flying similar Type/Model/Series aircraft, it has limited ability to
serve as a predictive instrument for incurring a future mishap. Bayesian Network
Modeling and Simulation provides a potential methodology that might be used to
represent the relationships of MCAS results and mishap occurrences that can be used
to derive and calculate probabilities of incurring a future mishap. Model development
and simulation analysis will support defining causal relationships through quantitative
analysis of conditional probabilities based upon observed evidence of previously
occurred mishaps. This application would enable Navy and Marine Corps aviation
squadron leadership to identify organizational safety risks, apply focused proactive
measures to mitigate related hazards characterized by the MCAS results, and reduce

organizational susceptibility to future aircraft mishaps
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1.5. RESEARCH QUESTIONS AND HYPOTHESES
The dissertation research was conducted to address the follow questions and

corresponding hypotheses.

1.5.1. RESEARCH QUESTION 1
Does Bayesian Network Modeling provide a better predictor for future mishap
occurrence than the MCAS frequency observation reference study of observed
probabilities?
H1,4: Use of Bayesian Network Modeling to represent the relationship between
organizational MCAS results and mishap occurrence will provide improved
methodology compared to MCAS frequency observed reference study analysis to
predict occurrence of future mishaps.
H1,y: Use of Bayesian Network Modeling to represent the relationship between
organizational MCAS results and mishap occurrence will not provide improved
methodology compared to MCAS frequency observation reference study analysis

to predict occurrence of future mishaps.

1.5.2. RESEARCH QUESTION 2
Do any of the individual MOSE components serve as a better indicator for
future mishap occurrence using Bayesian Network Modeling?
H2,: Use of Bayesian Network Modeling with specific individual component
MCAS results will provide improved methodology compared to aggregated

MCAS resulits to predict occurrence of future mishaps.
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H2: Use of Bayesian Network Modeling with specific component MCAS results
will not provide improved methodology compared to aggregated MCAS results to

predict occurrence of future mishaps.

1.6. RESEARCH EXPECTATIONS
The expected outcome and goal from this research was to derive an accurate

computational Bayesian Network Model that:

1. Characterizes the causal relationships between MCAS results and aircraft mishap
occurrence within a Naval Aviation squadron;

2. Enables model execution and analysis for both individual specific MOSE
components and aggregated-averaged data;

3. Represents a Naval Aviation squadron’s defined relationship between maintenance
safety climate and conduct of safe flight operations.

Research questions focused on the adequacy of the computation model to accomplish

the three above listed goals.

1.7. ASSUMPTIONS

Assumptions for this dissertation were made as they were required for model
development, execution, and analysis. Initial general assumptions which shaped the
overall effort include:
e ASSUMPTION 1. Design and implementation of a computational Bayesian

Network Model using MCAS derived inputs does not substantially change the
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intent of the original framework. MCAS was implemented to capture maintenance
related items within the MOSE framework.

e ASSUMPTION 2. Use of a computational model to accurately produce
conditional probability predictions that reflect causal network relationships
between MCAS results and mishap occurrences continues to provide the means to
accurately represent MOSE components.

o ASSUMPTION 3. Averaging aggregated organizational response scores of
MCAS questions does not alter the accuracy of survey results.

o ASSUMPTION 4: Changes in an organization’s safety climate reflected by
MCAS results occur at a linear rate for the time period between implementation of

successive safety surveys

1.8. SCOPE AND LIMITATIONS

This dissertation focuses upon establishing conceptual and computational
Bayesian Network Models that reflect causal relationships between an organization’s
MCAS results and mishap occurrences. Data analysis was limited to information that
was made available by the Naval Safety Center. Due to availability of furnished data,
the scope of this research was limited to Naval and Marine Corps squadrons that flew
aircraft that deployed onboard aircraft carriers. Mishap narrative and causal factor
identification resulted from defined procedures for conduct of Aviation Mishap
Boards for producing reports and were vetted via respective chains of command for
ultimate concurrence and/or rejection of findings. Other internal and external aspects

were not examined or modeled in this study.
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1.9. MOTIVATION

The value of this research is to create a computational model that enables
squadron leadership to identify defensive gaps in their organizations and to quantify
associated risks. Ideally, subsequent to obtaining results from an MCAS survey,
squadron leadership could compare the data to previous survey results and actual
mishap occurrence and use the models developed from this research to proactively
identify risks for future mishap occurrence. Model result would enable directed
application of proactive risk management to mitigate potential mishap likelihood and /
or severity. The ability to develop, test, and evaluate the desired model for application
in Naval Aviation is supported by existing data and metrics.

Due to the tasking of military aircraft and service members for use in armed
conflict or supporting missions, military aviation represents a significant investment in
financial and human capital. The Fiscal Year (FY) 2014 budget submission for the
Naval Aviation Enterprise included $17.9 Million in Aircraft Procurement and $8.6
Million in Operations and Maintenance. [Kelly, 2013]

Personnel, air vehicle, and weapons system attrition may be expected in
combat as a result of engagements against an armed enemy. However, loss of or
degradation to either military aircraft or related service members as the consequence
of human error during maintenance evolutions adversely affects combat readiness and
impairs the nation's capability to achieve its strategic, operational, and tactical goals.
Analysis by the Naval Safety Center indicates that losses due to human error are

greater than those sustained from direct enemy action in the Global War on Terrorism.
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During most recent participation in prolonged combat operations through the first 11
months of FY 2006, Naval Aviation sustained 25 Class-A mishaps consisting of 21
aircrew deaths and 17 aircraft destroyed compared against the combat loss of a single
AH-1W helicopter and 2 aircrew. “The vast majority of our aviation losses are not
because of engagements with enemy forces. Our losses overwhelmingly are due to

mishaps.” [Mayer, 2006. p. 2]

1.10. RESEARCH CONTRIBUTION
The contributions provided by this dissertation research include:

¢ Providing Naval Aviation squadron leadership with a tool to enable timely
identification of risks related to their maintenance safety climate and use of
proactive measures to reduce occurrence of future mishaps.

e In addition to Naval Aviation, this application of Bayesian Network Modeling was
designed to be of utility to other military and commercial aviation activities. This
research was undertaken to provide a foundation that might be adapted for use by
industries striving to achieve (near) error free processes for highly reliable and safe
operation under hazardous conditions.

e Narrowing the research field for utility of questionnaire surveys for measuring

impacts of an organization’s safety climate.

1.11. RESEARCH APPROACH AND ORGANIZATION
The research presents a formal simulation architecture that focuses on a

Bayesian Network Model of risk and probabilities using the MCAS / MOSE
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framework as a supporting element. The derived computational model's purpose is to
accurately represent the associated risks resulting from a squadron's maintenance
safety climate in supporting the operational demands for providing aircrew with
mission capable aircraft. Model input was derived through decomposition of the
MCAS by specific individual MOSE components. Validation of the model's
credibility was accomplished using statistical comparison against Aviation Mishap
Board investigation reports.

This dissertation consists of the chapters detailing the following sub-divisions:
1. Introduction
2. Literature Review
3. Methodology
4. Results

5. Interpretation, Conclusions, and Recommendations.
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2. LITERATURE REVIEW

2.1. DEFINITION OF TERMS

Safety is a desirable characteristic of a squadron's culture; however, safety in
itself is not the ultimate priority. If it were, no risks of any degree would be
undertaken. “Risk is inherent in everything that the Navy does. Managing risk
requires an in-depth understanding of the issues and trade-offs associated with key

decisions.”™ [Mullen. 2006, p. 21] Mission accomplishment is of primary efficacy to a

military organization. Safety is a critical trait in obtaining and executing combat

proficiency to successfully achieve assigned tasking. Some degree of risk is inherent
to aviation, and safety allows for effective management of risk. These terms are
further defined below:

e Safety. The result of preservation of human lives and material resources through
conduct of hazard detection, hazard elimination, and awareness enhancement of all
concerned individuals. [OPNAVINST 3750.7R, 2003] As such, safety does not
include the absence of incurring a material failure or personal injury simply as a
matter of insufficient exposure length. Safety applied to military aviation
positively influences mission accomplishment. Losses or injuries sustained
directly from combat or sabotage are not considered representative aspects of a
unit’s safety posture. Reason defined safety as a dynamic non-event. A stable and
reliable outcome is due to the application of constant change rather than
continuous repetition. To achieve stability, a change in one system must be

compensated for by changes in other parameters. [Reason, 1997, p. 37]
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e Hazard. Any real or potential risk that can cause personal injury, property
damage, mission degradation, or damage to environment, The severity of a hazard
is an assessment of the expected consequence, defined by degree of injury,
occupational illness, loss, or damage that could occur from exposure to a hazard.

e Risk. The chance of adverse outcome or bad consequences; such as injury, iliness,
or loss. Risk level is expressed as a function of both hazard probability and

severity. [OPNAVINST 3500.39, 2004]

2.1.1. ORGANIZATIONAL SAFETY, SAFETY CULTURE, AND SAFETY
CLIMATE

As a means of planning and performing operations related to and required for
flight, safety is a critical feature in obtaining and executing combat proficiency to
successfully achieve assigned tasking. However, in response to operational stress,
safety requirements such as wearing protective equipment, reviewing checklists, and
inspections by quality assurance representatives are often seen by front line operators
as impediments to achieving short-term goals associated with flight operations.
Whether at a local or global level, safety then may be considered an emergent
behavior that is not completely captured by the behavior of individual organizational
divisions or personnel. Safety is emergent in that it characterizes collective behavior
that may be understood through study of the components in the context of the whole
organization in which global emergent properties are formed from interdependent

parts. [Bar-Yam, 1997] Achievement of safety requires the coordination of the entire
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organization at each hierarchical level. The conflicting requirements for safety and
combat readiness can lead to unpredictability and non-ergodicity.

An aviation squadron's organization is detailed in numerous instructions as to
components, functions, and interrelationships. These are rational systems with formal
structures and hierarchical organization. As such, a squadron exists in a positivistic
reality where objective analysis and degrees of causal linkage may be determined.
However, applying analytic reduction to a squadron's organization does not reduce it
to independent subsystems. Decomposition results in non-linear interactions and
feedback channels, which often produces different behavior when examined
individually or as part of the whole system. As an organization, the functions of an
aviation squadron are easily bounded, reducible, frequently irreversible, and often
contain multiple feedback loops, numerous people and process interactions, and non-
linear procedures.

Both safety culture and safety climate are used to describe attributes of an
organization to achieve its goals and accomplish its vision while reducing
susceptibility to personnel injuries or equipment damage. Safety culture delineates an
enduring trait that is reflective of the fundamental values, norms, assumption and
expectation that to some extent exist within the group’s societal culture. [O’Connor,
et. al., 2011b] The culture is passed on to successive generations within the
organization. It serves to mold individual behaviors by systematic use of rewards,
status expectations, power, authority, inclusion/exclusion of group boundaries, and

underlying concepts for managing behavioral deviations. Organizational culture is
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strongly influenced by its operational / associative structure and
leadership/subordinate relationships. [Ciavarelli, 2007]
An organization’s safety climate represents a significant component of a High
Reliability Organization. Safety climate is the surfaced manifestation of culture and
refers to the shared perception organizational personnel that their leaders and
personnel are: genuinely committed to safety of operations; have taken appropriate
steps to implement and communicate safety standards, processes, and procedures; and
ensure adherence. [Goodrum, 1999] Their leaders are genuinely committed to safety
of operations, take appropriate measure to communicate safety principles, and ensure
adherence to safety standards and procures. [Ciavarelli, 2007] An organization’s
safety climate is considered to be a more visible manifestation of the culture at a
particular moment in time. It is generally accepted that am organization's safety
climate at a specific point in time can be measured through use of survey
questionnaires. [O’Connor et al, 201 1b]
Metrics of components that comprise an organization’s safety climate are
considered to have utility as both lead and lag indicators.
“Safety climate introduces the notion that the likelihood of accidents occurring can
be predicted on a basis of certain organizational factors. These organizational
factors can be used as leading indicators to identify, in advance, the strengths and
weaknesses of an organization that influence the likelihood of accidents occurring.
Once weaknesses are identified, remedial actions can be taken.” [O Connor et al.,
201 1a, pp. 27-28]

2.1.2. RISK MANAGEMENT

Accident prevention initiatives are the primary means Naval Aviation has to

reduce personnel losses and material costs associated with mishaps. [Schmorrow,
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1998] The purpose of this research is to provide a tool to conduct risk management
enabling proactive measures to be taken to prevent aviation mishaps. Risk
management is a process used to mitigate the undesirable effects of an event that may
cause damage or loss to personnel or equipment. Figure 2, below, depicts a structure

for implementing risk management as a continuous and iterative cycle.

Risk Management

I
I I I I

Risk Risk Risk Risk
Planning Assessment Handiing Monttoring
I I I
Risk Risk
identification Analysis
< Risk Documentation »

Figure 2. Risk Management Structure [Bahnmaier, 2003, p. 6]

Steps include:

e Risk Assessment. Identification of critical events and analysis to determine their
impact. Risks are rated or prioritized based upon their respective probability of
occurrence, severity of associated consequences, and relationship to other risks.

e Risk Planning. Conducted in response to continual risk assessments to determine
impact of change in associated risks. This process defines and documents the
strategy to assign adequate resources to mitigate risks enabling mission

accomplishment.
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e Risk Handling. Identifies, evaluates, selects, and implements mitigation options to
bound risk at an acceptable level given governing constraints and objectives.

e Risk Monitoring. Tracking and appraisal of the success of employed risk handling
techniques through use of performance evaluation metrics. It provides a feedback
channel for the management cycle.

¢ Risk Documentation. Data gathering and maintenance to support assessment,

handling, planning, and monitoring,.

Conduct of aircraft maintenance provides the opportunity for inducing human
error. To ensure aircraft are ready for tasking, they require both scheduled upkeep to
accomplish routine periodic servicing as well as unscheduled maintenance to correct
discrepancies that impede proper system operation. [Commander, Naval Air Forces
Instruction (CNAFINST) 4790.2 Change 1, 2006] Aircraft maintenance includes
troubleshooting to determine the exact source of a fault, component removal and
replacement, repair of defective items, preventive measures that decrease potential
failures during flight, and servicing of consumable items that are designed for wear.
Quality assurance inspections are conducted on all maintenance actions to ensure the
effort was correctly performed. Considerable maintenance efforts are expended for
each flight, and maintenance man-hours per flight hours in the range of 10-40 are
common for the current inventory of fleet aircraft. As such, each maintenance action
provides an opportunity for human error to adversely impact an organization's defense

against a mishap.
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Design and use of a computational model that may be accurately used to
calculate risks resulting from maintenance error would allow applicable squadron
personnel to maximize use of Operational Risk Management (ORM). All naval
activities are required to apply the ORM process in planning, training, and execution
to optimize their operational capability and readiness. [OPNAVINST 3500.39B,
2004, p. 2] This is accomplished through the five-step process of:

1. Hazard Identification

2. Hazard Assessment

3. Risk Decisions

4. Control Implementation

5. Supervision

The goal of this dissertation was to provide a tool for the predictive risk
assessment of a squadron's maintenance organization to successfully accomplish its
mission of providing and launching aircraft ready for tasking. The intent for the
model output is to furnish squadron leadership accurate information to subsequently
reach proper risk decisions, implement adequate controls, and provide required

supervision to reduce aviation mishaps.

2.2, INFLUENTIAL WORK
This section details key published works that led to crafting the problem and

thesis statements and provided direction for this research.
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2.2.1. HIGH RELIABILITY ORGANIZATIONS

Roberts [1990b] investigated organizations that had achieved near error free
operations for considerable periods of time. An interdisciplinary research team
selected three "high reliability” organizations (HROs) that maintained safe and
reliable operations under hazardous conditions. HROs consistently conduct operations
on the order of tens of thousands of opportunities for experiencing a mishap without
experiencing a catastrophic consequence due to human error. [Roberts, 1990b]
Operational procedures were examined at Pacific Gas and Electric Company (operator
of the Diablo Canyon nuclear power plant and Western U.S. electrical services power
grid), Federal Aviation Administration (FAA) Air Traffic Control Centers, and U.S.
Navy aircraft carriers. [Roberts, 1990a]

Roberts identified two groups of key traits in common among the three
organizational examples to explain their respective successes. First, they were capable
of managing complexity through reaction to unexpected sequences of events. On-
going training that presented several possible emergency situations prepared essential
personnel to face actual crises. The HROs countered the effects of losses by providing
for redundancy of essential personnel and equipment. Each establishment used
advanced technology requiring high degrees of specialized understanding and
interdependence requiring high degrees of generalized understanding. Each of the
three entities assigned exceptional responsibility and accountability to low-level
employees. The study revealed the HRO personnel understood and managed the
potential for the interaction of systems that supported incompatible functions, took

advantage of both direct and indirect sources of information, and educated their staffs
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concerning the complexities resulting from human-machine interfaces to minimize
baffling interactions.

Second, the HROs were characterized for management controls of tightly
coupled, mechanistic, and brittle (in an engineering sense) operations. Due to
execution of time dependent processes, specific functions were decomposed to achieve
dispersed redundancy. Flexibility resulted from the coordination of component
actions. The HROs defined one way to reach a goal and accepted minimal deviation
in performance.

Weick and Sutcliffe [2007] expanded upon the concept of HROs through a
social psychology approach to studying the effect of cognitive dissonance on
performance. Introducing the themes of collective mindfulness and collective
enactment, they described the impact of people on the behaviors of others.

Weick and Sutcliffe identified that HROs contain distinctive structures and their
actions are a result of mindful organizing for the unexpected as well as the expected
through anticipation and containment.

Anticipation includes both application of early warning mechanisms and
control of undesirable events. Components for anticipation include:

e Preoccupation with failure through sensitivity to early signs of failure
¢ Reluctance to simplify by further investigating to determine and analyze causes
o Sensitivity to operations in understanding dynamic and non-linear organizational

inter-relationships.
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For unanticipated consequences that occur, containment serves to limit damage
and exposure. Elements of containment are:

e Commitment to resilience by maintaining operational functionality during high
demand events by absorbing strain and preserving functionality during adversity;
maintaining ability to regain functionality after untoward events; and learning /
applying lessons from previous events.

e Deference to expertise regardless of organizational hierarchy.

2.2.2. NORMAL ACCIDENT THEORY

Perrow developed the Normal Accident Theory (NAT) after examination of
the incident at the Three Mile Island Nuclear Power Plant in 1979. He proposed that
two related characteristics, complex interactions between system components and tight
coupling, made certain technologically advanced systems susceptible to unavoidable
accidents. He contrasted the two theories stating that HRO “believes that if only we
try harder we will have virtually accident-free systems even if their inter-relationships
and feedback represent complexity (i.e., difficult to quantify)and tightly coupled,
while NAT believes that no matter how hard we try we will still have accidents
because of intrinsic characteristics of complex/coupled systems.”™ [Perrow. 1999, p.
369] Perrow acknowledged that the four HRO fundamentals are sufficient for linear,
looser coupled systems, but trying harder would not prevent a systems accident. He
found fault with attempts to make safety the first priority, and he elicited reasons for
organizations not achieving increased learning. Perrow characterized NAT and HRO

disparities concerning systems prone to multiple errors resulting in unanticipated
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interactions that defeat the constraints of safety systems. He identified the following
characteristics that determine the scope of inevitable failures: operating scale
experience, experience with critical processes, information errors, close proximity of
“elites™ to the system, organizational control over personnel, and organizational

density within the system environment.

2.2.3. COMMAND SAFETY CLIMATE SURVEYS

A common method to obtain data that provides measurement of an
organization’s safety climate is through use of survey questionnaires. This analysis of
this information has been used over the past two decades to demonstrate relationships
across many safety climate components and mishap occurrence rates in a variety of
high-risk industries. [O"Connor et al., 2011a] Naval Aviation uses several surveys for
defining organizational safety climate. Climate assessment surveys are used as a
measurement of an organization’s capability to safely conduct operations in terms of
leadership, culture, policies, standards, procedures, and practices. [Figlock, 2004]
These include those administered at the squadron level, Fleet Readiness Centers
(previously referred to as Aircraft Intermediate Maintenance Departments and
Awiation Depots), higher headquarters, support personnel, and contractors. Surveys
provide for respondent anonymity, organizational confidentiality (due to limited
access to survey results), World Wide Web implementation, and comparative analysis
to prior results and like squadron flying similar aircraft. Quantitative data are
generated by: demographic questions (e.g., rank, years of experience, service, status,

parent command, and location); closed-ended questions and Likert-scale responses;
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and qualitative data are supplied through open-ended questions and free text responses
to describe unit specific issues.

The squadron level surveys are the Command Safety Assessment and
Maintenance Climate Assessment Survey. In 2004, Vice Admiral Zortman,
Commander, U.S. Naval Air Forces ordered mandatory compliance for all aviation
squadrons to complete assessment surveys semiannually and within 30 days following
a change of command. [Buttrey, 2010] The CSA provides aircrew interpretation of
key organizational issues that relate to a command's influence on the organizational
safety climate factors that may lead to an aircraft mishap. It was developed using the
HRO framework for entities that operate in high-risk environments, but have fewer
failures than would be predicted. Similarly, the MCAS was designed as a diagnostic
tool to capture the maintainers’ perspective of risk management and safety climate.
The MCAS was developed two years after the CSA and added a sixth component to
the MOSE conceptual model, Command and Functional Relationships (C/FR). C/FR
consists of the internal organizational communications paths for timely distribution of
information to support safe job accomplishment, coordination, and execution of
aircraft maintenance.

Schimpf used both squadron CSA and MCAS data for statistical comparison
against actual mishap occurrence. He used MathCAD software to develop a
mathematical model to predict the frequency of squadrons experiencing 0, 1, 2, 3, or 4
mishaps within 12 months post survey and a provide a means to relate the safety

climate survey score to a quantitative measure of mishap likelihood. [Schimpf, 2004b]
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Schimpf™s research project for the School of Aviation Safety, Naval
Postgraduate School at Monterey, California had the primary goal of quantitatively
defining a squadron’s probability of incurring a mishap based upon survey results.
“Toward this aim, a MathCAD model was implemented to simulate the mishap
probability process. This simulation generated an equation that predicts the frequency
of squadrons experiencing zero, one, two, three, or four mishaps within 12 months
post survey and also provides a means to relate survey score to a quantitative measure
of mishap likelihood.™ [Schimpf, 2004b. p. 20] The research showed quantitative and
descriptive statistical relationships between survey results and squadron safety
performance using the following assumptions:

e (aussian distribution of survey results.

e Numbers of mishap events within a fixed period are the result of a Poisson
process.

e Future mishap probability increases in an exponential manner corresponding to the
average survey score (i.e., increased risk resulting from lower average score, and

vice versa).

Schimpf developed a mathematical model using a Gaussian score distribution
with each datum contained within distribution generating a Poisson distribution of
mishaps proportional to the probability. The Poisson distribution was modified by
exponential variation of average risk (denoted as “a” in the Poisson equation)

dependent on survey score.



