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A Monte-Carlo Analysis of Monetary 
Impact of Mega Data Breaches
Mustafa Canan, Naval Postgraduate School, USA

Omer Ilker Poyraz, Old Dominion University, USA

Anthony Akil, Naval Postgraduate School, USA

ABSTRACT

Themonetaryimpactofmegadatabreacheshasbeenasignificantconcernforenterprises.Thestudy
ofdatabreachriskassessmentisanecessityfororganizationstohaveeffectivecybersecurityrisk
management.Duetothelackofavailabledata,itisnoteasytoobtainacomprehensiveunderstanding
oftheinteractionsamongfactorsthataffectthecostofmegadatabreaches.TheMonteCarloanalysis
resultswereusedtoexplicatetheinteractionsamongindependentvariablesandemergingpatterns
inthevariationofthetotaldatabreachcost.Thefindingsofthisstudyareasfollows:Thetotaldata
breachcostvariessignificantlywithpersonallyidentifiableinformation(PII)andsensitivepersonally
identifiableinformation(SPII)withuniquepatterns.Second,SPIImustbeaseparateindependent
variable.Third,themultilevelfactorialinteractionsbetweenSPIIandtheotherindependentvariables
elucidatesubtlepatternsinthetotaldatabreachcostvariation.Fourth,classactionlawsuit(CAL)
categoricalvariablesregulatethevariationinthetotaldatabreachcost.

KeyWoRDS
Cyber Attacks, Data Breach, Economics of Cybersecurity, Information, Monte Carlo, Personal Information, PII

INTRoDUCTIoN

Databreachincidentshavebecomeacriticalriskitemincybersecurityriskassessment.Datasecurity
playsanessentialroleinkeepingcompanies’reputationsandavoidingfinancialfeesorlitigations.A
primaryconcernofdatabreachesforcompaniesisseverefinancialconsequences.Recentdataprivacy
lawshaveenabledgovernmentorganizationssuchastheSecuritiesandExchangeCommissionand
FederalTradeCommissiontoissuefinancialfeesoncompaniesincaseofadatabreach.Class-action
lawsuitsandsettlementswiththegovernmentcanexceedahundredmilliondollars,evidencedbythe
Equifaxcase.Theincreasingdependencyoncybersystemsandinterdependencyamongassetsmakes
cyber-attacksalegitimateconcern.Thisdependencyputthecyber-attacksoneofthetop10global
economicrisks(WEF,2019).Asaresultofthis,toreducethefinancialimpactofdatabreaches,
cyberinsurancehasbecomeawaytominimizedatabreaches’monetaryimpact.

Quantifyingdatabreachesintoamonetaryvalueisapointofinterestforinsurersandriskmanagers
thattheystilltrytodeciphertheimpactduetothelackofdataandlatentcosts.Themonetaryimpact
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ofdatabreachesmayexceedhundredsofmillionsofdollarsthatcanharshlyreduceanorganization’s
profit, ifnotbankrupt them.Therefore,decision-makersandcyber insurancecompaniesneed to
understandbetterthatlossofinformationhasfinancialconsequencesandimpactsonbusiness.This
increasedsituationalawarenesscanamelioratecompanies’ investmentstrategies incybersecurity
toolsandtechniquesandconsidertransferringthedatabreachriskbypurchasingcyberinsurance.
Theinsuranceindustryalsoneedstofigureouttheprobabilityandimpactofdatabreachestodefine
premiumsandsellcyberinsurance.

Thisstudyadoptsthebifurcatedcategorizationofpersonallyidentifiableinformation(PII)as
PIIandsensitivePII(SPII)basedonDepartmentofHomelandSecuritydefinitions(2017)(Poyraz
etal.,2020).Hence,thescopeofdatabreachesislimited,withtheonesthatincludePIIandSPII.
Althoughtherearemyriaddatabreachincidentsandafewdatabreachdatasets,therearenotenough
comprehensivepublicdatasetsthatshedlightonthedetailsoftheincidents,suchasstoleninformation,
causes,type,andcosts.Thisobscurityprecludesdecision-makersandinsurersfromfathomingthe
multipleimplicationsofdatabreaches.Thus,theyhavebeenstrugglingtodeterminecompanies’cyber
riskexposure,andassessingPIIandSPIIdatabreaches’monetaryimpactiscrucialfororganizations
toforecastandmanagetherisk.

Databreachriskisanintegralpartofthecyberriskduetotheenforcementofgovernments.
Becauseofmultiplecyberriskimplicationssuchasmonetaryloss,businessinterruption,lossofa
customer,andlossofconfidentialinformation,organizationshavebeenintegratingcyberriskinto
overallenterpriseriskmanagement.Cyberriskmustbewellunderstood,andthiscanbeachieved
bydatacategorizationthatcancapturethequirksofthecyberrisk.

ThisstudyaimstoexplicatetheeffectsofseparatecategorizationofPIIandSPIIonthecost
ofmegadatabreaches.Inthispaper,weexpandthepreviousresearch(Poyrazetal.,2020),which
introducedamodeltodemonstratethesignificanceoftheSPIIcategory,inthreeaspects.First,a
newmegadatabreachdatapointhasbeenaddedtothepreviouslyuseddataset(Poyrazetal.,2020).
Second,usingthenewdataset,arobuststepwiseregressionanalysiswasconducted.Third,using
thenewdatasetandthedevelopedmodel,aMonteCarloanalysiswasconductedtoinvestigatethe
interactionamongindependentvariablesandemergingpatterns.

Thestructureofthepaperisasfollows.Theliteraturereviewsummarizesthebackgroundofthis
work.Themethodologysectionincludesthedatasetweutilized,robuststepwiseregression,anda
predictedR-squaredstudy.ThemethodologysectionalsoincludesaMonteCarloanalysistoexplain
theinteractionamongthefourindependentvariables.Theconclusionpartreviewstheresultsand
furtherresearchdirections.

Literature review
Foundations
PIIdatabreacheshavebeenadisturbingconcernforindividualsduetofraudcases.Thefinance
andhealthcareindustriesaretheprimarytargetsofmaliciousactorsbecauseorganizationsinthese
industriesuse,storeortransmitindividuals’creditcardnumbers,socialsecuritynumbers,orpassport
numbersmoreoftenthanotherindustries(Ablon,2018).PIIandSPIIareshowninTables1and2
(Poyraz,etal.,2020).

Recentmegadatabreachcases suchasMarriot,Target,Anthem,Equifax, andCapitalOne
urgedthegovernments,individuals,andmediatoscrutinizetheseeventstounderstandthediverse
setofimpacts.Table3showsthefivemostnotoriousmegadatabreachesandtheircosttothevictim
companies.

Data breach attacks may be conducted by individual hackers, insiders, hacktivists, or state-
affiliatedgroups.Astudyassertsthathackersgoaftermoney,fun,challenge,and “to do good in 
the world.”(TatarandCelik,2015).Maliciousactorshuntforsensitivepersonalinformationtoearn
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moneybysellingcreditcardsandpassportsorI.D.s,espionage,orprofilingpurposesforaforeign
government(Tataretal.,2016).Thevalueoftheinformationinthedarkwebchangesdependingon
theinformation’ssensitivity;forexample,passportsordiplomasaremoreexpensive.

Table 1. Example of PII

PII

Name

Accountname/userID

Password

Email

Address

Telephonenumber

Educationcredentials/certificates

Date/placeofbirth

Vehicletitlenumber

Table 2. Examples of SPII

SPII

Socialsecuritynumbers

Medicalhistory

Credit/debitcardnumbers

Driver’slicensenumbers

Bankaccountnumbers

Passportnumbers

Alienregistrationnumbers

Biometricidentifiers

Taxpayeridentificationnumber

Table 3. Mega Data Breaches

Company Number of affected people (in millions) Cost of Data Breach ($ in millions)

Anthem 78 406.50

Equifax 147 1,445.00

Target 110 310.00

CapitalOne 106 150.00–300.00

Marriot 300+ 220.00



International Journal of Cyber Warfare and Terrorism
Volume 11 • Issue 3 • July-September 2021

61

ReLATeD WoRK

Researchershavebeenstudyingdatabreachesforawhileespeciallyfocusingontheimpactofdata
breaches on stock prices (Mcshane and Nguyen, 2020). Edwards, Hofmeyr, and Forrest (2016)
examinedatabreachtrendsfocusingondatabreaches’sizeandfrequency.Anotherstudyclaims
that thefrequencyofdatabreaches issteady,whereas thesizeof thebreach increasesover time
(Wheatley,Maillart, andSornette2016).ElingandLoperfido (2017)analyze thedistributionof
databreachesandstatethatdatabreachmodelingshouldcoverdifferentrisktypes.Carforaetal.
(2019)extendEllingandLoperfido’s(2017)studybypointingoutcyberinsurancepricingissues.
Anotherstudydevelopsstochasticprocessmodelstounderstandtheinter-arrivaltimesandsizeof
thebreaches(Xuetal.2018)

Thestudyofdatabreachcostisarecentresearchfieldandrequiresacomprehensiveunderstanding
ofthecostfactors.Fewpracticalstudiesshedlightonthecostofdatabreaches;forexample,Jacobs
(2014)usedthePonemonCostofDataBreachinformationtodevelopalinearregressionmodelto
identifytheassociationbetweencostandthenumberofrecords.Heobservedheteroskedasticity;
therefore,hemovedtolog-logregressionandstatedthata10%increaseinthecompromisednumber
ofrecordscausesa7.6%increaseinthedatabreachcost.Inanotherstudy,theAdvisendatasetwas
usedtodevelopamultipleregressionmodeltodeterminethefactorscorrelatedwithcost(Romanosky,
2016).Romanosky(2016)claimsthata10%increaseinrevenueincreasesthecostby1.3%;a10%
increaseinthenumberofaffectedcountsincreasesthecostby2.9%.LaytonandWatters(2014)
estimatedthetangiblecostsbyusingcasestudiesbasedonasalaryguidetotheexpenseoflabor
hoursofemployeeswhotookpartindealingwithadatabreach.Theauthorscalculatedlaborcosts
astangible,whereaslossofreputationastakenintoaccountunderintangiblecost.Arecentstudy
introducedanewcategorizationofthestolenpersonalinformationasPIIandSPII(Poyrazetal.,
2020).ThestudyclaimsthatthecategorizationofpersonalinformationasPIIandSPIIcanexplain
thecostvariancecomparedtotheaffectednumberofpeople-basedmodels.BycapitalizingonPIIand
SPIIdistinction,amorerecentstudy(Poyrazetal.,2020)proposedfournewindependentvariables
tocalculatethecostofamegadatabreach.Theseindependentvariablesarerevenue,PII,SPII,and
class-actionlawsuitsandclaims.Theanalysisconductedin(Poyrazetal.,2020)demonstratesthe
strongmultilevelfactorialinteractionsamongthefourindependentvariables.

MeTHoDoLoGy

Thisstudyimplementedathree-stepanalysisapproach.First,predictivescreeningwasconducted
toidentifythesignificantindependentvariables.Second,astepwiseregressionanalysisisusedto
developthemodel.Becauseofthesmallsizeofthedataset,inadditiontotheregressionanalysisand
theadjustedR-squaredstudy,apredictedR-squaredstudywasconductedtomonitoroverfitting.Inthe
finalstep,aMonte-Carlosimulationwasconductedusingstepsoneandtwotoexamineinteractions
betweentheindependentvariablesofthedevelopedmodel.

DATA CoLLeCTIoN

ThedatasetcreatedbyPoyrazetal.(2020)isusedbyaddingonemoredatapoint.Thedatasetis
createdbyintegratingthedatapointsfromannualfinancialreportsofcompanies,PrivacyRights
Clearinghouse, websites, SEC filings, news media, and case studies. The dataset comprises the
followingfeatures:

companyname,industry,incidentyear,revenue,totalPII,totalSPII,aclass-actionlawsuit,and
totalcostofthebreach.Duetothelimitedavailabilityofthedata,thisdatasetincludes31incidents,
andthenumberofaffectedpeopleismorethan1million.Pleaseseeappendixforthedetailsofthe
dataset.
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INDePeNDeNT VARIABLe SCReeNING

Theinitialpredictivescreeningisconductedtochecktheindividualcontributionsofeachindependent
variable.AsshowninTable4,thecostisthedependentvariable,andthefourindependentvariables
arePII,SPII,Revenue,andClass-ActionLawsuit(CAL).Twosignificantindependentvariablesare
PIIandSPII;thetotalexplanatorycontributionofthetwoindependentvariables,PIIandSPII,is78%.

Thecorrelationanalysis,Figure1, includesdistributionhistograms,correlationvalues
(withheatmap), and simple regressionanalysis.Histogramsshow thedistributionof each
variable,andthepatternedpartofeachhistogramdemonstratesthecases,whichdonotinvolve
aclass-actionlawsuit.Thecorrelationvaluesandheatmapsareincludedintheuppertriangleof
Figure1.TheredlinesinFigure1demonstratethefitlinesforthesimpleregressionanalyses.
Theshadedareaaroundthefitlinerepresentsthe95%confidenceintervalforthelinearfit.
TheR-SquaredvaluesforthesimpleregressionanalysesofFigure1areshowninTable5.The
dependentvariable,cost,hasthehighestcorrelationvalueswithSPIIandPII.Althoughthe
correlationvaluesinFigure1arenotsignificantamongtheindependentvariables,apairwise
correlationprobabilitymatrixwascreated,Table6.Allofthepairwisecorrelationprobability
valuesaresignificantlyhigherthanthethresholdvalueof0.05.Therefore,collinearityisnot
anissueamongtheindependentvariables.

STePWISe ReGReSSIoN ANALySIS AND PReDICToR SeLeCTIoN

Inthisanalysis,thestepwiseregressiontechniquewasused.Stepwiseregressiontechniqueprovides
an interactive approach to select a different number of predictors; it provides fits for crossed,
interaction,orpolynomialterms.Inthisstepwiseregressionanalysis,theJMPstatisticalanalysis
softwarewasusedwiththefollowingstepstoppingrules:minimumBayesianInformationCriteria
(BIC),theForwardDirectionRule,andtheCombinedRule.BICvaluesofmodelswithdifferent
predictorswerecomparedusingthebuilt-inJMPtools,andthemodelwiththesmallestBICvalue
(Figure2)wasselected.TheForwardDirectionRuleenterstheterms(simple,polynomial,factorial
toadegree(=3))withthelowestp-value.TheCombinedRulecalculatesp-valuesfortwoseparate
testsconsideringanentryforatermthathasprecedents.

Inaddition,Stepwiseregressionanalysisincludesaparameterestimateanalysis.Dependingonthe
analyst’spreferences,polynomialtermscanbeincludedinthemodel.Inthisstudy,polynomialdegree
termswereincluded.Onepotentialissuewiththisaspectofstepwiseregressionisthepossibilityof
overfitting.Althoughhigher-ordersignificantpredictorscanbethereasonforoverfitting,theseterms
areincludedinthemodelbecauseofpossibleinteractioneffects.Thus,tomonitoroverfittinginthis
study,twoadditionalanalyseswereconductedtomonitoroverfitting.TheseareadjustedR-squared
andpredictiveR-squaredanalyses.

Table 4. Predictive screening analysis results

Predictor Contribution Portion Rank

PII 2.624e+17 0.3918 1

SPII 2.574e+17 0.3845 2

Revenue 1.19e+17 0.1778 3

Class-Action 3.071e+16 0.0459 4
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Figure 1. Multivariate Scatter Plot of the dataset. The dashed line represents the simple regression line fit. The shaded area around 
the fit line represents the %95 confidence interval. The numbers in the upper triangle represent the correlation coefficients.

Table 5. Correlation and R-Squared values. The first row shows the independent variables of the study. The variable column 
includes the dependent variable and three of the independent variables.

Variable
Class-Action PII SPII Revenue

Correlation R-Squared Correlation R-Squared Correlation R-Squared Correlation R-Squared

Cost 0.1775 0.032 0.4629 0.214 0.7148 0.511 0.2111 0.045

Revenue 0.0992 0.010 0.2332 0.054 0.1398 0.020

SPII 0.1436 0.021 0.1367 0.019

PII -0.0694 0.005
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ADJUSTeD R-SQUAReD

Aspartofthestepwiseregressionapproach,5,410modelswerecreated.Themaximumnumberof
predictorsincludedinthesemodelsis22(thedevelopedmodelhas15predictors).Foreachmodel,
theadjustedR-squaredwascalculated,andtheresultsofthesecalculationsareshowninFigure3.
TheadjustedR-SquaredwasgroupedintofiveR-Squaredintervals.Intheinterval,whichincludes
theR-Squaredvaluesofthebestmodel,adjustedR-squaredincreases.TheR-squaredvalueofthefit
ofthedevelopedmodelis0.980324(Table7).AsshowninTable7,thenewdatapointincreasedthe
valuesofthefit;allofthemetrics,R-squared,adjustedR-squaredandpredictedR-squaredincreased.
SincetheadjustedR-squaredincreasesintheR-squaredinterval,whichincludestheR-squaredvalue
ofthefit(Figure3),theadjustedR-squaredanalysisdoesnotdemonstrateapossibilityofoverfitting.

Table 6. Pairwise Correlation Probability

Cost Revenue PII SPII Class-Action

Cost <.0001

Revenue 0.2542 <.0001

PII 0.0087 0.2067 <.0001

SPII <.0001 0.4533 0.4634 <.0001

Class-Action 0.3394 0.5955 0.7106 0.4410 <.0001

Figure 2. Criterion History for BIC and Akaike Information Criterion (AIC) values for a different number of predictors. The lowest 
BIC value was obtained with 15 predictors.

Table 7. Summary of the current analysis and the previous analysis (Poyraz et al., 2020)

Current Analysis Previous Analysis

R-Squared 0.980324 0.96

Adjusted R-Squared 0.963108 0.94

Predicted R-Squared 0.8271 0.76

Observations 31 30
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PReDICTeD R-SQUAReD

Becauseofthisdataset’ssmallsamplesize,machinelearningtechniquescannotbeusedtotestthe
model.Tomaintaintherobustnessofthefit,inadditiontotheadjustedR-squaredanalysis,apredicted
R-squaredanalysiswasconducted.Forasmallsamplesize,thepredictedR-squaredtechniqueis
usedtomonitorthepossibilityofoverfitting.PredictedR-squaredalgorithmssystematicallyremove
oneobservationatatime,andforeachstep,thealgorithmestimatestheregressionequationand
determineshowwellthereducedmodelpredictstheremovedobservation.ThepredictedR-squared
valueofthisanalysis(equationshowninFigure4)is0.82;thisindicatesthatfortheequationinFigure
4,overfittingisnotaconcerninthisanalysis.Therefore,basedonadjustedR-squaredandpredicted
R-squaredresults,thedataset,anddevelopedmodelcanbeusedinaMonte-Carlosimulationstudy.

ReGReSSIoN ANALySIS ReSULTS

Thepredictivescreeningresults,multivariateandpairwisecorrelationanalysesindicatethatthePII
andSPIIindependentvariableshavehighsignificance,andthetwoindependentvariables,Revenue,
andCALhaverelativelysmallsignificance.Thesetwovariableswereincludedintheanalysisbecause
factorialpredictorswithhighersignificance(Table8)includethesetwoindependentvariables.

Thedatasetofthisanalysisincludesonemoreobservationthantheoneusedinapreviousstudy
(Poyraz et al., 2020).Includinganewobservationimprovedthesignificanceofthedevelopedmodel.
Forexample,asshowninTable7,includingthisnewdatapoint,theR-squaredincreasedto0.980
(was0.96),adjustedR-Squaredincreasedto0.963(was0.94),andthepredictedR-squaredincreased
to0.827(was0.76).

Figure 3. Variation of Adjusted R-Squared with the number of predictors in a model-... CUDD ·Ul'P ..... ·- , .... o ... , ..... ,,.. .,, ..... , 
·•·· 

... .. t-+ •♦♦♦ 

11•· r .. 
• 

' ~ . u,1uuu-~-"u~uu ___ uuuuu--•M•u»uuu~••~uuuuu-••-
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Table8showsthemodel’spredictors’fitparametersandp-values;allofthepredictorshave
significantp-values–less than thesignificance thresholdvalue (0.05).Thenotable improvement
inthisstudy(comparingthefindingsof(Poyraz et al., .2020)isthatthep-valuesoftheintercept
and CAL have significantly improved, shown in Table 8, both of them are less than 0.05. This

Figure 4. Prediction expression of the developed model. As can be seen, three of the independent variables are continuous 
variables, and CAL independent variable appears as Class-Action, which is a categorical variable.
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analysissupportstheproposedadditionalPIIcategorythatisSPII;thepredictorsthatincludeSPII
independentvariablecontributetotheexplanationofthevariationofthetotaldatabreachcostwith
highersignificance.Forexample,thep-valueofSPII*SPIIislessthan0.0001whereas,thep-value
ofSPIIis0.0016(Table8).

The details of the prediction equation are shown in Figure 4; three of the independent
variablesarecontinuousvariables,andCALindependentvariable is shownasClass-Action,
whichisacategoricalvariable.Totalcostvs.predictedcostvaluesareshowninFigure5,in
which27ofthe31observationsareinthe95%confidenceinterval.Thebluehorizontalline
demonstratesthemeantotalactualcost,whichis$172.6million.Thediagonallinerepresents
thevalueswheretheActualCost=Predictedcost.TheshadedbandinFigure5representsthe
significancetest’sconfidencelevelatthe0.05level.

An additional analysis of the model’s fit in Figure 4 was conducted by examining the
totalcostresidual(=actualtotalcost–predictedtotalcost).Figure6showsthedistribution
of the residual total cost andnormalquantileplot.The skewnessof the residual total cost
distributionis0.64.Thisindicatesthatsomeoftheresidualsarenotinthe95%confidence
interval.ThiscanbeseenintheresidualquantileplotinFigure6;fourdatapointsareoutside
theconfidenceinterval.ThesefourdatapointsareEquifax,eBay,ExcellusBlueCrossBlue
Shield,andJPMorganChase.Thestudentizedresiduals,Figure7,ofthisanalysisindicatesthat
thesefourdatapointsarewithintheacceptablelimitsandarenotoutliers.Therefore,although
theresidualtotalcostdistributioncannotbeclaimedtobenormalbecauseoftheskewness
valueof0.64,thestudentizedresidualsindicatethatthemodel’saccuracyisreliable.Inthe
precedingstudy(Poyrazetal.,2020),theresidualdistributionskewnesswas0.51.Sincethe
newlyaddeddatapointisnotamongthefourdatapointsoutsideoftheconfidenceinterval
inFigure5,withthisdataset,itisnotpossibletoscrutinizethepossiblecauses;moredata
pointsarerequiredforfurtherexamination.

Table 8. Stepwise regression Parameter estimates for all of the predictors of the model

Term Estimate P-value

Intercept -4.207e+8 0.0002

Revenue 0.0373936 0.0005

PII -1.078806 0.0286

SPII 10.216539 0.0016

Class-Action 169723037 0.0107

Revenue*SPII 1.5718e-9 0.0008

Revenue*Class-Action 0.0358735 0.0008

PII*SPII -8.28e-8 0.0012

PII*Class-Action -1.891842 0.0010

SPII*Class-Action 9.9725615 0.0023

Revenue*SPII*Class-Action 1.5768e-9 0.0007

PII*SPII*Class-Action -6.492e-8 0.0065

PII*PII 2.2965e-9 0.0416

PII*PII*PII -4.06e-18 0.0077

SPII*SPII 8.3636e-8 <.0001
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INTeRACTIoN PRoFILeR

Theresultofthestepwiseregressionanalysisconsistsofpredictors,whichmayincludeindependent
variablesthatinteract.Interactionmeansthattwoormoreindependentvariablescandescribethe
dependentvariable’sbehaviorwithhighersignificance.Aninteractionstudywasconductedtobetter
understandinteractingindependentvariables’effectonthevariationofthetotalcost.Figure8shows
thematrixofinteractionplots.EachcellinFigure8showstheinteractionoftheroweffectwiththe
columneffect.Thehorizontalaxisisscaledforeffectdisplayedineachcolumn.InFigure8,aplot
(cell)illustratestheinteractionoftheroweffectwiththecolumneffect.Linesegmentsineachcell
showtheinteractionofthateffectwiththecorrespondingrow’seffect.Non-parallellinesegments
inthecellsofFigure8areindicatorsofinteraction.

Aredlineinaninteractionplotcorrespondstothelowerlimitofthatcolumn’sindependent
variable;abluelineinaninteractionplotcorrespondstothatrow’sindependentvariable’supperlimit.
TheseupperandlowervaluesareshowninTable9.Forexample,thebottomrowfirstinteractionplot
fromtheleftrepresentstheresponseofthecostfortwovaluesoftheCALindependentvariable.The
redlinedemonstrateshowcostvarieswhilerevenueincreasingandCALis0;thebluelinerepresents
howcostvarieswhilerevenueincreasing,andCALis1.InthecaseofCAL=1,thetotalcostdoes
notincreasewithrevenueasitincreasesinthecaseofCAL=0.

Asshowninthesecond-rowfirstinteractionplotfromtheleft,thelinesegmentsareparallel.
Thisisanindicatorthatthesetwoindependentvariablesdonotinteract.Thissupportsthefindingsof
thestepwiseregression,whichisshowninTable8.Withinthep-valuelimitofthisstudy,thereisno
PII*Revenuepredictorintheregressionequation(Figure4).Ontheotherhand,thethird-rowsecond

Figure 5. Actual Cost vs. Predicted Cost. The red dotted diagonal line represents where the values of actual and predicted costs 
are equal. The dashed blue line represents the mean of the actual cost. The shaded area represents the 0.95 confidence interval. 
The predicted R-Squared of this fit is 0.8271.
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Figure 6. Normal quantile plot and residual distribution. The dashed line is the Normal 2 Mixture fit curve; the dotted line is the 
Normal fit curve. The skewness of the normal distribution is 0.65.

Figure 7. Studentized residuals with 95% simultaneous limits (Bonferroni) and individual limits are represented with red dotted 
and green dashed lines, respectively. Instead of company names, the row numbers in the dataset were used.
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interactionplotfromtheleftdemonstratestheinteractioneffectbetweenSPIIandPIIindependent
variables.Thiscellincludesnon-parallellinesegments,whichisanindicatorofinteractioneffects
betweenthesetwoindependentvariables.AsshowninTable8,thePII*SPIIpredictorissignificant,
withap-value=0.0012.

SIMULATIoN

MonteCarlo simulation is apowerful tool toestimateexpectedvalues,quantiles, andanyother
propertiesofinterestinthemodel.TheMonteCarloapproachcapitalizesontheindependentrandom
samplingmethod.Therearefourindependentvariablesinthisanalysis.Threeoftheseindependent
variables (Revenue, PII, and SPII) are continuous, and Class Action Lawsuit is a categorical
variable.ThisMonteCarlosimulationwasconductedtoexaminethedistinctionbetweenSPIIand
PIIinformationcategories.

Table 9. Factor Settings for interaction profiler (Figure 8).

Factor Revenue PII SPII CAL

Minimum $9.2x106 0 0 0

Maximum $9.4x1010 9.7x108 1.64x108 1

Figure 8. Interaction Profiler for all of the independent variables in this analysis. 
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DISTRIBUTIoN ANALySIS

Aspartof theMonteCarlosimulationstudy,adistributionfitanalysiswasconducted.Foreach
distribution, theminimumAICcriterion is applied for thebest-fitteddistribution selection.The
distributionof theRevenueindependentvariablecanbeseeninFigure9, theselectedbestfit is
Weibull,anditsAICmeasureis1500.7882.Figure10demonstratesthedistributionofthePII,and
Figure11demonstratestheSPIIdistribution.Theselectedbestfitforthesetwoindependentvariables
isJohnsonSb.TheparameterestimatesforeachfitcanbeseeninTable10.TheCALindependent
variableisincludedasacategoricalvariableinthesimulationanalysis.Therefore,insteadofhaving
fitparameterestimates,aprobabilisticdistributionisincludedinthesimulationanalysis.Usingthe
built-inJMPtools,errortermswereaddedtothesimulatedresponsebasedonthedevelopedmodel
(Figure4).

SIMULATIoN ReSULTS

Byusing the randomsamplingapproach,2millioneventsweregenerated.Theseevents include
negativesresponsesandnegativevaluesforthethreecontinuousindependentvariables.Negative
valueswereremovedafterrunningthefullsimulation;thesenegativevaluedeventswerefilteredby

Figure 9. Revenue Distribution is best described by Weibull distribution; the fitted distribution measures are AIC =1500.7882, 
BIC =1503.2276.

Figure 10. PII Distribution is best described by Johnson Sb distribution; the measures of fitted distribution are AIC =1199.991, 
BIC = 1204.1885.
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creatingasubsetofinitiallygeneratedevents.Afterfiltering,thetotalnumberofeventsthatwere
includedintheanalysisis1,079,930.

Figure12showsthetotalcostvariationforallthreecontinuousindependentvariablesforthe
categoricalvariable’s twovalues.Thedependentvariable, total cost, responds to thechangesof
independentvariablesdifferentlywithandwithoutCAL(Class-Action).Forauniformscaling,In
Figure12,theCAL=0casetotalcostaxisissettothesamemaximumvalue.Theresponseofthe
totalcostvariessignificantlywiththepresenceoftheCAL.Thesummarystatisticsandquantilesare
showninTable11andTable12.Twosalientinterpretationsareasfollows.First,althoughSPIIandPII
categoricallycloseindependentvariables,theireffectsontheresponsevariableareunique.Second,
theCALindependentvariableregulatestheresponse;thus,predictionmodelscanbesignificantly
improvedbyincludingpredictorsthatincludeCALandinteractingindependentvariables.

Figure13showsthetotalcostvariationwithPIIandSPIIindependentvariablesfordifferent
revenueintervals.ThefirsttwocolumnsfromtheleftshowtheCAL=0case;thelasttwocolumnsshow
theCAL=1case.Figure13showsthatCAL’spresenceregulatesthedependentvariable’sresponseto
independentvariables’changes.IntheCAL=1column,eachcolumnhasthesamepatternforallof
therevenueintervals.Forexample,thethirdcolumnfromtheleft,CAL=1,independentvariable=
SPII,startswithadecrease;aftertheSPIIvalue40M,thetotalcostincreasesasthenumberofSPII
increases;whereas,thetotalcostdecreasesasthenumberofPIIincreases.Although,inthecaseof
CAL=0,thetotalcostincreaseswithanincreaseinSPIIanddecreaseswithanincreaseinPII.The
distinctpatternsobservedintheCAL=1columnarenotobservedintheCAL=0case.Theresponse
ofthetotalcostissignificantlydifferentwithPIIandSPIIindependentvariables.

Figure 11. SPII distribution is best described by Johnson Sb distribution; the measures of this fitted distribution are AIC 601.55232, 
BIC = 605.704981

Table 10. Fit Parameter Estimates for three of the independent variables: Revenue, PII, and SPII. These parameter estimates 
were used in the Monte-Carlo simulation

Revenue (Weibull) PII (Johnson Sb) SPII (Johnson Sb)

Parameter Estimate Parameter Estimate Parameter Estimate

Scaleα 9.9472e+9 Shapeγ 1.1482802 Shapeγ 0.5666907

Shapeβ 0.5170113 Shapeδ 0.2991946 Shapeδ 0.029366

Locationθ -123717.9 Locationθ -1.49e-8

Scaleσ 1.0992e+9 Scaleσ 181459750
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ThePIIcolumnintheCAL=1sectionofFigure13demonstratesthreeoverlappedpatterns.As
discussedearlier,SPIIandPIIaretwointeractingindependentvariables(Figure8).Theexistenceof
theCALindependentvariableaccentuatestheinteractionpatternbetweenSPIIandPII.Asshownin
Figure14,inthecaseofCAL=1,thevariationofthetotalcostdemonstratesdifferentpatterns.As
thenumberofSPIIincreases,theinitialincreaseofthetotalcostwiththePIIindependentvariable’s

Figure 12. Monte-Carlo simulation results based on the prediction equation in Figure 4, and simulation is smeared by random 
noise based on the model

Table 11. Quantile and distribution statistics of the total cost when the Class Action Lawsuit (CAL) =1

Quantile Statistics

100% MAX $3,562,163,088.3 Mean $1.1154e+9

90% $2,666,775,918.6 StdDev $1.1036e+9

80% $2,576,465,720.8 StdErrMean $1,298,024.1

70% $2,255,115,106.7 Minimum $372.26916

60% $1,175,974,758.3 Maximum $3.5622e+9

50% Median $576,730,505.77 Median $576,730,506

40% $242,691,709.1 GeometricMean $404,858,122

30% $122,002,755.07

20% $73,360,528.033

10% $37724874.72

0% MIN $372.2691553
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increase changes to a decrease in the total cost. The SPII independent variable accentuates the
variationofthetotalcostformega-breaches;therefore,itisofparamountimportancetoincludeSPII
asauniqueinformationcategory.

Figure15showsthevariationofthetotalcostwiththeRevenueandPIIindependentvariables.
The columns of the matrix in Figure 15 represent PII and Revenue for two values of the CAL

Table 12. Quantile and distribution statistics of the total cost when the Class Action Lawsuit (CAL) =0.

Quantile Statistics

100% MAX $606,892,201,832.0 Mean $5.2427e+9

90% $13,776,318,589 StdDev $1.7e+10

80% $4,148,342,502.9 StdErrMean $28,452,466

70% $989,319,275.85 Minimum $2,771.4592

60% $284,177,129.89 Maximum $6.069e+11

50% Median $162,451,047.64 Median $162,451,048

40% $108,697,727.63 GeometricMean $333,840,296

30% $77,603,209.877

20% $52,565,266.412

10% $28,125,254.813

0% MIN $2,771.4592247

Figure 13. Variation of the total cost with PII and SPII independent variables for different revenue intervals
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independentvariable;thematrix’srowsrepresentfivedifferentSPIIintervals.Figure15provides
twoimportantinsights.First,itcorroboratesthedistinctPIIpatternsinFigure14fordifferentSPII
intervals.ColumnthreefromtheleftdemonstratesthevariationofthetotalcostasthePIIincreases.
ForallSPIIintervals,theobservedpatternsinthevariationofthetotalcostaredifferent.Second,there
isnosignificantpatternchangeincolumnfourfromtheleft,representingtheRevenueindependent
variable.Figure15alsoshowsthattheobservedpatternsinthevariationofthetotalcostwiththe
PIIindependentvariabledonotoriginatefromanypossibleinteractionwithrevenue;instead,PII
explanatorypowerisdifferentfromSPII,andtheyinteract.

Figure16showsthevariationofthetotalcostwiththeSPIIandRevenueindependentvariables.
The columns in thematrix representSPII andRevenue for twovaluesof theCAL independent
variable;thematrix’srowsrepresentfivedifferentPIIintervals.AsshowninFigure16,thethird
column’sbottomcellfromtheleftdemonstratesadifferentpatternthantheotherthreecellsinthe
samecolumn.AlthoughthisconfirmstheinteractionbetweenSPIIandPII,adetailedanalysishas
notbeenconductedtoscrutinizethispatterninthevariationoftotalcostinthecontextofthisstudy.

CoNCLUSIoN

ThisstudystudiedthesignificanceofcategorizingpersonallyidentifiableinformationasPIIand
SPIIwithanewerdatasetbyadvancingtheearliermodel(Poyrazetal.,2020)withaninteraction
profilerandMonteCarlosimulationstudy.ThetypesofPIIstolenduringmegadatabreachesare;
name,address,email,logininformation,non-sensitivemedicalinformation,insurancemembership

Figure 14. Cost vs. PII for three categories. The columns represent the SPII intervals and CAL values, and there are five rows 
based on Revenue intervals.
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Figure 15. Variation of the total cost with Revenue and PII independent variable for five SPII intervals, CAL =1. For a uniform 
scaling, the total cost axis maximum value is set to $3,500 Million.

Figure 16. Variation of the total cost with Revenue and SPII for different PII intervals, CAL =1. For a uniform scaling, the total cost 
axis maximum value is set to $3,500 Million.
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number,employmentinformation,income,dateofbirth,driver’slicenseplate.StolentypeofSPII
issocialsecuritynumbers,debit/creditcardnumbers,driver’slicensenumbers,taxI.D.,passport
number,andbankaccount.Withtheincreasedsamplesize,PIIandSPIIindependentvariablesbecome
themaincontributingindependentvariables.Thecombinedcontributionofthesetwoindependent
variablestounderstandingthedependentvariableis78%(Table4).Asdiscussed,thesemegadata
breachesincurhighercostsduetothelossofSPII(Poyrazetal.,2020),andtheresultsofthisstudy
corroboratethesefindings.Theresultsofmultivariateanalysis(Figure1)accentuatetwopoints.First,
collinearityisnotaconcerntobuildthemodelbyusingthenewindependentvariables.Second,
basedonthesimplelinearregressionanalysisresults,SPIIhasthehighestcorrelationwiththetotal
cost(Figure1andTable4).

Intheanalysis,thestepwiseregressionanalysistechniquewasused.Acommonconcernfor
this techniqueis thepossibilityofoverfitting.Twoadditionalstudieswereconductedtomonitor
thepossibilityofoverfitting.First,5410modelswithdifferentpredictornumbersweredeveloped,
andthetrendoftheadjustedR-SquaredvaluesbetweenR-Squared0.95-0.99Figure3isincreasing.
Second,apredictedR-squaredanalysiswasconducted.ThepredictedR-squaredvalueandtheadjusted
R-Squaredvaluesindicatethatoverfittingisnotanissueforthemodeldevelopedinthisanalysis.As
demonstratedinTable7,theR-squared(=0.98),adjustedR-squared(=0.96),andpredictedR-squared
(=0.82)valuesincreased.

Thisstudy’sparameterestimatesdemonstratetheimportanceoftheSPIIindependentvariable
andthepredictorsthatincludeSPII.Forexample,asshowninTable8,SPII*SPIIpredictorshave
thehighestsignificancewithap-valueoflessthan0.0001.

The skewness of the residual total cost distribution is 0.64, which means that some of the
predictionsarenotinthe95%confidenceinterval.Thiscanbeseenintheresidualquantileplotin
Figure6;fourdatapointsareoutsidetheconfidenceinterval.Thestudentizedresiduals,Figure7,of
thisanalysisindicatesthatthesefourdatapointsarewithintheacceptablelimitsandarenotoutliers.
Althoughtheresidualtotalcostdistributioncannotbeclaimedtobenormalbecauseoftheskewness
valueof0.64,thestudentizedresidualsindicatethatthemodel’saccuracyisreliable.

Theresultofthestepwiseregressionanalysisconsistsofpredictors,whichmayincludeinteracting
independentvariables.Interactionmeansthattwoormoreindependentvariablescandescribethe
dependentvariable’sbehaviorwithhighersignificance.Thefindingsoftheinteractionanalysissupport
thefindingsofthestepwiseregression(Table8).Withinthep-valuelimitofthisstudy,thereisno
PII*Revenuepredictorintheregressionequation(Figure4).Ontheotherhand,thethird-rowsecond
interactionplotfromtheleftdemonstratestheinteractioneffectbetweenSPIIandPIIindependent
variables.Thiscellincludesnon-parallellinesegments,anindicatorofinteractioneffectsbetween
thesetwoindependentvariables.AsshowninTable8,thePII*SPIIpredictorissignificant,witha
p-value=0.0012.

ThefindingsoftheregressionandinteractionprofileranalyseswereusedintheMonte-Carlo
simulationanalysis.Forthisanalysis,arobustdistributionanalysiswasconductedforeachofthe
continuousindependentvariables.Foreachdistribution,theminimumAICcriterionwasappliedfor
thebest-fitteddistributionselectionTable10.Simulationanalysiswasconductedfor2Millionevents,
andbesidesthedistributionparameterslimit,norestrictionswereapplied.Indoingso,possiblebiases
wereeliminated.Afterremovingthenegativevaluesinthesimulationresults,thetotalcostvariation
wasstudiedfordifferentconditions.

AccordingtotheMonte-Carlosimulationresults:

• AlthoughSPIIandPIIarecategoricallysimilar independentvariables,PIIandSPIIare two
differentindependentvariables.

• SPIIandPIIindependentvariablesinteractandcomplementeachother.
• AsthenumberofSPIIincreases,thetotalcostofdatabreachesincreases.
• AsthenumberofPIIincreases,thetotalcostofadatabreachdemonstratesthreedistinctbehavior.
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• FiveSPIIintervalshaveaccentuatedthedifferencebetweenthethreepatternsinthetotalcost
variationduetoPIInumberchanges.

• CAL,SPII,andPIIindependentvariablesinteract.
• TheCALindependentvariableregulatesthevariationofthetotalcostsignificantlyforallofthe

independentvariables.Asaresult,predictionmodelscanbesignificantlyimprovedbyincluding
predictorsthatincludeCALandinteractingindependentvariables.

• CAL=1situationaccentuatesthepatternsinthevariationofthetotalcostwithPII.
• CAL=1situationhighlightstheinteractionbetweenPIIandSPIIindependentvariables.

ThesimulationstudydemonstratesthataddingSPIIasanewindependentvariableimprovesthe
understandingofthetotalcostvariation.Tofurtherenhancetheresultofthisstudy,datacollection
continues.
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APPeNDIX: MeGA DATA BReACH INCIDeNTS

Table 13. The dataset of this study

Company Industry Year Revenue PII SPII Class 
action

Anthem MED 2015 7.92E+10 7.09E+08 7.88E+07 1 4.07E+08

AOL BSO 2004 8.70E+09 9.20E+07 0.00E+00 0 1.00E+06

BlueCrossBlueShieldof
Tennessee MED 2009 6.72E+09 3.31E+06 2.40E+05 1 1.85E+07

CardSystemsSolutions BSF 2005 1.00E+07 4.00E+07 4.00E+07 1 2.18E+08

CareFirstBlueCrossBlue
Shield MED 2015 8.80E+09 4.40E+06 0.00E+00 0 6.50E+06

CommunityHealthSystems MED 2014 1.86E+10 2.25E+07 4.50E+06 1 7.81E+07

DSWShoeWarehouse BSR 2005 9.61E+08 1.40E+06 1.50E+06 0 6.80E+06

eBay BSO 2014 8.80E+09 8.70E+08 0.00E+00 0 4.60E+07

Epsilon BSO 2011 8.47E+08 5.00E+08 0.00E+00 0 2.70E+08

Equifax BSF 2017 3.40E+09 4.42E+08 1.64E+08 1 1.45E+09

ExcellusBlueCrossBlue
Shield MED 2015 5.94E+09 4.00E+07 2.00E+07 0 1.73E+07

Experian BSF 2015 4.80E+09 4.50E+07 4.50E+07 1 4.42E+07

GlobalPayments BSF 2012 2.20E+09 1.50E+06 1.50E+06 0 1.21E+08

HannafordBrosSupermarket
(DelhaizeGroup) BSR 2008 1.90E+10 0.00E+00 4.20E+06 0 2.55E+08

HeartlandPaymentSystems BSF 2009 1.65E+09 0.00E+00 1.30E+08 0 1.51E+08

HomeDepot BSR 2014 7.88E+10 5.30E+07 5.60E+07 1 3.41E+08

JPMorganChase BSF 2014 9.42E+10 3.04E+08 0.00E+00 0 2.50E+08

LinkedIn BSO 2012 9.72E+08 1.30E+07 0.00E+00 1 1.30E+06

Marriott BSO 2018 2.08E+10 3.50E+08 3.29E+07 0 2.20E+08

MedicalInformatics
Engineering MED 2015 9.00E+06 2.73E+07 3.90E+06 1 1.00E+06

NationwideMutualInsurance
&AlliedInsurance MED 2012 1.90E+07 2.54E+06 2.54E+06 1 5.50E+06

PNI(Staples) BSO 2015 2.30E+07 2.80E+06 2.80E+06 1 1.80E+07

PremareBlueCross MED 2015 3.68E+09 0.00E+00 2.08E+07 1 8.40E+07

SonyPSN BSR 2011 7.38E+10 1.48E+08 1.23E+07 1 1.93E+08

TargetCorp BSR 2013 7.33E+10 2.80E+08 4.00E+07 1 3.11E+08

TDAmeritradeHoldingCorp BSF 2007 2.18E+09 2.52E+07 0.00E+00 1 6.50E+06

Ticketfly(Eventbrite) BSR 2018 2.23E+08 1.04E+08 0.00E+00 0 7.30E+06

TJStores BSR 2007 1.71E+10 0.00E+00 4.62E+07 1 1.78E+08

Uber BSO 2017 1.11E+10 7.68E+07 6.07E+05 1 1.48E+08

Vtech BSO 2015 1.88E+09 1.80E+07 0.00E+00 1 7.00E+05

Yahoo BSO 2016 5.17E+09 9.70E+08 0.00E+00 1 5.03E+08
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