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The Lack of Black Female Diversity Within the Cybersecurity Workforce 

Cybersecurity is the methods, strategies, and programs put in place for protecting 

computers and electronic devices. Its critical importance is due to how technology intertwines 

with multiple aspects of society, from major forms of infrastructure to the phones we use daily 

(Anderson, 2022). However, while this ever-growing field has a large workforce, issues stem 

from its lack of representation. Specifically, of African American women (Brin, 2017; 

Yamaguchi & Burge, 2019). 

The Problem Statement 

This study addresses the barriers that prevent Black women from having significant 

representation in the cybersecurity workforce. The possible consequences of not having African 

American women in the cybersecurity workforce are a lack of diversity, a lack of diverse ideas 

and perspectives, reinforced stereotypes, and a widening gender pay gap. Solving this problem 

requires more research to understand these barriers and to identify possible solutions that can be 

applied to the real world. 

The Background of the Problem 

The demographics of the United States of America have become significantly diverse, yet 

research shows that there is a huge gap in gender and race representation in the cybersecurity 

workforce. For example, a study done by Zippia (2023) showed that there are 14,796 

cybersecurity analysts currently employed in the United States. Of those, only 21.5% are women 

while 78.5% are men. In addition to that, regarding ethnicity, 72.6% are White, 9.1% Hispanic or 

Latino, 8.0% Black, and 7.3% Asian. Another study supported this data by indicating how 

women are underrepresented among Cybersecurity professionals (Withanaarachchi & Vithana, 

2022). Because of these statistics, I am interested in finding the barriers that cause these 
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disparities, particularly for Black/African American women. The findings could help us produce 

solutions to closing the gap. 

Barriers 

Many barriers prevent African American women and women from entering and making a 

substantial step in the cybersecurity workforce. Some of these barriers are tied to cybersecurity 

while others are more general. Below I’ll discuss both kinds. 

“Brogrammer Culture” 

According to Brin (2017), one of the main reasons that cause a lack of Black females in 

these fields is a “brogrammer culture” that has made the cybersecurity workforce male-

dominated. Brogrammer culture is a culture that creates a stereotypical view of men and women. 

Men are exemplified for their supposed technical abilities while women are harshly devalued for 

their supposed lack of skills. This leads to men being perceived as a better fit for the tech 

industry compared to women and less overall diversity (Thébaud & Charles, 2018). 

Lack of Role Models and Representation 

The lack of role models and representation of African American women is prevalent in 

the cybersecurity workforce. African American women are less likely to see people who look 

like them in cybersecurity roles, which can make it harder for them to envision themselves in the 

field. Without role models and representation, African American females may be less likely to 

pursue cybersecurity as a career (Williams-Denton, 2022). 

Historical Discrimination and Systemic Barriers 

Black women have faced historical discrimination and systemic barriers that have limited 

their access to education and career opportunities. Some of these historical discriminatory 

practices and systemic barriers have included a lack of adequate access and exposure to the field 
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of cybersecurity. These barriers have made it more difficult for them to enter cybersecurity fields 

requiring specialized training and technical skills (Esin, 2020; William-Denton, 2022). 

Stereotypes and Biases 

Other barriers include stereotypes and biases that make it harder for Black women to 

succeed in cybersecurity. For example, Black females may be perceived as less competent or less 

qualified than their white male counterparts, even when they have the same skills and experience 

(William-Denton, 2022; Anderson, 2022). This disparity in how Black women are perceived 

makes it harder for them to enter or stay in the profession. 

Lack of Access to Resources and Networks: 

In addition to stereotypes and biases, African American women may have limited access 

to resources and networks that can help them enter and advance in cybersecurity. For example., 

they may not have access to mentorship opportunities due to most of their peers being White 

males. Additionally, they may also feel unwelcome at industry events which often lead to 

connections and exposure to new job opportunities. This lack of exposure prevents them from 

having access to resources and networks in the field (Anderson, 2022). 

Cultural Norms and Expectations 

Cultural norms and expectations can also play a role in limiting the representation of 

Black women in cybersecurity. For example, Black females may face pressure from society, and 

communities to pursue careers in fields that are seen as more "traditional" or "feminine," such as 

healthcare or education, rather than fields like cybersecurity which are often seen as more 

technical and male-dominated (Esin, 2020). These cultural norms and expectations 

unintentionally steer Black women from cybersecurity careers.  
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Implications 

The barriers that prevent or steer Black women from the cybersecurity workforce are 

problematic in that they deter them from entering and staying in the profession. The high levels 

of underrepresentation of African American women in the cybersecurity profession have 

significant implications. These implications are noted below.  

Lack of Diversity in Perspectives and Innovation 

The cybersecurity profession is currently dominated by White men (Wright, 2005). This 

means that most of the ideas presented in the development of products in this field mostly 

represent White males. This means that the perspectives and experiences of Black/African 

American women are not as widely represented. This means that the lack of diversity in the 

workplace often creates blind spots or gaps in decision-making and problem-solving and can 

negatively impact the security of computer systems and networks (Pifer, 2017).  Another missed 

opportunity in the cybersecurity workforce is the lack of innovation. We know that diversity is 

important to people due to the creative results that emerge when people from different 

backgrounds and perspectives work together (Pifer, 2017).  Excluding Black women means that 

the profession misses out on new and creative ideas and perspectives that are related to Black 

culture. 

Limited Career Opportunities 

Additionally, the exclusion of Black women in cybersecurity creates limited career 

opportunities for Black females. The lack of African American women in the cybersecurity 

workforce means that there are limited opportunities for African American females to be 

recruited or promoted into leadership positions. This also means that due to lack of 

representation, other Black females may hesitate the enter the profession since they don’t see 
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themselves represented (Wright, 2005; Gurchiek, 2018). This means that the cycle of lacking 

Black women in the profession is repeated again and again.  

Widening Gender Pay Gap 

         Cybersecurity and STEM careers often pay high salaries. If the pay in these careers is 

high, and there are few Black women in the profession, then it means that they miss out on the 

high salaries, resulting in a widening gender pay gap. Additional implications of the gender pay 

gap mean that Black women are not able to pass on to their offspring generational wealth. As a 

result, a lack of generational wealth leads to Black families having difficulties moving up the 

social economic ladder (Gurchiek, 2018; Wright, 2005). 

To sum up, the underrepresentation of African American women in cybersecurity has 

implications that have far-reaching consequences. Despite these implications and consequences, 

there are possible solutions that can remove some barriers that perpetuate the underrepresentation 

of African American females in the cybersecurity workforce. 

Solutions 

Several solutions can be implemented towards increasing the diversity of Black women 

in the cybersecurity workforce. Identified below are solutions that can help decrease the 

underrepresentation of Black/African American women in the cybersecurity workforce. 

Recruitment 

The first one is increasing representation by actively recruiting and hiring Black women 

in cybersecurity roles. For example, employers can engage and work with diversity and inclusion 

experts to help them plan for and implement recruitment strategies that specifically focus on and 

target Black females. Some ways they can increase equitable recruitment practices are using 
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strategies such as blind hiring techniques. Blind hiring techniques are when employers hide the 

names of applicants to prevent implicit bias in the hiring process (Yamaguchi & Burge, 2019). 

Mentorship 

Another solution is for employers to provide mentorship and networking opportunities to 

Black women who are already in the cybersecurity industry. This process of networking is 

supposed to help them connect with other Black females, advance their careers, and help build 

communities in their workplace. If this were to occur, African American women would have 

support systems within the workplace (Brin, 2017: Yamaguchi & Burge, 2019). 

Inclusive Workplace Culture 

         Creating inclusive workplace cultures is another solution that can foster a space where 

workers are respectful of all cultures. This culture can be encouraged by the organization 

providing ongoing unconscious bias training for managers, and staff. In addition to that, 

encourages workers to have conversations about diversity. Also, creating support systems that 

monitor the well-being of Black women in the workplace (Anderson, 2022). 

Promoting Awareness and Visibility 

         Additionally, organizations can promote awareness and visibility of Black women in 

cybersecurity. For example, running promotion campaigns, and conferences that focus on 

diversity and inclusion in the cybersecurity workforce can help decrease bias and increase 

interest in the field (Anderson, 2022). 

Leadership Development 

         Another solution is creating spaces in the workforce where African American women 

receive leadership development as part of their educational and workforce experience. This 

process leads to having more African American females in leadership roles in Cybersecurity 
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which may lead to young Black women being interested in the career as they see themselves 

represented (Yamaguchi & Burge, 2019). 

Providing Training and Education 

         Along with leadership development, providing training and education to Black women 

can enhance the skills and knowledge they need to enter the field. For example, educational 

institutions can create partnerships with K-12 schools to introduce cybersecurity as a possible 

career for Black girls. These partnerships can be in the form of apprenticeships, internships, and 

summer programs that can provide hands-on experience (Bhuyan et al., 2020; Toro, 2019). 

Increase Scholarship 

         Increasing scholarship in this area of study is another solution to increasing the diversity 

of Black/African American women in cybersecurity (Yamaguchi & Burge, 2019). Institutions 

can offer mentorship to undergraduate students to enhance their research skills, increase 

knowledge about Black women’s experiences in cybersecurity and identify gaps that need 

attention (Yang et al., 2019; Shumba et al., 2013). 

Conclusion 

In conclusion, cybersecurity methods, strategies, and programs put in place for protecting 

computers and electronic devices have become a very important part of the infrastructure of 

technology as a whole. Additionally, it has become an ever-growing field with a large workforce 

that is often paid high salaries. However, a problem is that this large workforce has an issue of 

lacking representation of women and especially African American women. This research paper 

sought to identify barriers, implications, and solutions towards this problem.  

This study found that barriers that maintain the underrepresentation of Black women in 

cybersecurity included a culture of “brogrammers”. This means the White men that dominate the 

field create a culture where they are seen as the only workers that fit this career while 
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diminishing the capabilities of women and minorities. Other barriers included a lack of role 

models and representation, stereotypes, biases, lack of access to resources and networking, and 

cultural norms and expectations. All of these barriers culminate in large implications for Black 

women’s careers and futures.  

The implications found to result from the barriers included a lack of diversity in 

perspective and innovation, limited career opportunities, and a widening pay gap. Having low 

diversity in a workforce leads to fewer differentiating perspectives and ideas. Furthermore, lack 

of diversity can also limit potential career opportunities and leadership positions by African 

American women having hesitation due to little representation. In addition, limiting career 

opportunities also restricts Black females from procuring higher salaries and wealth for their 

children, trapping them on the socioeconomic ladder. 

 While these barriers are a challenge, this study has found possible solutions that could 

help resolve the problem of the underrepresentation of Black females in the cybersecurity 

workforce. The solutions included the recruitment of African American women, providing 

mentorship, and surrounding them with an inclusive work culture. Additionally, promoting 

awareness and visibility of Black women in cybersecurity, providing leadership development, 

education, and training in the K-12 about cybersecurity as a career, and funding scholarships on 

how numbers of Black women can be increased in the field of cybersecurity. Altogether, if these 

considerations are implemented there is hope that in another decade there will be higher levels of 

representation of Black/African American women in the cybersecurity workforce.  
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