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ABSTRACT

Arecentcyberweaponseffectivenessmethodologyclearlyprovidesaparallelbutdistinctprocess
fromthatofkineticweapons–bothfordefenseandoffensepurposes.Thismethodologypromotes
consistencyandimprovescyberweaponsystemevaluationaccuracy–forbothoffensiveanddefensive
postures.However,integratingthiscyberweaponseffectivenessmethodologyintothedesignphase
andoperationsphaseofweaponssystemsdevelopmentisstillachallenge.Thepaperexploresseveral
systemsengineeringmodeling techniques (e.g.,SysML)andhow theycanbe leveraged towards
anenhancedeffectivenessmethodology.Ithighlightshowfailuremodeanalyses(e.g.,FMEA)can
facilitatecyberdamagedeterminationandtargetassessment,howblockandparametricdiagraming
techniquescanfacilitatecharacterizingcyberweaponsandeventuallyassesstheeffectivenessofsuch
weaponsandconverselyassessvulnerabilitiesofsystemstocertaintypesofcyberweapons.

KEyWORDS
Cyberweapons Effectiveness, Model-Based Systems Engineering (MBSE), Offense and Defense, Security 
Modeling Language (SecML), System Modeling Language (SysML)

INTRODUCTION

Cybersecurityisnowubiquitousbothinthecivilianandthemilitaryarena.Inthemilitaryarena,
cyberwarfarehasseveraladvantagesoverconventionalwarfare.First,therearefewerhumanlives
at stakeduringmissionexecutionbecause itdoesnotnecessarily require“bootson theground”
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orkineticmunitionsduringdeployment.Second, theactualdeploymentcanbe initiatedwithout
limitationssuchasweather,visibility,andspatialproximity,whichallpresents limits forkinetic
weapons.Lastly,cyberweaponscanbecheaperthantraditionalmunitionsattacksascyberweapons
developmentrequiresdifferentsetsofinfrastructureandresourcesfromkineticweapondevelopment,
aswellasitsreplicabilityandreusability.Ascyberweaponsbecomemorecommon,technologiesin
thecyberwarfaredomainwouldrequiremoreinformationsharingamongthevariousstakeholders.
Cyberweaponseffectivenessanalysisisemergingnotonlyforanoffensivepurpose(i.e.,toattacka
target)butalsoforadefensivepurpose(i.e.,todefendassetsfromcyberweapons).

Insystemsdevelopment,therearemany“-ilities”thataredesignedintothesystemfromthe
start–suchasreliability,maintainability,sustainability,usability,andsoonarequalitativedesign
requirementsthatmustbemet.Thecomplexityandrapidlyevolvingtechnologiesinthecyberwarfare
domainposeachallengeforengineerstoimprovecyberweaponsdevelopment,includingrequirements
analysisandeventualdeployment.Inthispaper,weproposetheuseofsystemsengineeringmodeling
domain,suchasusingtoolslikeSystemsModelingLanguage(SysML)andhowtheycanbeusedin
cyberweaponeffectivenesspredictionmethodology.Thecyberweaponsdomainwouldgreatlybenefit
fromsimilarapproachesandmayeventuallyleadtoamodel-basedsystemsengineering(MBSE)
approachtocybersecurity,offense-informedanddefensive-informeddesignscenarios.

Today’s systems engineers use Model-Based Systems Engineering (MBSE) through tools
andlanguages,likeSysML,tocapturerequirements,usecases,systemhierarchies,functions,and
interfaces.SysMLprovidesacentralpointof informationusedbysystemdesignersandusersto
evaluateandanalyzesystemdevelopmentandperformance.Cybersecurity,aswiththeother“-ilities,”
canbeincludedintheSysMLmodelingusingSecurityModelingLanguage(SecML),whichutilizes
featuresfromSysMLtomodelingsecurity-specificsystemneeds.

Thispaperpresentsanenhancementtoacyberweaponseffectivenessmethodologydeveloped
byPintoandZurasky(2020)byadaptingvariousSysMLtechniquestobetterpromoteconsistency
andimprovecyberweaponsystemevaluationaccuracyforbothoffensiveanddefensivepostures.The
paperincludesexaminationandpotentialadaptationofsystemsengineeringmodelingtechnique(i.e.,
SysML)intothedesignandoperationsphasesofcyberweaponsystemsdevelopmentandhowthese
sameattemptscanbeleveragedtoenhancepredictionprocessesduringcyberoffenseanddefense.
Thispaperwillreviewthepreviouslydevelopedcyberweaponseffectivenessmethodology,examine
theintegrationofsystemsmodeling(i.e.,SysML)intothismethodology,andfinally,showhowthese
canbeleveragedtoenhancepredictionmethodologyduringcyberoffenseanddefenseviaacasestudy.

BACKGROUND

Withthecurrentincreaseintechnology,theworldisshiftingtowardsdigitization,makingitmore
vulnerabletocyber-attacks.Thiscontinuousshiftinvariousdimensionsofrisk–includingthose
inthecyberrealm–ischaracteristicofthecomplexnatureofriskitself(Pintoetal.2012).These
cyber-attacksareproventobeofgreatdamagetocompanies,customers,andnations,whichmakes
cybersecurityanecessity(DiMaseetal.,2015).Cybersecurityhasbecomeoneofthemostimportant
topicsglobally,ascountriesworldwideprovidedtheirstanceoncybersecurity(Klimburg,2012;
Tatar,Ü,etal.,2014).Systemsengineeringmethodologiescanbeacquiredtoenhancecybersecurity
for addressing cybersecurity issues. For example, Bayuk et al. (2011) highlighted beneficial
systemsengineeringstrategiesthatcansolvefrequentsystemsecurityproblems.Intheirwork,
Bayuketal.(2011)focusedonthebenefitssystemsengineerscanprovidetothecybersecurity
issue.Inthispaper,wemergetwomethodologies,acyberweaponsassessmentmethodologyanda
systemsengineeringmethodology,toshowtheutilityofusingsystemsengineeringinthedomain
ofcyberweaponassessment.
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CyBERWEAPONS ASSESSMENT METHODOLOGy

PintoandZurasky(2020)recentlydescribedaneffectivenessassessmentandpredictionmodeling
for cyberweapons as an enhancement to the domain of kinetic weapons. It described how the
standardization of the formulation and methodology provided a common framework including
processes,definitions,andassumptionstoconsistentlyperformassessmentsforbothcyberandkinetic
weapons.Thatcontainsfourprimaryphases,asshowninFigure1.Thesephasesare:Cyberdamage
determination, Cyberthreat assessment, Cyberweapon characterization, and Cyber effectiveness
estimategeneration.

The first phaseof themethodology is related to thepredictionof thepossible damage that
mightimpactthecyberweapons.Cyber-specificdamageeffectsmayincludethoselistedinTable1,
asdescribedinZurasky(2017)andPintoandZurasky(2020).Theeffectsaredescribedalongwith
importantmetricssuchashowlongittakestoexecutetheeffect(latency)andhowlongitcontinues
toexecutetheeffect(persistence).Thedamageeffectscanhavewidevariationsintheoutcome,from
simpleunavailabilitytoamoreseveredatamodification,i.e.,alteredinamannerthatisintendedto
appeargenuinetotheusertoaffectdownstreamprocessesandprocedures.Allthesemayeventually
leadtodisruptionofdownstreamoperationandcouldleadtophysicaldamage.In2017asecurity
companycalledNavalDomeshowedjusthowvulnerableshipsweretocyberweapons.Thecompany
demonstratedtheabilitytoaltertheship’sposition(headingandspeed)andmodifyradardisplays
withoutdrawingsuspicion(TME,2017).

Figure 1. Cyber effectiveness methodology (adapted from Pinto & Zurasky, 2020)

Table 1. Cyber effects, brief description, and sample metrification (adapted from Zurasky, 2017)

Cyber damage Brief Description Sample Metrics

Unavailability of 
network resources

Networkresourcesmadeunavailabletointendedusers
bytemporarilyorindefinitelydisruptingservicesofa
hostconnectedtotheInternet(e.g.,asimilareffectto
DistributedDenialofService(DDoS)attack)

Latency:immediate
Persistence:5minutes(DoS),four
hours(DoS4),or24hours(DoS24)

Misinformation Falseorincorrectinformationisspreadintentionallyto
affectdown-streamprocessesandprocedures

Latency:gradual
Persistence:5minutes(MisI),four
hours(MisI4),or24hours(MisI24)

Data Modification
Dataisinserted,deleted,oralteredinamannerthatis
intendedtoappeargenuinetotheusertoaffectdown-
streamprocessesandprocedures

Latency:immediatetogradual
Persistence:5minutes(DMod),four
hours(DMod4),or24hours(DMod
24)

Data Repudiation
Dataorinformationismadetoappeartobeinvalid
ormisleadingtoaffectdown-streamprocessesand
procedures

Latency:immediate
Persistence:5minutes(DRep),four
hours(DRep4),or24hours(DRep
24)

Spoofing Masqueradeassomeoneelse Latency:immediate
Persistence:indeterminate

Cyber damage 
determination 

Target/ Asset 
assessment 

Cyber weapon 
characterization 

Cyber 
effectiveness 

estimate 
generation 
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Inthesecondphase–target/assetassessment,thetargettobeattackedorassettobedefended
mustbeaccessedfromacyberperspective.Thisphasewaspartlypatternedonassessmentmethods
typicallyusedforkineticweapons,whichincludesthreatidentification,modeling,andvulnerability
assessment.Duringthisphase,informationaboutthetarget/assetiscollectedwithalltherelevant
informationrequiredforanalysis.Modelingthetarget/assetincludesdetailsofthevariousoperations,
networking,failuremodes,reliability,andpotentialvulnerabilities.Finally,thevulnerabilitiesfound
throughanalysisandmodelingcanbeassessedforthecriticalcybercomponents.Samplesofpreviously
exploitedvulnerabilitiesarelistedinTable2.

Thethirdphase,cyberweaponscharacterization,iswheremetricsforcyberweaponsaredeveloped
toalignwiththemissionorusecaseforthecyberweaponsystem.Forexample,areconnaissance
missionincludesnetworkmappingandsearchalgorithmstoidentifypathstoinfiltratethetarget/
assetsystem.Lateralmovementmissionsincludemovingwithinthenetworkalongthebestpathto
thetarget/assetsystem.Thisisaccomplishedbyinfiltratingneighboringandtrustednetworksand
incrementallygaininghigher-levelauthoritiestoaccessthetarget/asset.Lastly,apayloaddeployment
missionexecutes themaliciouscodetoexploit thevulnerabilitiesof the target/assetsystem.Full
characterization and mission assessment of the cyberweapons provides critical insight into the
processesemployedtogainentry.Thesepathsorflowsoftheweaponprovideadditionalpointswhere
mitigationscanbeimplementedintothesystemdesign.Thesequentialmissionsofthecyberweapon
aretheequivalent“killchain”ofthekineticweaponworld.LockheedMartin(LockheedMartin,
2020)developtheCyberKillChainframeworkthatfollowsasimilarpathof1)Reconnaissance,2)
Weaponization,3)Delivery,4)Exploitation,5)Installation,6)CommandandControl,and7)Actions

Table 2. Cases of exploited vulnerabilities (adapted from Sood and Enbody, 2014)

Vulnerability Types Description Vulnerable Systems Examples

Backdoors and 
Hardcoded Passwords

Hardcodedpasswordsembeddedin
thefirmwarethatallowattackersto
gaincompleteaccess

SupervisoryControlandDataAcquisitionSystems
(SCADA)providedbySiemens,TURCK,etc.were
vulnerable(TURCKCVE,2012)

Insecure 
Authentication and 
File Uploading

Securityissuesarisingfromthe
inabilityofthesystemstoimplement
granularcontrolthroughproper
authenticationandauthorization
checks

GlobalPositioningSystem(GPS)Satellite
Communication(SATCOM)systemsprovidedby
Harris,Cobham,JRC,Iridium,andHugheswere
vulnerable(Warneretal.,2012)

Remote Code 
Execution

Securityissuessuchasbuffer
overflows,memorycorruption,
privilegeescalations,dangling
pointersinoperatingsystem
components,browsers,critical
systemssuchasICS/SCADA,
routers,othersoftwaresuchas
MicrosoftOffice,AdobeReader,
Java,etc.

SCADAsystemsprovidedbyICONICS
GENESIS32,BizViz,IntegraXor,SielcoSistemi,
etc.werevulnerabletoBufferOverflows(InfoSec,
2011)
XMLDOMZero-dayvulnerabilitywasexploitedto
attacktheU.S.VeteransofForeignWars’website
(Gonsalves,2014)
OperationPawnStormusesvulnerabilitiesin
M.S.officefilestotargetU.S.militaryofficials
(Paganini,2014)

SQL Injections

Weaknessesinwebapplications
thatallowattackers’queriestobe
executeddirectlyinthebackend
database

RoyalNavywebsitehackedusingSQLInjection
(BBCNews,2010)
U.S.ArmywebsitehackedusingSQLInjection
(DarkReading,2010)

Insecure Protocols, 
Spoofing, and 
Hijacking

Undocumentedandinsecure
protocolsallowhijackingand
spoofingofcommunicationchannels

CommonChannelSignalingSystem7(CCSS7)in
theU.S.orCommonChannelInterofficeSignaling
7(CCIS7)intheU.K.,(TheGuardian,2016)
PossibleattackstospoofGPScommunicationto
controlU.S.drones(Schwartz,2011)
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onObjectives.Withthepropercharacterizationofthemissionandkillchainofthecyberweapon,
eachstepinthechaincanbeassessedformitigationstepstoreducethesusceptibilityofthesystem
toanintrusion.

Thefinalphase–cybereffectivenessestimategeneration,quantifiestheimpactofexploiting
thevulnerabilityinthetarget/assetsystem,designatedasProbabilityofCyberKill(Pck).Pintoand
Zurasky(2020)developedthecyberequivalentprobabilityofkillPckequationas:

Pck=f(PLatent,PAccess,PConfig,PMap,PTempo,PPatch,PIT,PExploit) (1)

where:

• PLatent,PAccess,PConfig,PMap,andPTempoaretheprobabilitiesbasedontheintelligencegatheredon
thelatencyofinformation,accesspoints,hardwareandsoftwareconfigurations,completeness
ofnetworkmap,understandingofoperationstempo.

• PPatchandPITareprobabilitiesbasedonthelikelihoodofthosevulnerabilitiesbeingexploitedare
patchedandI.T.’sabilitytodetectandrespondtothedeliveryofthecyberpayload.

• PExploitistheprobabilitythatthepayloadwillachievethedesiredmissioneffects.

Figure2showshowtheprobabilityofequation(eqt1)maybemappedwiththecomponentsof
acommonnetwork.Forexample,theprobabilitythatthepayloadwillachievethedesiredmission

Figure 2. Cyber-Kill equation for a hypothetical network (adapted from Pinto and Zurasky, 2020)

Pck = f(Plat, PAccess , Pconfig , PMa p, Prem po , PPatch, P,r , P Exploit ) 

n I Laloncy 

Open,lor ~ 

Router lus er 

Workstation 1 
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effects(PExploit)maybepartiallyorcompletelydeterminedbysystemadministrators’policyonpatching
andupdatingvarioussoftwareandhardwareinthenetwork.Suchinformationmayberesidingon
theAdminWorkstationcomponentsofanetwork,asshowninFigure2.

SySTEMS MODELING: SySML AND SECML

SystemsEngineering(S.E.)istheformalizeduseofmodelsasasupportfortheactivitiesofanalysis,
design,verification,andvalidation(INCOSE,2010).NASA(2019)definedS.E.as“amethodical,
multi-disciplinary approach for the design, realization, technical management, operations, and
retirementofasystem.”S.E.tendstoidentify,decompose,andorganizethesystem’srequirements
(Leonard, J. 1999; SSEITS, 2007). Systems Modeling serves as the backbone of model-driven
systemsengineeringsinceitdepictstheneedsofthesystem,thefunctionsperformedbythesystem,
its requirements, and constraints.Amodeling languagewith an alphabet, syntax, and semantics
isusedforthispurpose.Lately,Systemsengineeringapproacheshavebeenutilizedinaddressing
cybersecuritychallenges.

SysML(SystemsModelingLanguage)isaspecificmodelinglanguageinthefieldofsystems
engineeringthatallowsthespecification,analysis,design,verification,andvalidationofmanysystems
(Delligatti,2013).Originally,SysMLwasdevelopedaspartofanopen-sourcespecificationproject
andincludesanopen-sourcelicenseforitsdistributionanduse.Moreover,SysMLisdefinedasan
extensionofasubsetofUnifiedModelingLanguage(UML)(Hause,2006).Themodelsproposed
inthisstudyaredevelopedinSysML1.5.

Lately,therehavebeenlimitedstudiesinmodelinglanguageforthecyberrealm.Forinstance,
Easttom(2019)emphasizedtheimportanceofimprovingcybersecuritywithaparticularsecurity
modelinglanguageandproposedSecurityModelingLanguage(SecML),developedfromSysMLto
presentsecurityrequirementsanddesignbothcyber-attacksituationsaswellasdefensecircumstances.
Inthe“Internet and Wireless Security”book,theauthorscitedthemainobjectivesofSecML,which
are1)toprovideconstructivevisualmodelinglanguage,2)togiveasophisticatedbasistoevaluate
thesecuritysystem,3)todepictthesecurityrequirementslinkagesofasystem,and4)toensure
flexibilityamongdifferentlevelsofabstraction.UsingSecML,usersdepictsystemsasacollection
ofcomponentsholdingrelatedattributes.Inthiscontext,Holmetal.(2013),proposedaquantitative
cybersecurityanalysistoolknownastheCyberSecurityModelingLanguage(CySeMol).CySeMol
permitsindividualstodesignmodelsandcomputethelikelihoodofcyber-attacks.Asmentioned
previously,SecMLisanadaptedversionofSysMLinthecybersecurityfield.Inthispaper,SysML
willbeusedasmodelinglanguageinthecybersecuritydomaintoidentifysecurityrequirements
andcyberdefensestrategiesduringcyberwaroperations.Intraditionalsystemsengineering,ause-
casediagramdescribesasystems’functionsandhowusersinteractwiththosefunctionstoachieve
goals.TheSecMLequivalentwouldbeaMisuse-casediagram,wherethreatsorabusersintroduceor
downloaddatatothesystemfornefariousintent.ThisMisuse-casediagramwouldprovidethesystem
designerswithfocusareasfordesigningcountermeasurestocombattheattackersonthesystem.The
developmentofsuchaMisuse-casediagramwouldfollowasimilarprocessasaFailureModesand
EffectAnalysis(FMEA).Thepotentialvulnerabilities,orfailures,couldbeidentifiedanddriven
downtotherootcomponentofthesystemforaddedsecurityfeaturesfortheidentifiedattackvectors.
Otherdiagramsforvisuallyrepresentingconceptual,physical,andinformationalcomponentsofa
systemareblockdiagrams,activitydiagrams,parametricdiagrams,etc.

ENHANCED CyBERWEAPONS EFFECTIVENESS METHODOLOGy

This sectiondescribeshowparticular tools andmethods inSysMLmaybeused toenhance the
previously proposed Cyberweapons Effectiveness Methodology, particularly Failure Modes and
EffectsAnalysis(FMEA),use-casediagram,blockdiagram,activitydiagram,andparametricdiagram.
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Failure Modes and Effects Analysis (FMEA)
ThemanycomponentsofaFailureModesandEffectsAnalysis(FMEA)lendsthemselvestovarious
phasesofthecyberweaponseffectivenessmethodology.TheFMEAprocessidentifiespotentialfailure
modes,characterizestheseverityandlikelihoodofsuchafailure,assessesthedetectionprobability,
andidentifiespreventioncontrolsordesignchanges.AllthisinformationfromFMEAcouldfeed
into supporting a more robust weapons effectiveness estimate. In the following paragraphs, the
methodologywillbediscussedwiththeapplicationofdatatoanFMEA.

Thefailuremodesortop-levelsystemeffectsinFMEAcanserveasthecyberweaponsdamage
criteria(phase1).AsshowninTable1,damagecriteriasuchasdatamodificationcouldbeidentified
asapotentialfailuremodeforthesystemthatwouldinterruptordisturbnormaloperations.Given
theinterfacesanddataflowwithinthesystem,thiscanidentifypotentialpointsofintrusionorfailure
withinthedataflowpaths(phase2).Theidentifiedvulnerabilitiesprovideabaselinestartingpoint
forafullFMEA.Thesevulnerabilitiesaretherootcauseofthesystemfailuremodes.Forinstance,
backdoorsandhardcodedpasswordsareintrusionpointsthatacyberweaponcouldusetoinfiltrate
thesystemtomodifythedataflowingwithinthenetwork(phase3).Giventheserootcauses,the
cyberweaponsanalystscanfocusonthesubsystemandcomponentlevelsinthesystemhierarchyto
assessthelikelihoodandseverityofsuchabreachwhileinvestigatingmitigationoptions(phase4).

Use Case Diagram
ToshowhowSysMLcanenhancecyberweaponseffectiveness,thispaperdevelopsause-casediagram
(UCD)tomodelagentsorstakeholdersandtheservicestheyprovidetothesystem(Friedenthalet
al.,2014).Theuse-casediagramillustratedinFigure6displayshowthefunctionalusers,defenders,
decision-makers,informationsharingsecurity,andeventheattackerinteractwiththenetworksystem
inacyberwarfarecontext.Forinstance,thedefender’sendgoalistodefendthenetworkfrompotential
cyberweapon/attacker.Defendersdedicatetheirresourcestoidentifyandanalyzepotentialthreatsto
thenetwork(Brownetal.,2015).DefendersaremodeledusingactorsinSysML.Theinformation-
sharingsecurityalsoplaysapartinthecybersecurityofthesystem,asitgatherscyberinformation
aboutthecyberweaponandtheattackerandsharesthisinformationwiththeappropriatestakeholders
(Brownetal.,2015).

TheUCDcanenhanceTarget/AssetAssessment(phase2)byprovidingcyberweaponsanalysts
thevisualizationofsystemsactorsandtheirpossiblegoalswhentheyinteractwiththetarget/asset
network–inparticular,itcanshowcyberweaponsanalystshowthetarget/assetmaybedefended
againstaspecificcyberweaponandhence,adjusttheirchoiceofweaponaccordingly.

Block Diagram
Furthermore,thehypotheticalnetworkpresentedinFigure2canbemodeledusingSysMLtorepresent
structuralandbehavioralfeaturesofasystemusingappropriateSysMLdiagrams.Tocaptureboththe
system’shierarchyandinterconnection,thispaperdevelopsablockdefinitiondiagram(BDD)and
aninternalblockdiagram(IBD).Figure3referstoaBDDofdifferententitiesmakingupanetwork.
Thenetworkisdevelopedfromalistofcomponentsthatarerepresentedusingablock,including
firewall,modempools,operator,Internet,etc.

Todisplaytheinterconnectionsbetweenthenetwork’scomponents,anIBDisusedtocomplement
theviewpresentedbytheBDD.Figure5isarepresentationoftheinterconnectionsbetweenthe
differentnetworkcomponents.TheIBDallowsthevisualizationoftheinternalconnectionsbetween
thepartsofthesystemandshowstheflowamongentities(Delligatti,2013).Asanexample,and
illustratedinFigure5,theinternetblocksendsISPinformationtothemodempools,which,inreturn,
providesadigitalsignaltobefilteredbythefirewall.Thefirewallwillthensendfiltereddatatothe
router.Thedataisthendistributedthroughaswitchtovariousworkstations.Theinformationconveyed
byanIBDiskeytounderstandingtheconnectionsbetweenthedifferentsystemcomponents.
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AcyberweaponsanalystcanuseappropriatecombinationsofBDD’sandIBD’sintarget/asset
assessment(phase2)toassessaspecificnetworkgivenaspecificcyberweaponinfiltrationpath,or
converselytopairaspecificweapontoatarget/assetwithknownweakinfiltrationpath.

Activity Diagram
Activitydiagrams(A.D.)areoneofthebehavioraldiagramsofSysMLthatconveyasequenceof
behavior(oractivities)ofstakeholdersandworksincombinationwiththeuse-casediagram.Figure
6displayshowcyberinformationisbeingsharedamongfourstakeholders,includingfunctionaluser,
defender,decision-makers,andinformationsharingsecurity.AsillustratedinFigure6,thefunctional
usermayrecognizetheexistenceofathreatandcommunicatestheinformationtothedefender.The

Figure 4. Block definition diagram (BDD) representation of a hypothetical network

Figure 5. Internal block diagram (IBD) representing the internal connections of a hypothetical network

Figure 3. Sample use-case diagram for network cybersecurity

* Functional_u_s _e,----1--- ./ 

¾:'------i---'-
Defender 

Decis i~ ~ak_e_r_s ----t-- ----<,, 

operaiion1 envnlnm1m1 

Opel"lltlonal t:nvlronment -· PJ,tap •O 1 

Use system 
functionalities 

Assu re system 
functionality from 

cyber failure 

Approves ecurity 
system 

lnteme1: lnteme1 pUSPi':fOrmll:on p12 ISPn!Oll'l'llbon 
modem pools : Mod!m Pool, 

«block» 
Network 

Co llect cyber threat 
inform at ion 

r-------t-----in_fo_r_m_a_ti_o_n. t ng security 

misuse the system .---------+---J:_ 
attacker 

CO~lr11 



International Journal of Cyber Warfare and Terrorism
Volume 11 • Issue 3 • July-September 2021

49

defender’sroleistobothidentifyandanalyzethecyberthreat.Theinformation-sharingsecuritygathers
intelligenceoftheexistingthreatandsendsinformationonthecurrentcyberthreattothedefender
(Brownetal.,2015).Thedefenderwouldusetheinformationreceivedfromtheinformation-sharing
securitytoanalyzethethreatanddevelopanadequatemodeltoovercomethethreat.Decision-makers
areinvolvedwiththeauthorizationofcybersecuritymeasurementstoconstructnewguidelineson
thehandlingofsimilarcyberthreats(Brownetal.,2015).

AcyberweaponsanalystcanusesuchanactivitydiagramtoenhanceTarget/AssetAssessment
(phase2)byhavingmoreinsightsonhowthetarget/assetmaybeattacked/defended,withaparticular
typeofweaponinmind.Eventually,theuseofFMEA,UCD,BDD,IBD,andA.D.canallenhance
CyberweaponsCharacterization(phase3)bypoolingtogetherreconnaissanceinformationincluding
networkmapping,agentidentification,andactivities,andinfiltrationpathstogainlateralmovement.

Parametric Diagram
Recall theeffectivenessequation (Eqt.1) from theprevioussection,andagainshownbelowfor
convenience:

Pck=f(PLatent,PAccess,PConfig,PMap,PTempo,PPatch,PIT,PExploit)

Figure 6. Activity diagram displaying the information sharing process in a cybersecurity context
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Theequation’svariablescanbemappedthroughthehypotheticalsystemusingSysMLmodeling
andshowninFigure7.In thisexample,aparametricdiagram(P.D.)wasdevelopedtorepresent
theCybereffectivenessequationofahypotheticalnetwork.Theparametricdiagramdisplaysthe
connections between mathematical rules (aka constraint blocks in SysML) given by the cyber
effectiveness equation and the different value properties (Douglass, 2015). The value properties
representthedifferentprobabilitiesexplainedinearliersections.Duringthedesignofthesystem
ascomponents,orsubsystems,areselected, theparametricanalysisallowsforcharacterizingthe
system’sperformancebasedontheparametersoftheconstituentcomponents.AsshowninFigure
2,PaccessrelatestotheconnectionofthemodemtotheInternet.Addingadditionalprotectionwithin
thislinkwillmodifytheparametersforthisvariable.Choosingthebestmodemandauthentication
protocols will enhance the security of the system. The parametric modeling within SysML can
quicklyruntheanalysistoprovideasystem-levelassessmentofthePkvalue.Parametricdiagrams
combinebothdesignandanalysis,forinstance,forcomplexcomputationsoralgorithms,theSysML
modelcanoutputparameterstomathematicalsoftware,suchasMatlab,andreturnvaluesbasedona
predefinedprogram.Thisallowsforintegrationwiththeengineeringanalysisanddesigntoolswithin
themodel.BecauseP.D.canbeusedinconjunctionwithdifferentsimulationtools(Mhenni,2014),
itmayallowcyberweaponsanalysttoperformtradeorscenarioanalyses(Douglass,2015),suchas
variouspairingsofcyberweaponswithvariouspropagationpathsanddamageeffectswithinavery
shortamountoftimeappropriatetothetempoofthecyberoperation.

Overall,varioustechniquesinSysMLhavebeenshowntoenhancevariousphasesofcyberweapons
effectivenessmethodology.Figure8summarizesthesignificantenhancementbroughtbyFMEA,
UCD,BBD,IBD,A.D.,andP.D.tothevariousphasesofthemethodology(shadedcell).

CHEMICAL WEAPONS FACILITy CASE STUDy

ThissectionisanadaptationofacasestudyfromPintoandZurasky(2020)withsupplementstoshow
howcyberweaponseffectivenessmethodologycanbeenhancedwithSysMLtechniquesdescribedin
earliersections.Thisexamplecentersaroundahypotheticalscenariopartlybasedonthevulnerability
oftheABBPowerGenerationInformationManager(PGIM),identifiedasCVE-2019-18250(CVE,
2019),anddescribedinKovacs(2019).

Cyber Offense

Phase One:Identificationanddefinitionofcyberdamageeffects

InearlyNovemberof2019,achemicalweaponsfacilityinanundisclosedlocationwasidentified
asatargetforacyberweaponwiththedesireddamageeffectofgradualinterruptionofitsoperation

Figure 7. Parametric diagram representing the cyber effectiveness equation
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lastingatleast24hours.Thecyberweaponofchoiceismalwarewithapayloadtoinjectincorrect
equipmentcontrolinformation,i.e.,MisI24fromTable1.

Phase Two:Cyberthreatassessment

Afterthethreatwasidentifiedandthedesireddamageeffectwasdetermined,intelligencewas
gatheredthroughvariouswaystomodelthechemicalweaponsfacilityusingSysML.ABDDwasused
toshowthedifferententitiescomposingthefacility(Figure9)withthemainblockscomposingthe
chemicalweaponfacility.Thishierarchicalviewofthefacilityhelpedtheweaponsanalystsvisualize
thetargetnetwork.Significantinformationissummarizedasfollows:

• ThefacilityusesABBPowerGenerationInformationManager(PGIM)800xAsystemsversion
5.x,adistributed,openclient/serverarchitecture forcollecting,archiving,andconsolidating
datafromvariousequipment.

• Exceladd-insareusedtoperformsbasicarithmeticfunctions(e.g.,water/steamchartcalculations)
usedbymachineoperators,technicians,andmaintenancecrew.

• Theadministrators’WindowscredentialsarethesameastheonesforPGIM.

Figure 8. Summary of enhancement brought by SysML to cyberweapons effectiveness methodology

Figure 9. BDD displaying the chemical weapon facility
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Phase Three:Cyberweaponcharacterization

After target assessment, cyber reconnaissance was conducted, and the following significant
informationwasgathered:

• Thereisonlyoneinformationnetworkfortheentirefacility.
• Theencryptionmethodusedintransmittinginformationisoutdated.
• Thenetworkisbehindaweakfirewall.
• AccessintothenetworkfromtheoutsideisthroughVPNbutisnotstrictlyenforced.
• ThefacilityalwaysemploystwoI.T.personnelusingoutdatedscanningmethods.

Basedonthisinformation,anFMEAwasdevelopedinSysMLtoassessthefailuremodeslinkedto
thechemicalweaponfacility.FourcomponentswereconsideredfortheFMEAincluding,ABBPGIM,
VPN,firewall,andencryptionmethod,asshowninFigure10.Botheffectsandcausesoffailureswere
assessedbasedonthecasestudy.SysMLallowedtheuseofintegratedreliabilitytoolstofacilitate
theperformanceofFMEAanalysisanditsintegrationthroughouttheentirereconnaissanceperiod.

Azero-dayvulnerability(ZDV)forallversionsofABBPowerGenerationInformationManager
(PGIM)wasidentified,whichmakesanetworkusingPGIMvulnerabletoauthenticationbypass,which
mayallowanattackertoremotelybypassauthenticationandextractcredentialsfromtheaffected
device.BeingaZDV,thisvulnerabilityisnotknowntothepublicandhasnoknownpatch.Because
threatassessmentshowedthatthefacility’sPGIMcredentialsarethesameastheWindowsdomain
administratorcredentials,itwasdeterminedthatthepathforlateralmovementinthenetworkwould
betosnoopthesecredentials.

AteamofcodersthendevelopedandtestedanexploitcodeonABB800xAsystemsversion5.x
whichbypassesauthenticationanddefaultsecurityarchitecturetorevealusernamesandpasswords
inthesystem.Withthetargetassessmentfromthepreviousphaseandacyberweaponinmind(i.e.,
theexploitcode)theseverity(S),occurrence(O),anddetection(D)scoreswerethenestimatedand
implementedbasedonthechemicalweaponfacilitysystem,asshowninFigure10.Theriskpriority
number(RPN),whichisgivenbythemultiplicationoftheS,O,andDscores,isthenautomatically
calculatedtoprovidetheweaponsanalystwiththecomponentwiththehighestpriorityfailureand
provideinformationoncriticalfailuremodesthatmaymatchthedesireddamage.Defensivemeasures
whichmaybeencounteredupondeploymentofthecyberweaponarethenidentified(Dhillon,1999).

Phase Four:Cybereffectivenessestimategeneration

For simple illustrative purposes, the probabilities may be expertly judged to be low (0.01),
moderate(0.05),andhigh(0.1)basedontheprecedingphases.ThesevaluesaresummarizedinTable3.

ThefunctionofPk=f(*)usedisamodifiedversionproposedbyZurasky(2017)wherethe8-th
rootisobtainedtomakeverysmallnumbersmoreuser-friendly.

Pck= PLatent x PAccess x PConfig x PMap x PTempo x PPatch x PIT x PExploit( )8 

Figure 10. FMEA Table
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Hence,fromTable3,theresultingPck= � .5 10 0 0998 x − =
Atthispoint,thecyberweaponsanalystmayiteratethroughthephasesofthecyberweapons

effectivenessmethodologyuntilthedesiredPckisattained.

Cyber Defense
Thissectionbrieflydescribeshowtheproposedenhancedcyberweaponseffectivenessmethodology
maybeappliedfordefensivepurposesthroughtheextensionoftheearlierchemicalweaponsfacility
scenario–nowasanassettobedefendedratherthanasatargettobeattacked.

BylateNovember2019,thevulnerabilityofPGIMwasrevealedpubliclybyKovacs(2019).
Asaresponse,thechemicalweaponsfacility,thenetwork’sI.T.personnelusedSysMLtoolsand
techniquestodeveloptheirownFMEA,BBD,IBD,A.D.,andP.D.toestimatetheirassessedPck,
assumingthatthefacilityneedstobedefendedagainstexploitsoftheZDVmeanttodisruptthe
operationofthefacility.ThisPckestimatedbythe‘defender’mostprobablywillnotbethesameas
thatofthePckestimatedbythe‘attacker’becauseofthedifferencesintheinformationtheyhave.At
theminimum,the‘defenders’maydecidetoimmediatelyapplygenerallyknownmitigationstrategies.
Thesestrategiesaresummarizedinthefollowing:

• Segmentingthechemicalproductionnetworkintoseveralnetworksinsteadofasinglenetwork
fortheentirefacilityandlayeredsecurityarchitecturewasimplementedtoslowdownlateral
movementintothesenetworks.

• ImplementingstricteraccesstoPGIMusingstrongerfirewallandmoresecureVPNtoprevent
unauthorizedaccessfromoutsideofthenetwork.

• WindowsdomainusercredentialswereremovedfromPGIM.
• I.T.personnelwasincreased,andmoreadvancedintrusionscanninganddetectiontechnologies

wereimplemented,andvariousprofilesofpossibleexploitcodesmadepublic(e.g.,GITHUB,
2019)wereanalyzedbyI.T.personnelforfasteridentificationifanintrusionoccurs.

Usinghypotheticalnumbersforcomparison,wesummarizedtheresultingeffectivenessestimate
inTable4.

TheresultingPck= 5 10 0 03
138 x � � . aftermitigationstrategiescanbecomparedwiththat

priortoapplicationofstrategies,anditisexpectedthatthedefensestrategiesmayresultintodecrease
incybereffectivenessestimate.Moreinterestingly,theattackersmayalsoupdatetheirownPck,now
knowingthatthetargetnetworkhasimplementedthemitigationstrategies.Inthesamewaythatthe
attackercansimulatevariousweapons,thedefendercansimulatevariouscybersecurityriskmitigation
strategieswiththeaidofaparametricdiagram(P.D.)untilanacceptablePckisreached.

Table 3. Cyber effectiveness estimates for chemical weapons facility example

PLatent High;Informationisverycurrent 0.1

PAccess, High;VPNnotstrictlyenforced 0.1

PConfig, High;welldocumented,basedonmanufacturersetting;singlenetwork 0.1

PMap, High;welldocumented;weakfirewall 0.1

PTempo High 0.1

PPatch High;nopatchexists 0.1

PIT Moderate;onlytwopersonnelareemployedusingoutdatesscanningmethods 0.05

PExploit High;exploitcodeistestedandverified 0.1

l 

l 
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CONCLUSION

Theaimofthispaperwastoenhancethecyberweapons’effectivenessmethodologydevelopedby
PintoandZurasky(2020)throughtheutilizationofdifferentSysMLdiagramsforbetterconsistency
andimprovementforthecyberweaponevaluationaccuracy.Theproposedcyberweaponeffectiveness
methodology has brought a parallel but distinct process from that of kinetic weapons bringing
cyberweaponsanalystsclosertofullyintegratingcyberweaponsintoanymissionstoattackatarget
ortodefendanasset.Consistentwiththisparallelapproach,theselectionofSysMLwasshownto
enhancevariousphasesoftheproposedcyberweaponseffectivenessmethodology.Mostenhancements
werebroughtontotheTargetAssessmentphase,whileFMEAwasthesingletechniquethatenhanced
thegreatestnumberofphases.Nonetheless,thereisstillalargeareainsystemsmodelingthatneeds
tobeexploredtofullyimplementtheproposedcyberweaponseffectivenessmethodology.

Futureresearchshouldfocusonadvancingandexpandingthecapabilitiesdescribedinthispaper.
Warfare is a multi-domain, highly strategic operation that must carefully coordinate the various
attackanddefensevectors.Supportingadvancementandexpansionofthisframework,weproposed
aresearchagendathatincludesthefollowingsuggestedtopics:

• Advancing SysML/SecML:Additionalcyber-specificcomponentsintheSysML/SecMLtoolbox,
suchasvulnerabilitytablesthatcanbemappedtosystemcomponentsandprotocolidentification
anddocumentationtables.

• Effectiveness lexicon:Developmentof a common lexicon for effectiveness assessments that
supportthemulti-domain(cyber,directedenergy,kinetic)integrationofexistingassessmenttools.

• Effectiveness comparisons: Compare effectiveness predictions for a cyber tool (which may
addressDenialofService,Misinformation,DataModification,DataRepudiation,Spoofing,or
NetworkEnumerationwiththeirrespectiveeffectsanddurations)withkineticeffects(which
occurinstantlywitheffectsofvariouslengths)orwithdirectedenergyeffects(basedupona
time-to-effectwithsimilaritiestokineticdamagemechanisms).

• Multi-Domain Effectiveness:Howcanthecyberweaponseffectivenessassessmentbeintegrated
withexistingkineticordirectedenergyweaponseffectivenessassessmentstodevelopamulti-
domaineffectivenessmodelforuseinmissionplanning?

• Pk Optimization: Given a common lexicon and integration of multi-domain tools, can the
effectivenessofthevariousweaponfamiliesbecomparedtosupporttheselectionofatargeted
attackortailoredmulti-modalattackbasedonthehighestprobabilityofkill,Pk.

• Defensive Vulnerability Assessment:Usingthecyberweaponeffectivenessassessmenttoassess
threatcyberweaponson friendly targets/assets toenhancedefensiveposturesand reduce the
enemy’sprobabilityofcyberkill,Pck.

Table 4. Cyber effectiveness estimates for chemical weapons facility example (defense)

PLatent High;Informationisverycurrent 0.1

PAccess,
Low;VPNnowstrictlyenforced;Windowsadministrators’credentialsremovedfromPGIM;
moresecurefirewall 0.01

PConfig, Low;hardwareandsoftwaresettingsnotdefaultandunknowntooutside 0.01

PMap, Moderate;networkissegmented,andsecurityislayered 0.05

PTempo High 0.1

PPatch High;nopatchexists 0.1

PIT Low;increasedI.T.personnelandmonitoring 0.01

PExploit Low;exploitcodeknownandcanbeeasilydetected 0.01
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Thispaperpresentedanadaptedframeworkforintegratingcyberweaponseffectivenessassessment
intothesystemsengineeringprocessandsystemsmodelingtoimprovesystemdesignwithrespect
to cyber vulnerabilities. The early development of these effectiveness estimates and identified
vulnerabilitieswillprovidethesupportinganalysestodesignasystemwithreducedthelikelihood
ofintrusionfromthedefensiveperspectiveorimprovedprobabilityofkillforoffensiveweapons.
TheintegrationofthisassessmentwithSysMLallowsforintegrationwithotherdomainstodevelop
aSystemofSystems(SoS)levelmodelingapproachtosupportmissionplanning.
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