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ABSTRACT

AN ANALYTICAL FRAMEWORK AND MODEL FORMULATION FOR
MEASURING RISK IN ENGINEERING ENTERPRISE SYSTEMS:
A CAPABILITY PORTFOLIO PERSPECTIVE

Paul Raphael Garvey
Old Dominion University, 2009
Director: Dr. C. Ariel Pinto

This work formulates an analytical framework and computational model for assessing risk in
engineering enterprise systems. It addresses the engineering management problem of how to
represent, model, and measure risk in large-scale, complex systems engineered to function in
enterprise-wide environments.

The research in this dissertation extends current practice in the management of risk for
traditional systems and creates new constructs and protocols for the management of risk in
engineering large-scale, complex, and highly networked enterprise systems. This work advances
engineering management theory and analytic practice as applied to the measurement and
management of risk for enterprise systems engineered within capability portfolio paradigms.
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CHAPTER 1

INTRODUCTION

ENGINEERING SYSTEMS RISK MANAGEMENT

Risk is a driving consideration in decisions that determine how engineering systems are
developed, produced, and sustained. Critical to these decisions is an understanding of risk and
how it affects the engineering of systems. What do we mean by risk?

In its common usage, risk means the possibility of loss or injury. Risk is an event that, if it occurs,
has unwanted consequences. In the context of engineering management, risk can be described as
answering the question “What can go wrong with my system or any of its parts?” [Kaplan,
Garrick, 1981, p. 11]. In the past three-hundred years, a theory of risk has grown from
connections between the theories of probability and economics.

In probability theory, risk is defined as the probability an unwanted event occurs [Hansson,
2007]. In economics, risk is characterized by the way a person evaluates the monetary worth of
participation in a lottery or a gamble — any game whose monetary outcome is determined by
chance. We say a person is risk averse if he is willing to accept with certainty an amount of
money less than the expected amount he might receive from a lottery.

There is a common, but subtle, inclusion of loss or gain in these definitions of risk. Probability
theory studies risk by evaluating the chances unwanted events occur. What makes an event
unwanted? In economics, this question is answered in terms of a person’s monetary perspective
or value structure. In general, “unwanted” is an adjective that needs human interpretation and
value judgments specific to a situation.

Thus, the inclusion of probability and loss (or gain) in the definition of risk is important. Defining
risk by these two fundamental dimensions enables tradeoffs between them with respect to
decision-making and course-of-action planning. This is essential in the systems engineering
community, which traditionally considers risk in terms of its probability and consequence (e.g.,
cost, safety, or performance impacts). Understanding these dimensions and their interactions
often sets priorities for whether, how, and when risks are managed in the engineering of systems.

What does it mean to manage risk? From a systems engineering perspective, risk management is
a formal process used to continuously identify, analyze, and adjudicate events that, if they occur,
have unwanted impacts on a system’s ability to achieve its outcome objectives [Garvey, 2008].
Applied early, risk management can expose potentially crippling areas of risk in the engineering
of systems. This provides management time to define and implement corrective strategies.
Moreover, risk management can bring realism to technical and managerial decisions that define a
system’s overall engineering strategy.

This dissertation is formatted in the style of the Publication Manual of the American Psychological Association, 5th
edition.
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Successfully engineering today’s systems requires deliberate and continuous attention to the
management of risk. Managing risk is an activity designed to improve the chance these systems
will be completed within cost, on time, and meet safety and performance objectives.

Engineering today’s systems is more sophisticated and complex than ever before. Increasingly,
systems are engineered by bringing together many separate systems which, as a whole, provide an
overall capability otherwise not possible. Many systems no longer physically exist within clearly
defined boundaries and specifications, a characteristic of traditional systems.

Today, systems are increasingly characterized their ubiquity and lack of specifications. Such
systems are present everywhere and in many places simultaneously. They operate as an enterprise
of interactions between technologies and users in a dynamic that behaves in often unpredictable
ways.

Enterprise systems involve and evolve webs of users, technologies, systems, and systems-of-
systems through environments that offer cross-boundary access to a wide variety of resources,
systems, and information repositories. Examples of enterprise systems include the National
Airspace System, a university’s information infrastructure, or the Internet.

Enterprise systems create value by delivering capabilities over time that meet user needs for
increased flexibility, robustness, and scalability rather than by specifying, a-priori, firm and fixed
requirements. Thus, enterprise system architectures must always be open to allow the insertion of
innovation, at strategic junctures, which advance the efficacy of the enterprise and its delivery of
capabilities and services to users.

Engineering enterprise systems involves much more than discovering and employing innovative
technologies. Engineering designs must be adaptable to change and the evolving demands of user
enclaves. In addition, designs must be balanced with respect to expected performance while
continuously risk managed throughout an enterprise system’s evolution.

Engineers and managers must develop a holistic understanding of the social, political, and
economic environments within which an enterprise system operates. Failure to fully consider
these dimensions, as they influence engineering and management decisions, can be disastrous.
Consider the case of Boston’s Central Artery/Tunnel Project, informally known as the “Big Dig”.

Boston’s Central Artery/Tunnel (CA/T)

Boston’s Central Artery/Tunnel (CA/T) project began in 1991 and was completed in 2007. Its
mission was to rebuild the city’s main transportation infrastructure such that more than 10 hours
of traffic congestion each day would be markedly reduced.

At its peak, the Big Dig involved 5,000 construction personnel, more than 100 separate
engineering contracts, and saw an expenditure rate reach 3 million dollars a day. When
completed, the CA/T project built 161 lane miles of highway in a 7.5 mile corridor (half in
tunnels) and included 200 bridges and 4 major highway interchanges [Massachusetts Turnpike
Authority, Big Dig, retrieved from http://www.massturnpike.com/bigdig/background/facts.html].

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



The Big Dig was an engineering and management undertaking on an enterprise scale — a public
works project that rivaled in complexity with the Hoover dam’. From the lens of history, design
and engineering risks, though significant, were dwarfed by the project’s social, political,
environmental, and management challenges. Failure to successfully address aspects of these
dimensions not only led to a 12 billion dollar increase in completion year costs but also to serious
operational safety failures — one which caused loss of life. '

Case studies will be written about the CA/T project for many years. The successes and failures of
Boston’s Big Dig offer a rich source for understanding risks associated with engineering large-
scale, complex, enterprise systems. The following summarizes key lessons from the Big Dig and
relates them to similar challenges being seen on other enterprise engineering projects.

Research into the management of risk for large-scale infrastructure projects is limited, but some
findings are emerging from the community. A study by Reilly and Brown [2004] identifies three
significant areas of risk that persistently threaten infrastructure projects that are enterprise in
scale, such as the Big Dig. These areas are as follows.

Risk Area: System Safety

This area refers to the risk of injury or catastrophic failure with the potential for loss of life,
personal injury, extensive material and economic damage, and loss of credibility for those
involved [Reilly, Brown, 2004].

Experience from the Big Dig

On 10 July 2006, twelve tons of cement ceiling panels fell onto a motor vehicle traveling through
one of the new tunnels. The collapse resulted in the loss of life. The accident occurred in the D-
Street portal of the Interstate 90 connector tunnel in Boston to Logan Airport. One year later, the
National Transportation Safety Board (NTSB) determined “the probable cause of the collapse
was the use of an epoxy anchor adhesive with poor creep resistance, that is, an epoxy formulation
that was not capable of sustaining long-term loads” [NTSB, 10 July 2007, p. 107]. The safety
board summarized its findings as follows:

“Over time, the epoxy deformed and fractured until several ceiling support anchors pulled free
and allowed a portion of the ceiling to collapse. Use of an inappropriate epoxy formulation
resulted from the failure of Gannett Fleming, Inc., and Bechtel/Parsons Brinckerhoff to identify
potential creep in the anchor adhesive as a critical long-term failure mode and to account for
possible anchor creep in the design, specifications, and approval process for the epoxy anchors
used in the tunnel.

The use of an inappropriate epoxy formulation also resulted from a general lack of
understanding and knowledge in the construction community about creep in adhesive anchoring
systems. Powers Fasteners, Inc. failed to provide the Central Artery/Tunnel project with
sufficiently complete, accurate, and detailed information about the suitability of the company’s
Fast Set epoxy for sustaining long-term tensile loads. Contributing to the accident was the
failure of Powers Fasteners, Inc., to determine that the anchor displacement that was found in

* See: Stern, S. (2003), The Christian Science Monitor, www.csmonitor.com,
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the high occupancy vehicle tunnel in 1999 was a result of anchor creep due to the use of the
company’s Power-Fast Fast Set epoxy, which was known by the company to have poor long-
term load characteristics. Also contributing to the accident was the failure of Modern
Continental Construction Company and Bechtel/Parsons Brinckerhoff, subsequent to the 1999
anchor displacement, to continue to monitor anchor performance in light of the uncertainty as
to the cause of the failures. The Massachusetts Turnpike Authority also contributed to the
accident by failing to implement a timely tunnel inspection program that would likely have
revealed the ongoing anchor creep in time to correct the deficiencies before an accident
occurred” [NTSB/HAR-07/02, 2007, p. 107].

Risk Area: Design, Maintainability, Quality
This area refers to the risk of not meeting design, operational, maintainability, and quality
standards [Reilly, Brown, 2004].

Experience from the Big Dig

In many ways a system’s safety is a reflection on the integrity of its design, maintainability, and
quality. In light of the catastrophic failure just described, of note is an article from City Journal in
their story Lessons of Boston’s Big Dig by [Gelinas, 2007]. Relevant to this risk area the author
writes the following:

“As early as 1991, the state’s inspector general warned of the ‘increasingly apparent
vulnerabilities... of (Massachusetts’s) long-term dependence on a consultant’ whose contract
had an ‘open-ended structure’ and ‘inadequate monitoring’. The main deficiency, as later 1G
reports detailed, was that Bechtel and Parsons — as ‘preliminary designer,” ‘design coordinator,’
‘construction coordinator,” and ‘contract administrator’ — were often in charge of checking their
own work. If the team noticed in managing construction that a contract was over budget
because of problems rooted in preliminary design, it didn’t have much incentive to speak up”
[Gelinas, 2007, retrieved from http://www.city-journal.org/html/17_4 big_dig.html].

Risk Area: Cost-Schedule Realism
This area refers to the risks of significant increase in project and support costs; risks of a
significant delay to project completion and start of revenue operations [Reilly, Brown, 2004].

Experience from the Big Dig

The completion cost of the Big Dig was 14.8 billion dollars. Its original estimate was 2.6 billion
dollars. The project’s completion cost was 470 percent larger than its original estimate. If the
impacts of unwanted events are measured by cost, then risks realized on the Big Dig were severe.

Numerous investigations have been made into the reasons why Big Dig costs increased to this
magnitude. A key finding was lack of cost-schedule realism in the project’s initial stages. This
was driven by many factors. Among these were incompleteness in cost scope, ignoring the
impacts of inflation, overreliance on long-term federal political support (at the expense of
building local political and community advocacy), and failure to incorporate risk into cost-
schedule estimates.
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Sadly, news reporting cited concerns over cost overruns as a factor that contributed to the
collapse of cement ceiling tiles in the new tunnel. Consider the following excerpt from City
Journal’s story Lessons of Boston’s Big Dig [Gelinas, 2007].

“This problem of murky responsibility came up repeatedly during the Big Dig, but most
tragically with the ceiling collapse. Designers engineered a lightweight ceiling for the tunnel in
which Milena del Valle died. But Massachusetts, annoyed by cost overruns and cleanliness
problems on a similar ceiling, and at the suggestion of federal highway officials, decided to fit
the new tunnel with a cheaper ceiling, which turned out to be heavier.

Realizing that hanging concrete where no built-in anchors existed to hold it would be a difficult
job, the ceiling’s designer, a company called Gannett Fleming, called for contractors to install
the ceiling with an unusually large built-in margin for extra weight. Shortly after contractors
installed the ceiling using anchors held by a high strength epoxy (as Gannett specified) workers
noticed it was coming loose.

Consultants and contractors decided to take it apart and reinstall it. Two years later, after a
contractor told Bechtel that ‘several anchors appear to be pulling away from the concrete,’
Bechtel directed it to ‘set new anchors and retest.” After the resetting and retesting, the tunnel
opened to traffic, with fatal consequences” [Gelinas, 2007, retrieved from http://www.city-
journal.org/html/17_4 big_dig.html].

The paper “Management and Control of Cost and Risk for Tunneling and Infrastructure Projects”
[Reilly, Brown, 2004] offers reasons from Fred Salvucci (former Massachusetts Secretary of
Transportation) for the project’s schedule slip and cost growth. Quoting from that work:

“The reasons had much to do with Governmental policies, local and national politics, new
requirements not planned for in the beginning and, political and management transitions that
disrupted continuity. Technical complexity was a factor — but it was not the major cause of the
schedule slip and cost growth” [Reilly, Brown, 2004, p. 1].

Summary

The engineering community should study and learn from the successes and failures of Boston’s
Central Artery/Tunnel project. The technical and engineering successes of the Big Dig are truly
noteworthy, but sadly so are its failures. Project failures often trace back to judgments unduly
influenced by cost, schedule, and socio-political pressures. Adherence to best practices in the
management of engineering projects is often minimized by these pressures.

Clearly, the emergence of enterprise systems makes today’s engineering practices even more
challenging than before. Projects at this scale, as experienced on the Big Dig, necessitate the
tightest coupling of engineering, management and socio-political involvement in unprecedented
ways, so success becomes the norm and failure the exception. Risks can never be eliminated.
However, their realization and consequences can be minimized by the continuous participation of
independent boards, stakeholder communities, and well-defined lines of management authority.
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COMMON PRACTICES
Engineering risk management is a program management process. At its core, engineering risk
management is program management.

The objectives of engineering risk management are the early and continuous identification,
management, and resolution of risks such that engineering a system is accomplished within cost,
delivered on time, and meets user needs [Garvey, 2008]. Why is engineering risk management
important? There are many reasons. The following are five key considerations.

Early and Continuous Risk Identification

An engineering risk management program fosters the early and continuous identification of risks
so options can be considered and actions implemented before risks seriously threaten a system’s
outcome objectives.

Risk-Based Program Management

Engineering risk management enables risk-informed decision-making and course-of-action
planning throughout a program’s development life cycle and particularly when options,
alternatives, or opportunities need to be evaluated.

Estimating and Justifying Risk Reserve Funds

An engineering risk management program enables identified risk events to be mapped into a
project’s work breakdown structure. From this, the cost of their ripple effects can be estimated.
Thus, an analytical justification can be established between a project’s risk events and the amount
of risk reserve (or contingency) funds that may be needed.

Resource Allocation

The analyses produced from an engineering risk management program will identify where
management should consider allocating limited (or competing) resources to the most critical risks
on an engineering system project.

Situation Awareness and Risk Trends

Engineering risk management can be designed to provide management with situational awareness
in terms of a project’s risk status [Garvey, 2008]. This includes tracking the effectiveness of
courses-of-action and trends in the rate that risks are closed with those newly identified and those
that remain unresolved.

What are risks? Risks are events that, if they occur, cause unwanted change in the cost, schedule,
or technical performance of an engineering system. The occurrence of risk is an event that has
negative consequences on an engineering system project. Risk is a probabilistic event; that is, risk
is an event that may occur with probability p or may not occur with probability (1 — p) [Garvey,
2008].

Why are there risks? Pressures to meet cost, schedule, and technical performance are the practical
realities in engineering today’s systems [Haimes, 2004]. Risk is present when expectations in
these dimensions push what is technically or economically feasible. Managing risk is managing
the inherent contention that exists within and across all these dimensions, as shown in Figure 1.
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Figure 1. Pressures on a Program Manager’s Decision Space [Garvey, 2008]

What is the goal of engineering risk management? As mentioned earlier, the goal is to identify
cost, schedule, and technical performance risks early and continuously, such that control in any of
these dimensions is not lost or the consequences on them are well-understood.

Risk management strives to enable risk-informed decision-making throughout an engineering
system’s life cycle. Engineering risk management process and practice varies greatly from very
formal to very informal. The degree of formality is governed by management style, commitment,
and a project team’s attitude towards risk identification, analysis, and management. Next, we
present two basic definitions.

Definition 1.1: Risk is an event that, if it occurs, adversely affects the ability of an engineering
system project to achieve its outcome objectives [Garvey, 2008; Haimes, 2004].

From this, a risk event has two aspects. The first is its occurrence probability. The second is its
impact (or consequence) to an engineering system project. A general expression for this is given
by Equation 1.1 [Garvey, 2008; Bahnmaier, 2003; Haimes, 2004].

Risk = F(Probability, Consequence) (1.1)
Definition 1.2: An event is uncertain if there is indefiniteness about its outcome [Garvey, 2008].

There is a distinction between the definition of risk and the definition of uncertainty. Risk is the
chance of loss or injury. In a situation that includes favorable and unfavorable events, risk is the
probability an unfavorable event occurs. Uncertainty is the indefiniteness about the outcome of a
situation. Uncertainty is sometimes classified as aleatory or epistemic.

Aleatory derives from the Latin aleatorius (gambler). Aleatoric uncertainty refers to inherent
randomness associated with some events in the physical world [Ayyub, 2001]. For example, the
height of waves is aleatoric. Epistemic is an adjective that means of or pertaining to knowledge.
Epistemic uncertainty refers to uncertainty about an event due to incomplete knowledge [Ayyub,
2001]. For example, the cost of engineering a future system is an epistemic uncertainty.
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We analyze uncertainty for the purpose of measuring risk. In an engineering system, the analysis
might involve measuring the risk of failing to achieve performance objectives, over-running the
budgeted cost, or delivering the system too late to meet user needs [Garvey, 2008; Bahnmaier,
2003; Haimes, 2004].

Why is the probability formalism used in risk management? Since risk is a potential event,
probability is used to express the chance the event will occur. However, the nature of these events
is such that objectively derived measures of occurrence probabilities are typically not possible.
Risk management necessarily relies (in part) on probabilities that stem from expert judgment.
These are known as measures of belief or subjective probabilities. Are such measures valid?

In 1933, Russian mathematician Kolmogorov established a definition of probability in terms of
three axioms'. They define probability as a measure — one that is independent of objective and
subjective interpretations of probability. Known as the axiomatic definition, it is the view of
probability adopted in this dissertation.

Under this definition, it is assumed for each random event 4, in a sample space (2 there is a real
number P(4) that denotes the probability of 4. In accordance with Kolmogorov’s axioms,
probability is simply a numerical measure that satisfies the following:

Axiom 1 0< P(A)<1 for any event Ain Q
Axiom 2 P(Q)=1
Axiom 3 For any sequence of mutually exclusive events A;, A,,...

defined on Q it follows that P(_ui A;)= z P(A;)
= i=1

For any finite sequence of mutually exclusive events

n n
At Ay, Ay defined on Q it follows that P(V A;) = D P(A;)
B i=1

The first axiom states the probability of any event is a non-negative number in the interval zero to
one. The second axiom states a sure event is certain to occur. In probability theory, the sample
space (2 is referred to as the sure event; therefore, we have P({2) equal to one. The third axiom
states for any infinite or finite sequence of mutually exclusive events, the probability of at least
one of these events occurring is the sum of the probabilities associated with each event 4; .

From this, it is possible for probability to reflect a measure of belief in an event’s occurrence. For
instance, an engineer might assign a probability of 0.70 to the event “the radar software for the
Advanced Air Traffic Control System (AATCS) will not exceed 100K source instructions.”
Clearly, this event is non-repeatable. The AATCS cannot be built » times (and under identical
conditions) to objectively determine if this probability is indeed 0.70. When an event such as this
appears, its probability may be subjectively assigned.

* A. N. Kolmogorov, Grundbegriffe der Wahrscheinlichkeitsrechnung, Ergeb. Mat. und ihrer Grenzg., vol. 2, no. 3,
1933. Translated into English by N. Morrison, Foundations of the Theory of Probability, New York (Chelsea), 1956.
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Subjective probabilities should be based on available evidence and previous experience with
similar events. They must be plausible and consistent with Kolmogorov’s axioms and the
theorems of probability.

What about consequence? What does consequence mean and how can it be measured? As
mentioned earlier, a risk event’s consequence is typically expressed in terms of its impact on an
engineering system’s cost, schedule, and technical performance. However, there are often other
important dimensions to consider. These include programmatic, political, and economic impacts.

There are many ways consequence can be measured. Common measurement methods include
techniques from value or utility function theory, which are presented later in this dissertation.
These formalisms enable risk events that impact a project in different types of units (e.g., dollars,
months, processing speed) to be compared along normalized, dimensionless, scales. This is
especially necessary when risk events are rank-ordered or prioritized on the basis of their
occurrence probabilities and consequences.

Assessing a risk event’s occurrence probability and its consequence are only parts of an overall
process of managing risk on an engineering system project. In general, risk management can be
characterized by the process illustrated in Figure 2. The following describes each step.

Probabilities and
Risk events and their consequences of risk

relationships are defined
P Assess events are assessed

Probability & Consequences may include cost,

. Consequence X schedule, technical performance

identify 1. Risk 2. Risk impacts, as well as capability or
LESN  [dentification impact functionality impacts

Assessment

Reassess existing risk
events and identify new Watch-listed Assess Risk
risk events Risk Risks Criticality

Tracking

. - R s Decision-analytic rules applied to
4. Risk Ml?lgatlon _3‘__R]Sk_ rank-order identified risk events
Planning, Risk Mitigation Prioritization from “most-to-least” critical

Implementation, Analysis
and Progress
Monitoring

Risk events assessed as medium or high criticality might go into risk
mitigation planning and implementation; low critical risks might be
tracked/monitored on a watch-list

Figure 2. Steps Common to a Risk Management Process

Risk Identification

Risk identification is the critical first step of the risk management process. Its objective is the
early and continuous identification of risks, to include those within and external to the
engineering system project. As mentioned earlier, these risks are events that, if they occur, have
negative impacts on the project’s ability to achieve its outcome goals.

Risk Impact (Consequence) Assessment

Here, an assessment is made of the impact each risk event could have on the engineering system
project. Typically, this includes how the event could impact cost, schedule, or technical
performance objectives. Impacts are not limited to these criteria. Additional criteria such as
political or economic consequences may require consideration — a topic discussed later in this
dissertation.
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An assessment is also made of the probability each risk event will occur. As mentioned
previously, this often involves subjective probability assessments particularly if circumstances
preclude a direct evaluation of probability by objective methods.

Risk Prioritization Analysis

At this step the overall set of identified risk events, their impact assessments, and their occurrence
probabilities are processed to derive a ranking of the most- to least-critical risks. Decision
analytic techniques such as utility theory, value function theory, or ordinal methods are
formalisms often used to derive this ranking.

A major purpose for prioritizing (or ranking) risks is to form a basis for allocating critical
resources. These resources include the assignment of additional personnel or funding (if
necessary) to focus on resolving risks deemed most critical to the engineering system project.

Risk Mitigation Planning and Progress Monitoring

This step involves the development of mitigation plans designed to manage, eliminate or reduce
risk to an acceptable level. Once a plan is implemented, it is continually monitored to assess its
efficacy with the intent to revise its courses-of-action if needed.

Summary

This section presented an introduction to systems engineering risk management as a fundamental
engineering and program management practice. Core concepts were discussed to provide context
and to set the stage for their extension to systems engineered to operate in an enterprise space.

Systems engineering practices often necessitate the use of historical experience and expert
subjective judgments. These aspects should be properly addressed when designing and applying
formal methods to engineering systems problems.

In recognition of this, the analytical methods developed herein derive from formalisms designed
for situations where quantitative data is the exception rather than the rule. Specifically, value and
utility function theory will be used to represent and measure risk and its effects on engineering
systems. These formalisms originate from the von Neumann and Morgenstern axioms of expected
utility theory [von Neumann, Morgenstern, 1944] and from modern works on preference theory
[Keeney, Raiffa, 1976].

Thoughts on these formalisms are given by R. L. Keeney in his book Value-Focused Thinking: A
Path to Creative Decision Making. In this work, Keeney writes the following [Keeney, 1992]:

“The final issue concerns the charge that value (utility) models are not scientific or objective.
With that, I certainly agree in the narrow sense. Indeed values are subjective, but they are
undeniably a part of decision situations. Not modeling them does not make them go away. It is
simply a question of whether these values are included implicitly and perhaps unknowingly in a
decision process or whether there is an attempt to make them explicit and consistent and
logical. In a broader sense, the systematic development of a model of values is definitely
scientific and objective. It lays out the assumptions on which the model is based, the logic
supporting these assumptions, and the basis for data (that is, specific value judgments). This
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makes it possible to appraise the implications of different value judgments. All of this is very
much in the spirit of scientific analysis. It certainly seems more reasonable — even more
scientific — to approach important decisions with the relevant values explicit and clarified rather
than implicit and vague™ [Keeney, 1992, p. 154].

This view reflects the author’s philosophy and the analytic school of thought in this dissertation.
It is in this spirit that the formalisms herein were developed to address the very real and complex
management problems in engineering today’s advanced enterprise systems.

NEW CHALLENGES

As mentioned earlier, today’s systems are increasingly characterized by their ubiquity and lack of
specification. Systems like the internet are unbounded, present everywhere, and in places
simultaneously. They are an enterprise of systems and systems-of-systems. Through the use of
advanced network and communications technologies, these systems continuously operate to meet
the demands of globally distributed and uncountable many users and communities.

Engineering enterprise systems is an emerging discipline that encompasses and extends
traditional systems engineering to create and evolve webs of systems and systems of systems.
They operate in a network-centric way, to deliver capabilities via services, data, and applications
through richly interconnected networks of information and communications technologies.

More and more defense systems, transportation systems, and financial systems connect across
boundaries and seamlessly interface with users, information repositories, applications, and
services. These systems are an enterprise of people, processes, technologies, and organizations.

Thinking about how to design, engineer, and manage enterprise systems is at the cutting edge of
modern systems thinking and engineering. Lack of clearly defined boundaries and diminished
hierarchical control are significant technical and managerial challenges. Along with this, the
engineering management community needs to establish methods for identifying, analyzing, and
managing risks in systems engineered to operate in enterprise contexts.

What makes managing risks in engineering enterprise systems more challenging than managing
risks in engineering traditional systems? How does the delivery of capability to users affect how
risks are identified and managed in engineering enterprise systems?

With regard to the first question, the difference is principally a matter of scope. From a high-level
perspective, the basic risk management process (shown in Figure 2) is the same. The challenge
comes from implementing and managing this process across a large-scale, complex, enterprise —
where contributing systems may be in different stages of maturity and where managers, users, and
stakeholders may have different capability needs and priorities.

With regard to the second question, an enterprise system is often planned and engineered to
deliver capabilities through a series of time-phased increments or evolutionary builds. Thus, risks
can originate from many different sources and threaten enterprise capabilities at different points
in time. Furthermore, these risks must align to the capabilities they potentially affect and the
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scope of their consequences must be understood. In addition, the extent to which enterprise risks
may have unwanted collateral effects on other dependent capabilities must be carefully examined.

A final distinguishing challenge in engineering enterprise systems is not only their technologies
but also the way users interface with them and each other. Today, the engineering and social
science communities are joining in ways not previously seen when planning and evolving the
design, development, and operation of enterprise systems [Allen, Nightingale, Murman, 2004].

The goal of this research is the design of formal methods that provide a holistic understanding of
risks in engineering enterprise systems, their potential consequences, dependehcies, and rippling
effects across the enterprise space. Ultimately, risk management in this context aims to establish
and maintain a complete view of risks across the enterprise, so capabilities and performance
objectives are achieved via risk-informed resource and investment decisions.

LITERATURE REVIEW

This dissertation presents an analytical framework and computational model for assessing risk in
engineering large-scale, highly networked, enterprise systems. Engineering management methods
in general, and risk management practices in particular, are in their infancy with respect to
engineering enterprise systems.

The literature in this field has only begun to address the complexities and multidisciplinary nature
of this problem space (refer to Appendix C). However, foundational perspectives on ways to view
this space exist in the literature and in the scientific community. Many of these perspectives
originate from general systems theory [von Bertalanffy, 1968], a topic discussed throughout this
section.

Figure 3 shows the major academic disciplines applied in this research and presents them as
dimensions that form a literature map. Three axes are shown. They are engineering systems, risk
and decision theory, and engineering risk management. General systems theory provides a
foundation for how aspects of these disciplines are applied to the research in this dissertation.

Engineering
Systems

Systems,

Systems of Systems,
Axiomatic Decision Theory, Enterprise Systems
Utility Function Theory, - o
Preference Theory

? = Engineering Risk
e, | Management
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Risk and Decision

Theory Engineering Systems Risk
Analysis & Management

General Systems Theory

Figure 3. Dissertation Research: Literature Map Dimensions
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General Systems Theory and Engineering Systems Literature
“Systems Everywhere”’
Karl Ludwig von Bertalanffy (1901 — 1972)

General systems theory views systems as “everywhere” [von Bertalanffy, 1968, p. 3]. Natural
laws and social behaviors are parts of highly complex, interdependent, systems and elements.
General systems theory is a philosophy that considers how to view and pursue scientific inquiry.
Its concepts provide a basis for aspects of the research approach carried out for this dissertation.

General systems theory is a phrase coined forty years ago; however, systems and systems
thinking have long been part of man’s history. Anthropological evidence reveals the creation of
hunting systems by Paleolithic human cultures that lived more than 50,000 years ago.

Cro-Magnon artifacts demonstrate the increasing sophistication of their hunting devices and
hunting systems to capture large and dangerous game from safer and safer distances. One such
device was a thrower. The thrower operated like a sling-shot. When inserted with a spear and
thrown, the thrower device increased the spear’s speed, range, and lethality. This enabled hunters
to attack from distances that lessened their risk of injury. These understandings were learned from
empirical observations and not, at that time, from formal understandings of the laws of motion.

Let’s review this from a general systems theory perspective. Here, three elements came together
to make the Cro-Magnon’s weapon — the arrow head, a long thick stick, and the thrower device.
Independently, these elements were ineffective as a weapon for capturing prey. However, when
integrated as a whole system the spear’s potential was deadly. Potential is used because the spear
itself is inert. A human thrower is needed for the spear’s effectiveness to be realized.

In this sense, the human thrower is the weapon system and the spear is the weapon. When
multiple human throwers are engaged in a coordinated attack they operate as a system-of-
weapons systems engaged on a target. Here, the spears are the individual weapon systems that
operate together to form an even more powerful assault on a target than realized by a single
human thrower acting as a single weapon system.

It took systems thinking to integrate the weapon’s three elements. It took even greater systems
thinking to improve the weapon’s effectiveness by launching it simultaneously at targets through
group attack strategies. This is one of many examples of systems, systems thinking, and even
system of systems thinking in early human culture.

This discussion highlights a view that systems are not only everywhere but have always been
everywhere. They are ubiquitous throughout nature and society. Forty years ago Karl Ludwig von
Bertalanffy (1968) authored the book Gerneral Systems Theory. Foundations, Development,
Applications. He conjectured a theory of systems as “a general science of wholeness” [von
Bertalanffy, 1968, p. 37], where “the whole is more than the sum of its parts” [von Bertalanffy,
1968, p. 18]. Illustrated above, these ideas were already well-understood by our early ancestors.

Next, we fast forward from Paleolithic times to the Industrial Revolution. Historians generally
associate the Industrial Revolution with mid- to late-eighteenth century England. Here,
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mechanical innovations moved agriculturally-based economies to economies driven by the mass-
production of manufactured goods. With this, society experienced dramatic population shifts
from rural farm life to cities where factories and factory jobs were plentiful.

Historians refer to the Industrial Revolution in two phases. The first phase involved mechanical
innovations that replaced manual labor with machine-driven mass-production of goods. The
second phase brought many of these innovations into more and more complex applications, some
that included the use of electrification.

Consider steam power. In the first phase of the Industrial Revolution, steam power powered many
types of manufacturing machines that operated in factories — especially in factories where water
power was absent. However, steam power would soon be recognized as a way to drive shipping
and railway systems. Ultimately, these innovations led to electro-mechanical technologies that
enabled wide-scale transportation systems to be built and operated across the expanse of a
nation’s land and sea territories. Thus, one can trace the beginnings of modern day engineering
systems to those innovations, inventions, and processes that appeared more than a century ago.

Today, engineering systems continue to advance, but they do so within another revolution — the
Digital or Information Age. Unlike engineering systems built during the height of the Industrial
Revolution, today’s systems are focused less on enabling the mass-production of physical goods
and more on enabling global connectivity. With this, engineering systems now make possible the
instantaneous transport of digital information around the world. With an understanding of the past
and a perspective on today, the literature for this dissertation was researched, reviewed, and
summarized in the discussion that follows.

Figure 4 presents the literature reviewed for this research as it maps to modern scholarship on
systems theory and the engineering of systems, systems of systems, and enterprise systems. We
begin with Bertalanffy and his seminal work on general systems theory.

Engineering
Systems
Bertalanffy, 1968
Systems,
Rittel, 1972 Systems of Systems,

Enterprise Systems
Blanchard, Fabrycky, 1980

Jackson, 1991 2008, 2004, 2003, Keating
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Figure 4. Literature Map: Engineering Systems
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General Systems Theory

Karl Ludwig von Bertalanffy proposed forty years ago a general theory of systems to explain
fundamental commonalities that seem to underlie natural and socio-behavioral phenomena. He
theorized that natural phenomena and social behavior at their elemental levels, are systems
comprised of entities that operate and interact in open and continually dynamic ways.

Bertalanffy (1968) argues a closed system’, such as an urn containing red and blue marbles,
eventually tends toward a state of most probable distribution and this tendency reflects a tendency
toward maximum disorder. A system might be closed at certain macro-levels of organization with
behaviors predictable with certainty; however, at lower and lower levels of organization the
system eventually becomes more and more open, disordered, and with behaviors not predictable
with certainty. “Thus a basic problem posed to modern science is a general theory of
organization” [von Bertalanffy, 1968, p. 34] with general systems theory as a framework within
which the behavior and interaction of entities operating within an organization can be discovered.

Bertalanffy regarded general systems theory as a “general science of wholeness” [von
Bertalanffy, 1968, p. 37]. He saw the incompleteness of trying to understand “observable
phenomena” [von Bertalanffy, 1968, p. 36] as a collection of entities that could be studied
“independently of each other” [von Bertalanffy, 1968, p. 37]. Systems are fundamentally
organizations made of entities “not understandable by investigation of their respective parts in
isolation” [von Bertalanffy, 1968, p. 37] but in how they assemble, react, and interact as a whole.
Thus, the behavior of a system (an organization) is not simply the sum of the behaviors of its
parts.

Bertalanffy’s insights were profound. He foresaw not only the challenges in engineering today’s
complex systems but also ways to view and study their dynamics, interactions, and behaviors.
Others also expressed views consistent with Bertalanffy when planning and designing
engineering systems. For example, Rittel (1972) wrote on the importance of “grasping the whole
of a system” rather than viewing it in “piecemeal” and since a system has many “facets” planning
its design is necessarily multidisciplinary [Rittel, 1972, p. 390].

Bertalanffy and Rittel each recognized the need for many different specialties to work together to
engineer systems as they evolved from single-purpose machines, like a steam engine, to highly
complex machines like space vehicles [von Bertalanffy, 1968; Rittel, 1972]. Throughout most of
the Industrial Revolution, single-purpose machines were built by engineers trained in their
underlying technologies. These machines were made of components similar to each other to the
extent they were within the training of the engineer’s technical disciplines. As the industrial age
moved into its second phase, and especially in today’s information age, engineering systems
required the assemblage of more and more technologies that are unlike each other (e.g.,
encryption hardware technologies are unlike database technologies). Hence, many different
specialties are now needed to successfully design, build, and field information age systems.

What are these specialties? They are indeed the traditional engineering sciences but also include
management, economics, cost analysis and other analytical areas such as reliability and logistics

* A closed system is isolated from its environment [von Bertalanffy, 1968]. An open system is one that is not closed.
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analyses, modeling and simulation, and human factors. In the past twenty-five years, authors like
Blanchard and Fabrycky (1990) brought these and related areas into the modern study of systems
engineering. With this, systems engineering has become the principal discipline from which to
address the depth and breadth of the socio-technical challenges in engineering today’s advanced
systems.

What is meant by socio-technical challenges? They range from how a system affects society to
how a society affects a system. With regard to the former, we discussed how the Industrial
Revolution changed society from an agricultural economy to one driven by automation and the
mass-production of goods. With regard to the latter, we discussed how social-political attitudes
affected technical decisions on Boston’s Central Artery/Tunnel (CA/T) project [Gelinas, 2007;
Reilly, Brown, 2004; NTSB, 2007]. Thus, socio-technical challenges stem from how systems
interact with people and how people interact with systems.

Social interactions with systems, as enabled by their technologies, are innumerable. They produce
desirable and undesirable effects. For example, the ability to easily purchase goods from around
the world via networked systems and services led to the emergence of cyber-based commerce and
the economic opportunities that provides. Unfortunately, opportunities often come with risks.
Consider the risks posed by cybercrime to electronic commerce. Cybercrime is a socially-initiated
undesirable behavior that intentionally exploits vulnerabilities in a system’s technologies.

In both cases, electronic commerce and cybercrime illustrate a property called emergent behavior.
Emergent properties derive from “the whole of a system and not the properties of its parts; nor
can it be deduced from the properties of its parts” [Gharajedaghi, 1999, p. 45]. Emergent behavior
has always been possible in systems. However, emergent behaviors in industrial age systems
could be better anticipated and addressed than systems engineered in the current age. Emergent
behaviors in today’s systems are often so subtle, or originate so deeply in layers of architecture,
that their effects or origins can go unnoticed. Thus, there is a persistence of uncertainty and
unpredictability in the performance and behavior of information age systems.

Why is this? A simple answer is because of networks and networked computing.

Complex Systems, Systems of Systems, and Enterprise Systems

The computer was a closed system before the advent of networks in ways similar to single-
purpose machines of the Industrial Revolution. Network technologies brought isolated computers
into an open system of globally connected machines, where information dissemination and
collaboration is nearly instantaneous.

Networks became the enabling technology of information age systems. With this, separate and
autonomous computers could now form into systems of networked computers and computing that

grew in scale, complexity, and purpose.

Thus, in today’s literature the terms complex systems, systems of systems, and enterprise systems
are commonly found. What do these terms mean and how are they related?
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It is important to note the systems engineering community is not settled on answers to these
questions. These are cutting edge topics in engineering systems and system research. However,
convergence of thought is beginning to emerge. The following discusses this further.

We begin with the term complex system. Keating et al. (2003) describe complex systems as those
having attributes characterized by Jackson (1991). These are:

o Large number of variables or elements; rich interactions among elements;

« Difficulty in identifying attributes and emergent properties;

o Loosely organized (structured) interaction among elements;

« Probabilistic, as opposed to deterministic, behavior in the system;

o System evolution and emergence over time;

» Purposeful pursuit of multiple goals by system entities or subsystems (pluralistic);
o Possibility of behavioral influence or intervention in the system;

o Largely open to the transport of energy, information, or resources from/to across the system
boundary to the environment.

Examples of complex systems include the space shuttle, a nuclear power plant, or a magnetic
resonance imaging scanner.

More recently, and consistent with the above, White (2006) defines a complex system as “an
open system with continually cooperating and competing elements — a system that continually
evolves and changes its behavior according to its own condition and its external environment.
Changes between states of order and chaotic flux are possible. Relationships between elements
are imperfectly known and difficult to understand, predict, or control” {White, 2006, p. 5].

Engineering systems today are challenged when complex systems become more and more
networked in ways that create metasystems — systems of systems “comprised of multiple
embedded and interrelated autonomous complex subsystems” [Keating, 2004, p. 4]. Similarly,
White (2006) defines a system of systems (SoS) as “a collection of systems that function to
achieve a purpose not achievable by the individual systems acting independently. Each system
can operate independently and accomplish its own separate purpose” [White, 2006, p. 5]. In a
system of systems their whole is indeed more than the sum of their parts; however, it can’t exist
without them.

Systems of systems form from integrations of multiple subsystems, where each subsystem can be
a complex system. Examples of systems of systems include the Ballistic Missile Defense System
(BMDS), the international earth observer program known as GEOSS (Global Earth Observation
System of Systems), and navigation systems such as the Global Positioning System (GPS).
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Building systems of systems like these is an enormous engineering and management challenge. If
those challenges aren’t enough, engineering systems of networked systems of systems is an even
greater challenge and the newest being faced in engineering systems.

Systems of networked systems of systems are sometimes called enterprise systems. Enterprise
systems such as the Internet, the Department of Defense Global Information Grid (GIG), or the
Federal Aviation Administration’s National Airspace Systems (NAS) are the cutting edge of
information age computing and global communications.

The literature is very young on engineering enterprise systems. However, scholarship has begun
to emerge from academia and industry. Writings by Allen (MIT, 2004) and Rebovich (MITRE,
2005) reflect thought trends from academic and industry perspectives, respectively.

In the monograph “Engineering Systems: An Enterprise Perspective” Allen et al. (2004) reflects
on the nature of an enterprise and its effects on design and engineering solutions. “Such designs
are no longer purely technical. In many cases, the enterprise issues are far more difficult than the
technical ones to solve; moreover, there must be adaptation on both sides of the relationship
between system and enterprise” [Allen, et al., 2004, p. 2]. Moreover, Allen identifies the critical
and sometimes orthogonal relationships and goals of the multiple stakeholders in the design of an
enterprise system. In this monograph Allen writes:

“An enterprise perspective on system design makes us aware of the fact that most such designs
engage multiple stakeholders. These can range from shareholders to suppliers to members of
the workforce to customers to society. What impact can this far-reaching effect have on system
design? First of all, stakeholders’ interests are not always in alignment.

System design may have to take this into account, balancing the interests of the various
stakeholders. As a result, the design process is far more complex than one would be led to
believe from the engineering science model that we teach to undergraduate engineering
students. The best technical solution to a design may very well not be the best overall solution.
In fact, it seldom is, and there may not even be a best technical design.

Take for example the current F-35 aircraft design. With several customers, each having
different missions for this system, the designers cannot optimize the design for any one of the
customers’ desires. In addition, since recruiting customers in different countries often means
engaging suppliers from those countries, adaptations may need to be made in the design to
match the capabilities of those suppliers” [Allen, et al., 2004, p. 3].

Allen’s insights echoed Bertalanffy’s which recognized that systems, such as the F-35 or
Boston’s Big Dig, are fundamentally organizations made of entities (e.g., people) understood by
“studying them not in isolation” but in how they assemble, react, and interact as a whole.
Rebovich (2005, 2007), and other systems thinkers at MITRE, offer a view on what is meant by
an enterprise and what is fundamentally different. They write the following:

“By enterprise we mean a network of interdependent people, processes and supporting
technology not fully under control of any single entity. In business literature an enterprise
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frequently refers to an organization, such as a firm or government agency; in the computer
industry it refers to any large organization that uses computers.

Our definition emphasizes the interdependency of individual systems and even systems of
systems. We include firms, government agencies, large information-enabled organizations and
any network of entities coming together to collectively accomplish explicit or implicit goals.
This includes the integration® of previously separate units. The enterprise displays new
behaviors that emerge from the interaction of the parts” [MITRE, 2007, p. 1].

What is fundamentally different?

“A mix of interdependency and unpredictability, intensified by rapid technology change, is
driving the need for new systems engineering techniques. When large numbers of systems are
networked together to achieve some collaborative advantage, interdependencies spring up
among the systems. Moreover, when the networked systems are each individually adapting to
both technology and mission changes, then the environment for any given system becomes
essentially unpredictable. The combination of massive interdependencies and unpredictability is
fundamentally different. Systems engineering success is defined not for an individual known
system, but for the network of constantly changing systems” [MITRE, 2007, p. 1].

From this, a key differentiator of an enterprise system is diminished control over its engineering
by a centralized authority. Centralized or hierarchical control over design decisions is a feature in
engineering systems of systems and traditional, well-bounded, systems (e.g., an airplane or an
automobile). Systems of systems are, in most cases, engineered in accordance with stated
specifications. These may be shaped by multiple stakeholders, but they are managed by a
centralized authority with overall responsibility for engineering and fielding the system of
systems.

This is not the case in engineering enterprise systems. An enterprise system is not characterized
by firm and fixed specifications under the control of a centralized authority and agreed to by all
participants throughout their organizational levels. The envelop that captures stakeholders
affected by, or involved with, an enterprise system is so broad that centralized or hierarchical
control over its engineering is generally not possible and perhaps not even desirable.

Given these challenges and considerations, how is engineering an enterprise planned? The short
answer, given what we’ve seen so far, is through a continual and evolutionary development of
capability. What is meant by capability? Based on experiences to date, planners of enterprise
systems define capability as the ability to achieve an effect to a standard under specified
conditions using multiple combinations of means and ways to perform a set of tasks [Office of the
Secretary of Defense (OSD), 2005].

An enterprise is essentially a society of connected users with competing needs, interests, and
behaviors. Thus, an enterprise system is characterized more by the capabilities it must field than
by the specifications within which they must operate. Moreover, capabilities are constrained by
the readiness of technology, availability of technology suppliers, and the operational limits of the
systems and systems of systems that enable them.
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An enterprise system must be adaptable to evolving missions, changing capability needs, and the
dynamics of human behaviors that interact within the enterprise. Rebovich writes “Enterprise
capabilities evolve through largely unpredictable technical and cultural dimensions. Enterprise
capabilities are implemented by the collective effort of organizations whose primary interests,
motivations, and rewards come from successfully fielding system capabilities” [Rebovich, 2007,
p. 3]. He further writes:

“Enterprise engineering is an emerging discipline for developing enterprise capabilities. It is a
multidisciplinary approach that takes a broad perspective in synthesizing technical and
nontechnical (political, economic, organizational, operational, social and cultural) aspects of an
enterprise capability.

Enterprise engineering is directed towards enabling and achieving enterprise-level and cross-
enterprise operations outcomes. Enterprise engineering is based on the premise that an
enterprise is a collection of entities that want to succeed and will adapt to do so. The
implication of this statement is that enterprise engineering processes are more about shaping the
space in which organizations develop systems so that an organization innovating and operating
to succeed in its local mission will — automatically and at the same time — innovate and operate
in the interest of the enterprise.

Enterprise engineering processes are focused more on shaping the environment, incentives and
rules of success in which classical engineering takes place. Enterprise engineering coordinates,
harmonizes and integrates the efforts of organizations and individuals through processes
informed or inspired by natural evolution and economic markets. Enterprise engineering
manages largely through interventions [innovations] instead of [rigorous/strict] controls”
[Rebovich, 2007, p. 3].

Summary

This literature review covered a lot of ground. First and foremost, the literature on systems and
systems theory will continue to evolve. Systems science is endless. The more we explore, the
more our present day understandings are shaped and further challenged. The more we advance in
technology and global connectedness, the more open, complex, and virtual become the enabling
systems.

Engineering and managing the development of enterprise systems necessitates, as never before,
an openness and adaptability of process, practice, and procedure. Engineering methodologies
appropriate today might not be appropriate tomorrow. Engineering management practices that
scale today might not scale tomorrow. Because we cannot see beyond our line of sight, we should
reserve judgment on the finality of any one process or practice at this stage of understanding.

It is with this view the risk analytical methods presented in this dissertation were designed. The
analytic philosophy was to approach risk analysis in the enterprise space from a “whole systems”
perspective. A perspective with roots in the writings of Bertalanffy (1968) and one influenced by
recognizing the whole of an enterprise is not just more than the sum of its parts — but one wholly
and continually shaped, expanded, or diminished by them.
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Risk, Decision Theory, and Engineering Risk

Management Literature
“I think there’s a difference

between a gamble and a calculated risk”
Edmund Hall North, American Screenwriter (1911 — 1990)

The literature in risk and decision theory is vast. Its foundations are deeply rooted in mathematics
and economics. Risk and decision theory has been a field of study for at least 300 years and one
with a rich history of cross-domain applications. The engineering, management, and behavioral
sciences all apply and advance aspects of risk and decision theory in their problem spaces.

The study of risk is the study of chance and the study of choice. Risk is the chance an unwanted
event occurs. Taking a risk is a choice to gamble on an event whose outcome is uncertain. Risk is
the probability an unfavorable outcome is realized. However, a favorable or unfavorable outcome
is a personal determination - one governed by a person’s or a society’s concept of value or worth.

Probability theory is the formalism to study chance. Decision theory is the formalism to study
choice. Together, they provide the formalism to study risk. The importance of joining the study of
chance and the study of choice was recognized by Swiss mathematician Daniel Bernoulli in his
1738 essay “Exposition of a New Theory on the Measurement of Risk” [Bernoulli, 1738] .

The following presents a focused review of risk and decision theory literature as it applies to the
research in this dissertation. Figure 5 identifies authors of the literature reviewed. We’ll begin
with Bernoulli and his seminal 1738 essay, which proposed a mathematical relationship between
chance and choice. We’ll end with a return to Bertalanffy and his insights on the importance of
this topic to general systems theory.

Bemoulli, D, 1738
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Figure S. Literature Map: Risk and Decision Theory, Engineering Management

" “Specimen theoriae novae de mensura sortis” in Commentarii Academiae Scientiarum Imperialis Petropolitanae
(Papers of the Imperial Academy of Sciences in Petersburg) Vol. 5, 175-192, 1738. Translated as “Exposition of a New
Theory on the Measurement of Risk”, by Prof. L. Sommer, American University, for Econometrica Vol. 22 (1954).
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Daniel Bernoulli published one of the most influential essays on a theory of risk and its
measurement. He formed the idea that valuing monetary loss or gain from a gamble or lottery
should be measured in context of a player’s personal circumstance and existing wealth. It was the
first time a person’s affluence was directly considered in how they value an amount of money
won or lost, instead of just its absolute numerical sum (e.g., 1,000 dollars)".

“To do this the determination of the value of an item must not be based on its price, but rather
on the utility it yields. The price of the item is dependent only on the thing itself and is equal
for everyone; the utility, however, is dependent on the particular circumstances of the person
making the estimate. Thus, there is no doubt that a gain of one thousand ducats is more
significant to a pauper than to a rich man though both gain the same amount” [Bernoulli, para.
3, 1738].

Figure 6. A Swiss Silver Thaler, Zurich, 17277

“Meanwhile, let us use this as a fundamental rule: If the utility of each possible profit
expectation is multiplied by the number of ways in which it can occur, and we then divide the
sum of these products by the total number of possible cases, a mean utility [moral expectation)
will be obtained, and the profit which corresponds to this utility will equal the value of the risk
in question” [Bernoulli, para. 4, 1738].

“Thus, it becomes evident that no valid measurement of the value of a risk can be obtained
without consideration being given to its utility, that is to say, the utility of whatever gain
accrues to the individual or, conversely, how much profit is required to yield a given utility.
However it hardly seems plausible to make any precise generalizations since the utility of an
item may change with circumstances. Thus, though a poor man generally obtains more utility
than does a rich man from an equal gain” [Bernoulli, para. 5, 1738].

* Daniel Bernoulli’s essay was part of correspondences on a problem that became known as the St. Petersburg paradox.
The paradox was one of five problems posed by Daniel’s cousin Nicolas Bernoulli (1687-1759) to Pierre Raymond de
Montmort (1678-1719) — a French mathematician who wrote a treatise on probability theory and games of chance. In a
1728 letter to Nicolas Bernoulli, Swiss mathematician Gabriel Cramer (1704-1752) independently developed concepts
similar to those in Daniel Bernoulli’s essay. Like Daniel Bernoulli, Cramer wrote “mathematicians estimate money in
proportion to its quantity, and men of good sense in proportion to the usage that they may make of it”. Cramer went on
to proposed a square root function to represent “proportion of usage”, where Daniel Bernoulli derived a logarithmic
function. Recognition of Cramer’s thoughts as remarkably similar to his own is nicely acknowledged and written by
Daniel Bernoulli at the close of his 1738 essay [reference: Bernoulli, 1738].

" MONETA REIPUBLICZ TIGURINZ, oval city coat-of-arms within ornate frame supported by lions rampant, one
holding palm, the other sword. DOMINI CONSERVA NOS IN PACE, aerial view of city along the Limmat River with
boats; date in ornate cartouche [from source: http://commons.wikimedia.org/wiki/Thaler]. Image source from CNG
coins [http://www.cngcoins.com, permission is granted to copy, distribute and/or modify this document under the terms
of the GNU Free Documentation license, Version 1.2].
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With this, Bernoulli introduced the idea of expected utility theory and the logarithmic utility
function (Figure 7) to represent decision-making under uncertainty. It was a formalism that
directly captured personal or subjective measures of value (or worth) into a risk calculus.

Uw)

2L UW)=Log(W)

Uwy=1/W

. . . : /74
0 3 5 7 10
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1k Decreasing Marginal Utility With Increasing Wealth

Figure 7. Bernoulli’s Log Utility Function

Seen in Figure 7, Bernoulli’s log utility function is concave. Concave functions always appear
“hill-like”. The log utility function exhibits a property known as diminishing marginal utility".
This means for every unit increase in wealth, there is a corresponding decrease in the rate of
additional utility with respect to that change in wealth.

Concave utility functions are always associated with a risk-averse person. A risk-averse person is
willing to accept, with certainty, an amount of money less than the expected amount that might be
received from a lottery or gamble. Bernoulli’s risk measurement theory assumed all persons are
risk averse. This assumption was reasonable given the socio-economic realities of 18th century
Europe.

Despite the newness of Bernoulli’s theory, it would be 200 years before John von Neumann and
Oskar Morgenstern (1944) extended its ideas to a set of axioms known as the axioms of expected
utility theory™ . The axioms of expected utility theory state conditions that must exist for rational
decision-making in the presence of uncertainty.

Subject to these conditions, a rational individual will choose (or prefer) the option from a set of
options (with uncertain outcomes) with maximum expected utility. With this, von Neumann and
Morgenstern define a utility function over options with uncertain outcomes, lotteries, or gambles
instead of over wealth as offered by Bernoulli.

Before presenting these axioms, it is important to mention that decision theorists treat individual
preferences as primitives. In decision theory, a primitive is that not derived from other conditions
[Garvey, 2008]. Decision theory is a calculus that operates on primitives to make visible which

* Also known as “Bernoulli's increasing-at-a-decreasing-rate thesis, which economists would later term diminishing
marginal utility of wealth” [Fishburn, P. C., 1989].

** The axioms of expected utility are sometimes called the axioms of choice or the preference axioms.
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