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ABSTRACT

A FRAMEWORK OF COOPERATING AGENTS HIERARCHIES
FOR LOCAL-AREA MOBILITY SUPPORT

Ayman Adel Abdel Hamid
Old Dominion University, 2003
Director: Dr. Hussein Abdel-Wahab

Host mobility creates a routing problem in the Internet, where an IP address reflects
the network’s point of attachment. Mobile IP, relying on a mapping between a home
address and a care-of address, and a home registration process, is widely accepted as a
solution for the host mobility problem in wide-area mobility scenarios. However, its
home registration requirement, upon each change of point of attachment, makes it
unsuitable to handle local-area mobility, resulting in large handoff latencies, increased
packet loss, and disrupted services. In this dissertation, we introduce a local-area mobility
support framework for IPv4 based on the deployment of multiple cooperating mobility
agents hierarchies in the foreign domain. First, we introduce a hierarchy model offering a
backward compatible mode to service legacy mobile hosts, unaware of local-area
mobility extensions. Second, for intra-hierarchy handoffs, we identify several design
deficiencies within the current Mobile IP hierarchy extension proposal, and present an
enhanced regional registration framework for local handoffs that encompasses a replay
protection identification value dissemination mechanism. In addition, we present two
novel registration frameworks for home registrations involving local handoffs, in which
we identify the dual nature of such registrations, and attempt to emphasize the local
handoff aspect. One technique, maintains tunneling of data packets to the MH (Mobile
Host) through an old path until a home registration reply is received to set up the new
path. In contrast, the other technique adopts a more proactive bold approach in switching
immediately to the new path resulting in a reduction of the handoff latency. Third, for

inter-hierarchy handoffs, we present a scalable, configurable, and cooperation based
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framework between mobility agents hierarchies to reduce the handoffs latencies. An
attempt is made to exploit the expected network proximity between hierarchies within the
foreign domain, and maintain a mobile host’s home-registered care-of address unchanged
while within the same foreign domain. In addition, the involved registration signaling
design requires a reduced number of security associations between mobility agents
belonging to different hierarchies, and copes with the fact that the mobile host’s home-
registered care-of address might not be reachable. The proposed mechanisms are
evaluated qualitatively and analytically, and their performance is investigated through
network simulations using our extension of Columbia University’s IP Micro-mobility
software (CIMS), an ns-2 source code extension. The intra-hierarchy handoffs processing
mechanisms achieve a sizable reduction in UDP packet loss, and maintain better TCP
throughput in the case of a distant home agent, versus a base Mobile IP implementation.
Moredver, the cooperation-based intra-hierarchy handoffs processing techniques are
succés’sful in achieving the same results (UDP packet loss reduction, and better TCP
throughput) versus a non-cooperative approach for a distant home agent. Fourth, The
need to evaluate the performance of our mobility support mechanisms prompted us to
design and implement a local-area mobility network simulation framework. We extended
CIMS to include the capability to model a true foreign domain with multiple mobility
agents’ hierarchies with an arbitrary number of levels. In addition, our implementation
encompasses several implementation enhancements including the support for regional

registrations, periodical home registrations, and the smooth handoff mechanism.
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SECTION I

INTRODUCTION

~ The increasing availability of wireless communication technologies and the
proliferation of portable computing devices have made realistic a mobile computing
paradigm: users, on the move, can seamlessly access network services and resources,
[from any-where, at any time. However, hoét mobility presents a challenge for the TCP/IP
based Internet, since an IP address reflects a host’s point of attachment to the network.
The Internet Engineering Task Force (IETF) standardized Mobile IPv4 [43] and is in the
process of issuing a standard for Mobile IPv6 [33] as network layer solutions for the host
mobility prob]ém for IPv4 [50] and IPv6 [20], respectively. Mobile IP can handle wide-
area mobility (macro-mobility) and local-area mobility (micro-mobility), although more
suited to handle the former, since a mobile host is required to inform its, possibly distant,
home network whenever it chahges its point of network attachment. Such requirement
results in unnecessary large protocol-signaling overhead, large handoff latencies, and
potential packet loss in the local-area mobility scenario, which disrupts ongoing
connections directly affecting a mobile host’s applications and services. The resulting
overhead and handoff latencies are even higher when the mobile host experiences high
handoff frequencies, e.g., in wireless networks with small size cells, where the mobile
host crosses cell boundaries more frequently. In this dissertation, we present our view and
efforts in developing a network layer mobility support solution, within the Mobile IP

framework, capable of efficiently handling local-area mobility.

1.1  Overview

Host mobility refers to the function of allowing a mobile host to change its point of
attachment to the network, without interrupting IP packet delivery to/from that host [39].
Host mobility presents a challenge for the TCP/IP based Internet, since an IP address

reflects a host’s point of attachment to the network. During an active TCP session, if the

The journal model for this dissertation is the IEEE/ACM Transactions on Networking.
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source IP address, or the destination IP addresses change, due to a change of point of
attachment, the TCP session breaks. If no special handling is provided to deal with host
mobility, packets addressed to a mobile host will be routed to the mobile host’s home
network, not to its current location. This problem occurs because an IP address serves a
dual purpose: a routing directive in the network layer and an end point identifier in the
transport layér [7].

The Primafy design goal bf mobile host protocols is to allow true mobile operation,
so that the mobile host can remain in almost continuous contact with the network
resources needed by its applications. Using these protocols, neither the system, nor any of
the applications running on the system need to be reinitialized or restarted, even when
network connectivity is frequently broken and reestablished at new points of attachment
[44]. A change of access point while connectivity is maintained is typically called a
handoff. Note that solutions that require mobile hosts to be restarted after migration
support portability and not mobility.

Several solutions have been proposed for the host mobility problem, and some
attempts have been made to contrast and compare such solutions [4], [23], [56]. In
general, such solutions can be classified as network layer, application layer, and end-to-
end solutions. Network layer solutions have the advantage of being fully transparent to
upper protocol layers but require modifying the deployed IP base. Such solutions
generally adopt a two-level addressing architecture with a home address and a care-of
address. A recent survey of network layer mobility solutions can be found in [7] where
the key mechanisms of any network layer solution have been identified. The identified
mechanisms include an address translation mechanism to map the home address to the
care-of address, a packet forwarding mechanism to tunnel the packets destined to the
home address to the location of the care-of address, and a location management
mechanism to update the mobile host's location. An application layer solution for the host
mobility problem has been proposed in [65]. The solution is based on the Session
Initiation Protocol (SIP) [58] which is an application-layer protocol used to set up and
tear down unicast and multicast multimedia sessions. This approach aims at efficiently
supporting real-time communication by providing mobility support through SIP, but

proposes using Mobile IP for TCP connections. Recently, an end-to-end approach to host
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mobility [59] has been proposed exploiting the secure dynamic updates feature within the
Domain Name System (DNS) in order to update a mobile host’s current point of
attachment at its home network. In addition, a new end-to-end TCP option has been
introduced to support secure established connection migration while faced with an IP
address change.

Mobile IP [43], [33] presents a network layer solution for the host mobility problem
in the Internet for both wired and wireless networks. For wireless networks, it assumes
that the Mobile Host (MH) can communicate over a wireless link with a Base Station
(BS), which is statically connected through a fixed wired infrastructure to the Internet.

Mobile IPv4 [43] deploys Mobility Agents (MA) in the home nefwork and the visited
network. The MH is associated with two IP addresses: Its permanent home IP address
which serves as an end point identifier, and a transient care-of IP address which reflects
its current point of attachment, and serves as a routing directive at the network layer. The
care-of address can be the address of a Foreign Agent (FA) in the visited network, or can
be a co-located care-of address, which the mobile host may dynamically acquire on the
visited network through the Dynamic Host Configuration Protocol (DHCP) for example.
The FA is a router in the foreign network that acts as a mobility agent. Whenever a
mobile host is away from home, it registers its current care-of address with its Home
Agent (HA) and is responsible for renewing such home mobility binding. The HA is a
router that acts as a mobility agent in the home network, and intercepts any datagrams
destined to the mobile host’s home address, and tunnels them to the registered care-of
address. A host in the Internet communicating with the MH is termed a Correspondent
Host (CH). Mobile IPv4, in its base form, suffers several drawbacks including the
requirement that the MH informs its HA at every change of care-of address, and the
routing of data packets from a CH to the MH’s HA, which in turn tunnels such packets to
the current care-of address, while data packets originating from the MH are routed
directly using normal IP routing. The latter drawback is termed triangular routing. The
route optimization enhancement [47] attempts to alleviate such drawback by introducing
mechanisms to inform a CH of the MH’s current care-of address. In addition, it includes
a smooth handoff mechanism by which the old FA is informed about the MH’s new FA in

order to reduce potential packet loss at the old FA.
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Mobile IPv6 [33] only deploys a HA in the home network since foreign agents are no
longer needed because of IPv6 features which allow mobile nodes to operate in any
location without any special support from local routers. The MH informs the HA and its
corresponding  hosts about its current care-of address through a binding update
mechanism. Although base Mobile IPv6 does not deploy mobility agents in the foreign
domain, several extensions have been proposed to reduce the number of exchanged
binding updates and improve the handoff delay by deploying mobility agents in the
foreign domain, e.g., Hierarchical Mobile IPv6 (HMIPv6) from INRIA [14], and the
Mobile IPv6 regional registration approéch from Nokia [38].

A special class of network layer solutions takes advantage of multicast technology
[19], which providés a mechanism for location independent addressing and packet
delivery to a group of hosts that subscribe to a multicast group. In addition, it introduces
efficient mechanisms for hosts to dynamically join or leave a multicast group. As stated
earlier, a network layer solution for the host mobility problem involves specifying
mechanisms for address translation, packet forwarding, and location management of
mobile hosts. Recognizing the similarity in the fundamental nature between the two
problems, Mysore and Bharghavan [41] suggest using multicast communication as the
sole mechanism to provide addressing and routing services for mobile hosts. In contrast,
the Deadulus approach [6] uses multicasting from the HA to the BSs in the vicinity of the
MH to achieve fast handoffs and to reduce packet loss during handoffs. Hence,
multicasting is used in a more restricted fashion while preserving the two-level
addressing architecture with the care-of address being a multicast address. The major
drawback of such solutions is the reliance on the ubiquitous deployment of multicast

technology and supporting mechanisms, e.g., multicast address allocation schemes [63].

1.2 Motivation and Objective

One of the main drawbacks of base Mobile IP is being unsuitable to handle local-area
mobility (Intra-domain mobility, mobility within a defined local domain, or local
coverage area) because of the requirement that the MH must inform the home network
upon a change of care-of address. Such requirement induces large protocol signaling

overhead with a possibly distant HA, resulting in large handoff latencies, increasing the
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possibility of potential packet loss at the old care-of address until the HA is informed of
the new care-of address. Such drawback has prompted researchers to design host mobility
protocols more suited to better handle a local-area mobility pattern (Intra-domain
mobility) while relying on base Mobile IP to handle the wide-area mobility scenario
(Inter-domain mobility). A common idea exploited in all such protocols is to move some
of the HA functionality to a designated mobility agent located within the local domain
that the MH is currently visiting. Consequently, a change of care-of address results in
protocol signaling confined to the local area at hand, reducing handoff latencies and
potential packet loss. Such local-area mobility management has been recently denoted as
Localized Mobility Management (LMM), and its main requirements have been identified
in [68].

A number of proposals, within the Mobile IP framework, exist to handle local-area
mobility, without incurring any large handoff latencies, e.g. [21], [30], and [38]. Other
researchers have optimized their local-area mobility solutions towards the wireless
network environmént, e.g., [9] and [55]. In addition, Cellular IP [64] targets the local-
area mobility problem in an IP based cellular network ’

The regional registration approach [30], a LMM scheme for Mobile IPv4, deploys
one or more foreign agent hierarchies within the foreign domain. The presence of a
mobility agents hierarchy creates an old path and new path (and hence, an old FA and a
new FA) towards the MH during a handoff, hence permitting the closest capable foreign
agent, the crossover FA', in the hierarchy to respond and handle the MH’s handoff, in
contrast to a’distant HA managing each individual handoff. Fig. 1 depicts an example of a
MH’s handoff within a foreign domain deploying a single FA hierarchy. We analyzed
and modeled the operation of the regional registration approach for Mobile [Pv4, which
enabled us to identify potential race conditions and shortcomings within its registration
processing framework, e.g., its full dependence on the smooth handoff mechanism [47]
being supported by both the MH and the FA hierarchy, and the lack of an efficient

scalable approach to handle inter-hierarchy handoffs. Modeling and overview of the

! The crossover FA is the first common FA between the old and new path.
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regional registration approach for Mobile IPv4 is presented in section II, while its critique

and shortcomings are presented in section I

]

1 -
S~ temm==2 " The MH is performing a
handoff from FAg to FA;

-
-
~~o -
-~ -
~——— -
~—— -

Fig. 1. A mobile host’s handoff within a foreign agents hierarchy.

The objective of our work is to provide a local-area mobility support framework,
within the Mobile IP framework, capable of efficiently handling local movement
scenarios, alleviating the expected large protocol signaling overhead and large handoff
latencies experienced with base Mobile IP. In addition, we require that the framework
provide the same level of security as base Mobile IP by offering authentication and replay
protection for all protocol messages. Furthermore, we do not assume the availability of

the smooth handoff mechanism as an integral component of our framework.
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We choose to adhere to the design guidelines of Mobile IP, in using generic mobility
agents in the foreign domain, not restricting the placement or required functionality of
such agents to any specific access technology. Moreover, we reuse the idea of deploying
mobility agents’ hierarchies in the visited domain albeit introducing our own framework
for hierarchy-optimized processing of the MH’s handoff for intra-hierarchy handoffs. In
addition, we propose a novel cooperation-based approach between such hierarchies
within the same foreign domain reducing inter-hierarchy handoff latencies as well. Our
local-area mobility support framework was designed based on Mobile IPv4, although the
ideas of hierarchy—optimjzed processing and cooperation between hierarchies are generic
enough to be adapted to fit the specifics of a hierarchy-based Mobile IPv6 LMM scheme,
e.g., the Mobile IPv6 regional registration approach [38].

1.3 Contributions

Our local-area mobility support framework deploys multiple cooperating foreign
agent hierarchies within a foreign domain, €.g., a university campus, or a corporate site,
where a novel hierarchy-cooperation feature permits reducing inter-hierarchy handoff
latencies (Fig. 2). The roots of the FA hierarchies can be used as care-of addresses for the
MH within such foreign domain. The framework relies on a regional processing
paradigm that localizes the required registration processing when handling a MH’s local
handoff. In brief, the MH uses a regional registration message for intra-hierarchy
handoffs, or a specially formulated home registration message for inter-hierarchy
handoffs in lieu of a home registration message, to signal the fact that a local handoff is
in effect. For intra-hierarchy handoffs, the regional registration message is processed by
regional foreign agents within the current hierarchy without involving the HA. For inter-
hierarchy handoffs, the specially formulated home registration message is processed
using a cooperation approach between the new FA hierarchy and the FA hierarchy having
its root as the current MH’s care-of address. If deemed necessary, e.g., due to the failure
of the current care-of address, the home registration is actually forwarded to the HA for
regular registration processing.

Our framework attempts to alleviate the observed shortcomings with the regional

registration approach for Mobile IPv4 [30], albeit reusing the nucleus idea of supporting
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mobility by deploying a number of mobility agents’ hierarchies in the visited domain, and
adopting a regional processing paradigm, whenever possible, even for inter-hierarchy
handoffs. Our aim is to take advantage of the expected network proximity between FA

hierarchies belonging to the same foreign domain, in order to optimize handoff delay for

inter-hierarchy handoffs.
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Fig. 2. A number of cooperating foreign agent hierarchies in the foreign domain.

The desired local-area mobility support framework requires addressing the following
issues: foreign agent hierarchy model, registration processing for intra-hierarchy
handoffs, registration processing for inter-hierarchy handoffs within the same foreign

domain, and performance evaluation of the resulting local-area mobility support
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framework. We briefly present our approach to resolve each the aforementioned issues
highlighting our contributions.
Foreign Agent Hierarchy Model
The foreign agent hierarchy model defines hierarchy layout and mobility
agents’ advertisements. In section III, we present our adopted model which hides
the structure of the hierarchy from visiting MHs. In addition, it provides a
backward compatible mode of operation, if a legacy MH is not equipped to handle
local-area mobility extensions [2].
Registration Processing fbr Intra-hierarchy handoffs
We identify the possible types of MH’s registrations as regional, home, and
home régistrations involving local handoffs®. First, we introduce an improved
regional registration processing framework, which avoids the identified race
conditions within the regional registration framework, while still ensuring the
consistency of tunneling state within the FA hierarchy. Moreover, we propose a
new replay protection information update mechanism in order to ensure
successful future registration processing by upper levels in the FA hierarchy.
Second, we identify a double purpose for home registrations involving local
handoffs: a change of local care-of address, and renewal of home mobility
binding. Consequently, we treat such registration as a compound home and
regional registration and present two new techniques for processing home
registrations involving local handoffs. The two new techniques optimize the local
handoff processing by exploiting the existence of an old and new path towards the
MH during its handoff. The first technique attempts to maintain the old path
“alive” until a registration reply is received from the HA to set up the new path.
Such task is performed by maintaining the old path active for an estimated
amount of time, which is computed as a function of previous response times seen
by the HA replies, and the remaining MH’s registration lifetime. The second

technique follows a non-traditional proactive approach in immediately

2 Although a home registration, old and new paths exist on the FA hierarchy towards the MH during
the handoff process.
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acknowledging the handoff from the new path to the old path without waiting for
the HA reply, hence emphasizing the local handoff aspect, for which the HA
should not be invdlved. Both techniques obey our imposed requirement in
providing authentication and replay protection for all exchanged protocol
messages through a set of proposed protocol messages’ extensions.
Section IIT presents the design details, analysis, and performance evaluation,
through nétwork simulation, of the suggested regibnal and home registration
p‘r(’)cesksing frameworks. Simulation experiments with one foreign agent hierarchy
_in the foreign domain have demonstrated the effectiveness of the proposed
approaches in reducing UDP packet loss, and achieving better TCP throughput
when compared to a base Mobile IP approach.
Registration Processing for Inter-hierarchy handoffs
~ We introduce a novel scalable and configurable cooperation-based approach
between FA hierarchies to reduce inter-hierarchy handoff latencies [1], [2]. Our
approach relies on configurable coneration between the root FAs for the
deployed hierarchies, in a manner that attempts to localize the registration
processing for the MH’s handoff. In addition, such cooperation is achieved using
a minimum number of security associations [35] between deployed foreign agents
in different FA hierarchies; hencé scaling with a large number of such hierarchies.
Section 1V introduces design details, security associations’ requirement analysis,
and performance evaluation of our cooperation-based approach. Network
simulation experiments have demonstrated the cooperation-based approach’s
effectiveness in reducing UDP packet loss and achieving better TCP throughput
when compared to a non-cooperative approach.
Performance Evaluation
We adopted network simulation as the tool to evaluate our mobility support
framework. The network simulator ns-2 [40] includes an implementation of
Mobile IP [43]. ns-2 is widely used in the research community because of source
availability, and possibility of components reuse and extension. The Columbia IP
Micro-Mobility Software (CIMS) [15], an ns-2 source code extension, provides

implementations for a suite of micro-mobility protocols including a simplified
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abstraction of the FA hierarchy approach [30] without an actual implementation
of the regional registration mechanism. CIMS implementation allows constructing
a 2-level foreign agent hierarchy, and imposes a restriction that the root of the
hierarchy must be the MH’s HA. To the best of our knowledge, no network
simulation tool provided capabilities for the construction of a true foreign domain
with a number of deployed foreign agent hierarchies with an arbitrary number of
levels. Section V presents a network simulation framework for local-area mobility
that extends the design and functionality of CIMS to implement our proposed
mechanisms for local-area mobility support. In addition, a novel foreign domain,
and FA hierarchy configuration approach and impleméntation are introduced.
Morcover, our CIMS-extension implements the regional registration approach,

and the smooth handoff mechanism.

In conclusion, our contributions in this dissertation can be stated as follows.

1. A local-area mobility support framework that deploys multiple cooperating
FA hierarchies within a foreign domain. The framework encompasses the
following mechanisms providing authentication and replay protection for all
mobility protocol messages.

a. An improved regional registration processing technique for intra-
hierarchy handoffs;

b. Two new home registration processing techniques for home
registrations involving local handoffs, emphasizing the local handoff
aspect and taking advantage of the compound nature of such
régistfations;

c. A novel scalable and configurable cooperation-based approach
between FA hierarchies and relevant processing to efficiently handle
inter-hierarchy handoffs.

2. A network simulation framework for local-area mobility implemented as ns-2
design and source code extensions. The simulation framework implements our

local-area mobility support solution and allows modeling a foreign domain
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comprised of a number of foreign agent hierarchies, each with arbitrary

number of levels.

14 OQOutline

The rest of this dissertation is organized as follows. Section II introduces background
information and related work for local-area mobility protocols, and host mobility
protocols in general. Section III focuses on intra-hierarchy handoffs, and presents the
adopted FA hierarchy model, analysis and critique of a related FA hierarchy approach, an
improved regional registration processing mechanism, and two new home registration
processing mechanisms when involving local handoffs. In addition, performance
evaluation results of the proposed mechanisms are presented through network simulation.
Section IV considers inter-hierarchy handoffs and introduces a novel cooperation-based
approach between FA hierarchies to handle such handoffs, along with performance
evaluation results obtained through network simulation. Furthermore, we highlight how
the mechanisms in section III can be applied when moving between FA hierarchies
within the same foreign domain. Section V presents a network simulation framework for
local-area mobility, based on an extension of the ns-2 network simulator. This framework
and resulting implementation have been used to evaluate the proposed techniques in
sections IIT and IV. Section VI presents a suite of simulation experiments validating the
results obtained through the simulation framework in section V, and evaluating the
effects of some the network design parameters for foreign agent hierarchies, such as
hierarchy height, and topology, among other factors. Finally, in section VII we conclude
this dissertation summarizing our contributions as well as presenting ideas for future

extensions.
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SECTIONII

BACKGROUND AND RELATED WORK

In section I, host mobility problem solutions were classified as network layer,
application layer, or end-to-end solutions. In addition, we identified one of the major
drawbacks of base Mobile IP, which is its unsuitability to handle local-area mobility due
to the requirement to infbrm the home network upon each change of the care-of address.
Consequently, base Mobile IP is assumed as a macro-mobility support framework, while
a local-area mobility management protocol is required to handle intra-domain mobility.

In this section, we focus on network layer solutions to the host mobility problem, and
present relevant background information including a high level overview of IP addressing
and routing (section 2.1). Furthermore, we explore in more detail the operation of Mobile
IPv4 as a network layer solution to the host mobility problem (section 2.2). In addition,
we present modeling and operational overview of Mobile IPv4 regional registration
framework as a reference hierarchy-based local-area mobility solution (section 2.3).
Moreover, we classify and survey local-area mobility support solutions highlighting each
solution’s major merits and drawbacks (section 2.4). Finally, section 2.5 summarizes

section 1.

2.1 IP Addressing and Routing

The IP layer, the network layer in the Internet, provides a connectionless and
unreliable datagram delivery service [50]. IP makes its best effort to deliver an IP
datagram to the specified destination but there is no guarantee that the datagram actually
makes it to its destination. Upper layers add any desired reliability such as the transport
layer in case of TCP, or the application layer in case of UDP.

Communication in the Internet works as follows. The transport layer takes data
streams and breaks them up into datagrams. Each datagram is transmitted through the
Internet, possibly being fragmented into smaller units as it goes. When all the pieces

finally get to the destination machine, they are reassembled by the network layer into the
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original datagram. This datagram is handed to the transport layer, which inserts it into the
receiving process input stream [62].

One of the most important functions of the IP layer is routing. In summary, for each
datagram, each router in the Internet determines the next hop by finding the entry in its
routing table that best matches the destination IP address. Therefore, the purpose of
routing protocols within the Internet is to allow routers to exchange information about the
networks they are connecting. Nodes that are not routers typically accomplish the routing
objective simply by sending all of their outgoing datagrams to a default router.

An IPv4 address is a 32-bit address that has two components. The first component is a
network ID that defines the network on which the address resides and is considered as a
routing prefix. The second component is the host ID that occupies the least significant
remaining bits of the IP address following the network ID bits. Routers within the
Internet know only how to route datagrams based on the network ID of the destination
address in each datagram; once the datagram reaches that network, it is then delivered to
the correét individual host on that network.

Historically, IP addresses were divided into five classes: A, B, C, D, and E, with class
D addresses reserved for multicast addresses. This classification implied the boundaries
between the network ID and the Host ID in the IP address. With the advent of classless
addressing, the distinction between IP addresses classes can be ignored. Instead,
whenever an IPv4 network address is assigned to an organization what is assigned is a
32-bit network address and a corresponding 32-bit netmask. Bits of 1 in the mask cover
the network address and bits of 0 in the mask cover the host. Hence, the address mask can
be specified as a prefix length that denotes the number of contiguous bits of 1 in the mask
starting from the left. IPv4 network addresses are normally written as a dotted-decimal
number, followed by a slash, followed by the prefix length.

With the introduction of IP subnetting, the IP address hierarchy becomes a three-level
hierarchy: a network ID (assigned to the site), a subnet ID (chosen by the site), and a host
ID (chosen by the site). The boundary between the network ID and the subnet ID is fixed
by the prefix length of the associated network address, whereas the boundary between the

subnet ID and the host ID is chosen by the site. All the hosts on a given subnet share a
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common subnet mask. Bits of 1 in the subnet mask cover the network ID and subnet ID,
and bits of O cover the host ID. For instance, an assigned network address
“206.62.226.0/24” implies that the leftmost 24 bits are used to identify the network ID. A
subnet address "206.62.226.32/27" implies that the 27 leftmost bits are used to identify
the network ID and subnet ID, where the rightmost 3 bits out of these 27 bits are used to
identify the subnet ID. Hence, out of 32 bits, 5 bits are left to designate the host ID within
a subnet.

The hierarchy in IP addressing and routing prevents datagrams from being routed
correctly to a MH while it is away from its home nétwork. Since a host's address logically
encodes its location, without special handling for mobility, datagrams addressed to a MH

will be routed by the IP layer only to the MH's home network.

2.2 Mobile IP: A Network layer Host Mobility Problem Solution

Mobile IP? [43] is a modification to IP that allows MHs to continue to receive
datagrams no matter where they happen to be attached to the Internet. It is intended to
enable hosts to move from one IP subnet to another. In general, Mobile IP specifies
mechanisms to perform the following three functions: Agent Discovery, Registration, and
Tunneling. A high level outline of the Mobile IP protocol follows [44]:

1. Agent Discovery: Mobility Agents (HAs and FAs) may advertise their availability
on each link for which they provide service. In contrast, a MH can send an agent
solicitation on the link to learn if any Mobility Agents are present.

2. A MH uses the agent advertisements to determine whether, it is on its home
network or a foreign network. When the MH detects that it is located on its home
network, it operates without mobility services. When the MH detects it has moved
to a foreign network, it obtains a care-of address on the foreign network. The
care-of address can be a FA care-of address provided by a FA through its agent
advertisement messages. Alternatively, the care-of address can be a co-located

care-of address that is a local IP address on the visited subnet.

3 Unless otherwise stated, the term “Mobile IP” in this section refers to Mobile IPv4 [43].
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3. Registration: When away from home, the MH registers its care-of address with its
HA. The registration process can be performed either directly (co-located care-of
address) or through a FA, which forwards the registratidn to the HA (FA care-of
address). The registration process entails the exchange of a registration request
and registration reply message. ;

4. Tunneling: When the MH is away from home, the HA intercepts any datagrams
sent to thé MH'S home address, and funnels them to the MH's care-of address.
When an FA care-of address is used, the FA is the endpoint of the tunnel and, on
receiving tunneled datagrams, decapsulates them and delivers the inner datagram
to the MH. When a co-located care-of address is used, the MH itself is the
endpoint of the tunnel and performs decapsulation of the datagrams tunneled to it.

5. In the reverse direction, datagrams sent by the MH may be delivered to their

destination using standard IP routing, without necessarily passing through the HA.

Mobile 1P provides authentication for registration messages. Each MH, HA, and FA
is required to support a Mobility Security Association (MSA) indexed by their Security
Parameters Index (SPI) [35]. For example, each MH and corresponding HA are required
to have a pre-configured MSA. When the MH sends a registration request to its HA, it
computes an authenticator value, using the pre—configufed MSA, and includes this
authenticator value in an authentication extension to the registration request. In such
manner, the HA is able to authenticate the MH's registration request.

Mobile IP provides two styles of replay protection between the HA and MH:
timestamp replay protection, and nonce replay protection. The style of replay protection
is part of the pre-configured MSA. The registration request contains an identification
field that guarantees the freshness of registration messages. In addition, the registration
reply contains a corresponding identification field that is formulated based on the
identification field in the corresponding registration request. Details of either style of

replay protection can be found in [43].
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Base Mobile IP suffers from triangular routing (Fig. 3 [43]). Datagrams destined for
a MH will be routed to the MH's home network, and then tunneled to the MH's current
care-of address by the MH's HA, whereas datagrams originating from the MH are routed
directly through normal IP routing. The roufe optimization enhancement to the base
Mobile IP [47] attempts to alleviate this problem by maintaining binding caches within
hosts communicating with the MH. If the MH's HA deduces that the source of a datagram
destined to the MH has no binding cache entry for the MH, it should send a binding
update message to the original source of the datagram informing it of the MH's current
care-of address. The next time, this source wishes to send a datagram to the MH, it uses

the care-of address, hence eliminating the triangular routing problem.

Home Network Foreign Network
2. Datagram intercepted by 3. Datagram detunneled
tunneled to care-of address

(FA)

HA > MH
tunnel , <

\

1. Datagram to MH s 4. Datagrams sent by MH are
arrives on home - delivered through standard IP routing.
network via standard | CH In this case the FA is MH's default
IP routing router

Fig. 3. Triangular routing in base Mobile IP.
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The route optimization enhancement specifies mechanisms to achieve smooth
handoffs between FAs. When registering with a FA, a MH may establish a registration
key "session key" for the duration of its registration with its FA. When the MH later
moves and registers a different care-of address, it may notify this previous FA by sending
it a binding update message that is authenticated using the previously established
registration key. Notifying the previous FA of the new care-of address for the MH allows
datagrams in flight to this FA, as well as datagrams tunneled from correspondent hosts
with out-of-date binding cache entries to be forwarded to the MH's new care-of address.
Various methods have been proposed to establish a registration key [48]. For example, if
no pre-configured MSA exists between the FA and the MH, or none can be established
dynamically, the HA might act as a Key Distribution Center (KDC) to distribute
registration keys to be used between the FA and the MH.

2.3 Overview of Mobile IPv4 Regional Registration Framework

In this section, we model and overview the operation of Mobile IPv4 regional
registration framework [30], as a reference hierarchy-based micro-mobility protocol. We
introduce the concépt of regional registrations, and present a classification of the MH’s
registration messages while in the foreign domain. For simplicity, we restrict our
presentation to the case of a single FA hierarchy in the foreign domain. Moreover, we
explain registration signaling for different registration messages, and point out the need
for a hierarchy tunneling consistency mechanism. In section III, we critique the regional
registration framework, and identify race conditions within its registration processing
mechanisms. This critique is presented as motivation for introducing our own framework

for hierarchy-optimized registration processing for intra-hierarchy handoffs.

2.3.1 Operational Overview

A Foreign Agent hierarchy is rooted by a Gateway Foreign Agent (GFA), which has a
publicly routable IP address. The MH can use the GFA address as its home-registered
care-of address. Any intermediate level FA is termed a Regional Foreign Agent (RFA). A
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foreign agent might only advertise the GFA address, or all upper FA addresses on the
path leading to the GFA, as part of its agent advertisement message.

| The MH is required to perform a home registration when it first enters the foreign
domain, registering the GFA as its care-of address®. Such care-of address does not change
when the MH changes FA under the same GFA. The MH is allowed to perform regional
registrations as long it is within the same FA hierarchy, i.e., did not change its GFA,
changing its local care-of address within the foreign domain (as long as its registration
with the HA did not expire). Thus, the MH has the responsibility of periodically renewing
its home mobility-binding with its HA by periodically transmitting home registration
requests.

A home registration request might be transmitted through a FA that the MH has
already established as a local care-of address within the foreign domain by means of a
home or regional registration mechanism. On the other hand, a home registration request,
from within the current foreign agent hierarchy might coincide with a handoff from one
FA to the other. We term such home registration a “Home Registration”-“Local Handoff”
(HR-LH). In such case, a local handoff occurs while renewing the home mobility
binding, and hence the existence of a crossover FA between the new path followed by the
new home registration request to the GFA, and the old established path from the GFA to
the MH’s local care-of address. Fig. 4 illustrates a sample of home and regional
registrations within a foreign domain comprised of one foreign agent hierarchy. Messages
{1, 2, 3, and 4} represent the first home registration when the MH enters the foreign
domain. The registration reply by the HA establishes {GFA-FA3-FA7} as the path to
reach the MH. Messages {5 and 6} represent a regional registration (a local handoff from
FA7 to FA¢), while FA; is the crossover FA that generates a regional registration reply.
The tunneling path within the foreign domain to reach the MH is now {GFA-FA;-FA¢}.
Messages {7, 8, 9, and 10} represent a home registration involving a local handoff from
FAg to FAs, with the crossover FA as the GFA. The home registration reply establishes
the tunneling path { GFA-FA,-FAs} to reach MH.

* Alternatively, the MH may choose to home register a co-located care-of address.
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~—Jp  Home registration

——==pp Regiohal registration

{1, 2,3, and 4}: Home registration when the MH first enters the foreign domain.
{5, 6}: Regional registration with a local handoff from FA; to FA¢.
{7, 8, 9, and 10} Home registration involving a local handoff from FA,4 to FA;.

Fig. 4. A sample of home and regional registrations within the foreign domain.

If the foreign domain deploys multiple foreign agent hierarchies with different GFAs,
the MH is required to perform a home registration whenever it changes its GFA. The MH
can detect such change of GFA by inspecting the foreign agent advertisement it receives,
andrcomparing the advertised GFA and its current known GFA. In such case, the home
registration involves a local handoff, but one that spans multiple hierarchies. Hence, no
crossover FA exists in this case, assuming that foreign agent hierarchies are
independently organized. Alternatively, a regional registration can be performed to the
current GFA from within the new hierarchy with the possibility that the current FA

denies such registration because the requested GFA is unknown [30]. We elaborate more

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



21

on registration processing when multiple foreign agent hierarchies are involved, when we
present our cooperation-based registration processing approach in section IV.

The MH and the GFA most likely will not share a pre-established security
association, and hence a style of replay protecﬁon is unknown. Thus, the MH supplies
with its first home registration request a replay protection extension, informing the GFA
of its desired style of replay protection for regional registrations and an initial value.
Replay protection can be provided through the usage of an identification value in
registration requests (timestamps or nonces) [43], or a challenge-response mechanism by
the advertising FA [46]. ‘

When the HA receives the first home registration establishing the GFA as the MH’s
care-of address, it generates a registration key and distributes it to both the MH and the
GFA as part of a registration reply message. The GFA relays the registration reply and
the registration key down its hierarchy to the RFA that forwarded the home registration
request. This process repeats at each intermediate RFA in a lower hierarchy level until
the MH receives the registration reply and key. In such manner, the foreign agent
hierarchy is capable of authenticating future regional requests from the MH. The MH
uses the registration key to authenticate its regional registration requests by computing an
authenticator value placed in an authentication extension (MH-GFA authentication
extension, which is a subtype of the Generalized Authentication Extension [46])
appended at the end of the regional request. If the GFA does not distribute the
registration key down the hierarchy, then only the GFA is capable of authenticating

~ future MH’s regional registration requests.

Regional registration replies are generated by the crossover FA that in some cases
might be the GFA itself, e.g., in Fig. 4, FA; generates the regional registration reply when
the MH is registering with FAs. The crossover FA distributes the MH’s registration key
as part of the regional registration reply, to allow for future MH authentication by the
RFAs in the new path. In general, a registration reply is propagated through the same set
of foreign agents that forwarded the corresponding registration request, albeit in reverse
order, establishing the MH as a registered visitor at every involved FA. If a regional FA

has the MH as a registered visitor while processing a regional registration request, this
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FA is the crossover FA, and hence can generate a corresponding regional registration
reply. The granted lifetime in regional registration replies is the remaining MH’s
registration lifetime at the crossover FA. For every visitor MH, a RFA maintains a visitor
entry [43] containing among other atiributes, the remaining registration lifetime, the
lower level foreign agent that is the tunnel endpoint for this MH, and the style of replay
protection in use for this MH. When a data packet destined to the MH arrives at the GFA,
it is forwarded to the tunnel endpoint stored in this MH’s visitor entry. This process
repeats at each intermediate RFA until the packet eventually reaches the MH.

In general, the forwarding of registration requests between foreign agents is
performed as follows. If a registration request only contains the GFA address as care-of
address, a leaf FA appends its own address to the registration request by placing it in a

hierarchical FA extension. Such data extension is protected by using an FA-FA
authentication extension. The purpose of such data and authentication extensions is to
inform the upper RFA about the address of the forwarding FA in an authenticated
manner. The upper RFA (receiving RFA) creates a pending registration entry with a care-
of address the forwarding FA address. Before forwarding to a next-level RFA, the current
RFA removes such data and authentication extensions, appending respective extensions
that provide his own address. Such process repeats until the registration request reaches
the GFA or the crossover FA, in the case of a home registration or a regional registration,

respectively.

2.3.2 Tunneling Consistency Problem and Solution

The ability of a FA to correctly identify itself as the crossover FA for a regional
registration request is crucial to the correct registration processing by foreign agent
hierarchies. Such ability might be hindered due to the following specification of the base
Mobile TP protocol [43]: a MH is not required to inform a FA that it is no longer
registered with it, i.e. that it is currently registering with a new FA, relying on an eventual
expiration of registration lifetime. Such approach reduces protocol messages overhead,
but creates a hierarchy tunneling consistency problem for FA hierarchies: a RFA not

informed that the MH is no longer a current visitor might erroneously decide that it is the
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crossover FA and generate a regional registration reply in response to a regional
registration request, although such request should be forwarded to upper level RFAs.
Such consistency problem (e.g., see Fig. 5) occurs when the MH is attempting to register
with an old FA for which the registration lifetime has not yet expired, and that was not
initially informed that the MH is no longer a current visitor. In Fig. 5, the MH was
originally registered with FAS, switched to FA6 and then back to FAS5. FAS and FA2
were not informed that the MH is no longer a current visitor when it switched to FA,.
Consequently, FA, erroneously generates a regional registration reply for the MH’s
regional registration request, whereas the request should have been forwarded to the GFA
to adjust the GFA’s tunnel endpoint for the MH to point to FA,. Hence, a future data
packet received at the GFA, is tunneled to FA3, whereas it should have been tunneled to
FA,.

_____________

_______________

FA;, whereas it should

\\ be tunneled to FA,.
)

MH — FA; FA, is the

tunnel endpoint for MH

Fig. 5. Foreign agent hierarchy tunneling consistency problem.
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Hence, a mechanism is required by which old regional foreign agents are informed
that a MH is no longer a current visitor. The regional registration framework requires a
smooth handoff mechanism [47] to be performed by the MH and a new FA in order to
inform an old FA that the MH is no longer a current visitor. Simply stated, the smooth
handoff mechanism requires that the MH supply a Previous Foreign Agent Notification
Extension (PFANE) along with its registration request to the new FA specifying the new
FA as its new care-of address, and a lifetime within which this binding is valid. The new
FA uses the information in the PFANE to send a Binding Update (BU) message on behalf
of the MH to the old FA, informing it of the new whereabouts of the MH. The old FA is
required to sénd back a Binding Acknowledge message to the new FA that delivers it to
the MH. The old FA is capable of authenticating the BU since it shares a registration key
with the MH as a result of the first home registration performed by the MH (section
2.3.1). After authenticating the BU, the old FA deletes any MH’s visitor entry, and
creates a new binding cache entry for the MH to forward any newly arriving data packets
destined to the MH to the new FA.

The regional registration framework further extends this smooth handoff process to
ensure tunneling consistency within the hierarchy as follows. The old FA relays the BU
message upwards in the hierarchy (to its father FA) specifying itself as the care-of
address of the MH, and using the lifetime supplied by the MH in the original BU
message. The father FA performs the following steps in response to receiving the BU
message.

~ Delete its MH’s visitor entry,

— Create a binding cache entry for the MH with care-of address the child FA
that sent the BU message,

— Relay the BU message upwards in the hierarchy,

— Send back a binding acknowledge message to its child FA.

Such process at each intermediate RFA repeats until the BU message reaches the
crossover FA, which at this point generates a binding acknowledge message to the MH
and sends it down the old path to the MH. The crossover FA deduces it is the crossover

FA, and hence generates the binding acknowledge message to the MH, because it has
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received an earlier registration request from the MH’s new path beneath it in the
hierarchy. The same process is used for regional registrations and HR-LH requests. Fig. 6
provides an example of the tunneling consistency mechanism in the case of a regional
registration. The MH was served by FAs, switched to FAg, then back to FAs. Hence, FA;
is currently the new FA, while FAg is the old FA. We can observe that BU messages flow
in the old path towards the crossover FA at the same time that registration requests flow
in the new path towards the crossover FA. Moreover, the crossover FA identifies its
“crossover” status based on receiving an earlier registration request. We elaborate more
on the consequences of such signaling design, ahd identify potential race conditions,
when we present’ a critique of the involved registration processing mechanisms in section
1. Note that binding acknowledgement messages are omitted from Fig. 6 for figure

simplicity.

Crossover FA

Reg. Reply “_BU

P Regional registration request

> Regional registration reply

----F Binding update message

“Fig. 6. Tunneling consistency mechanism applied to regional registration.
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2.4 Local-area Mobility Protocols: A Taxonomy and Survey

Local-area mobility protocols aim at reducing home signaling overhead, and
improving handoff latency to reduce potential packet loss. Such objectives are achieved
by localizing the effect of the MH handoff such that handoff processing is confined to the
local domain at hand. Several local-area mobility protocols have been suggested in the
literature. Researchers attempted to compare and contrast such protocols qualitatively,
and through network simulations [11], [12], [57]. The existing protocols can be classified
as belonging to the following categories. |

s FExtensions to Mobile IP. Such solutions attempt to adhere to the Mobile IP
framework, while localizing the MH’s registration processing. One well-
known idea is to extend the notion of a mobility agent into a hierarchy of
mobility agents. Such hierarchy can be viewed as a mobility support overlay
network within the foreign domain, using hierarchical tunneling to forward
packets to the MH. Our proposed local-area mobility support framework
belongs to this category.

s Host-based forwarding schemes. Such solutions install host-based routing
entries within the foreign domain, requiring path set-up mechanisms in order
to update such entries. Such approaches attempt to avoid the decapsulation
and re—encapsulation overhead associated with hierarchical tunneling.

s Multicast-based schemes. Such solutions exploit the usage of multicast
technology by assigning a multicast address to the MH within the foreign
domain. Handoffs are handled through standard multicast join and prune
messages.

Recently, a new approach for localized mobility management [34] has been proposed
which advocates exploiting existing optimized handoff mechanisms, e.g., the forwarding
mechanism from the previous foreign agent in the route optimization extension for
Mobile IPv4 [47], instead of introducing additional mobility agents in support of local-

area mobility. Such solutions do not reduce the home signaling overhead, but attempt to
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improve handoff latency to reduce possible packet loss. The following sections present

representative protocols for each of the aforementioned categories.

2.4.1 Mobile IP Extensions

Protocols in this category can all be abstracted as adopting a mobility agents’
hierarchy architecture in the visited domain. Such protocols include the Mobile IPv4
regional registration approach [30], and the local and indirect registration approach [21].
Related solutions, not considered pure mobile IP extensions, adopting a mobility agents’
hierarchy approach, include TeleMIP [18], and the fast and scalable handoffs approach
by Careres et al. [9]. For completeness, we mention Mobile IPv6 targeted solutions,
which include Hierarchical Mobile IPv6 [14], and Mobile IPv6 regional registration

framework [38].

Mobile IPv4 regional registration approach

In section 2.3, we modeled and overviewed the regional registration approach [30].
Such approach is sometimes referred to as hierarchical Mobile IP, because of its reliance
on one or more hierarchy of mobility agents in the foreign domain. In summary, the MH
uses a regional registration message when performing intra-hierarchy handoffs, while a
crossover FA, the first common FA between the old and new path, is responsible for
handling and replying to the MH’s registration request.

A number of FA hierarchies might be deployed in the same domain. When changing
GFA, i.e. moving between FA hierarchies, the MH is required to register with its HA.
Nevertheless, existing prototype implementations, and simulations have considered
deploying only one FA hierarchy in the foreign domain [27], [49]. The FA hierarchy
approach is sensitive to FA failures. In addition, the GFA is required to maintain a visitor
entry for every MH currently registered within its hierarchy. Nevertheless, it is
independent of any physical network placement of FAs and offers the same level of
security as the base Mobile IP by extending the Mobile IP registration and authentication

process.
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A relevant issue is making the FA hierarchy more fault-tolerant. Omar et al. [42]
attempt to achieve this target by suggesting two approaches to recover from a regional
FA failure. The first approach reverts to a non-hierarchical FA setup. Affected MHs are
informed to perform a registration with the corresponding HAs, changing their registered
care-of address, the GFA IP address, to their current FA. The second approach heals the
broken hierarchy, by making an upper level FA remove the faulty FA from the hierarchy,
and point to a lower FA in the hierarchy that has less probability of failure. The two
suggested approaches do not deal with GFA failurés.

El Malki and Soliman [24] introduce fast handoffs in a “flat” network setting through
a “bicasting” approach to support data forwarding to the previous and new foreign agents.
The “bicasting” approach is enabled through simultaneous bindings, which the MH
explicitly requests in its registration request message. The authors explain how to apply
the fast handoff approach within a hierarchical Mobile IP setting, and suggest routing
improvements for data traffic between MHs within the same domain.

In a related approach, Avancha et al. [5] suggest the use of forwarding pointers
between domain foreign agents (DFA) to implement a fast handoff scheme. A three-level
mobility support hierarchy is assumed. The hierarchy is comprised of a DFA at the root
(similar to the GFA), subnet FAs at the second level to represent subnets, and FAs at the
leaf level to act as BSs. The MH is responsib]e for registering with the previous DFA,
when handing off to a new DFA, without informing the HA. Hence, a forwarding chain is
maintained amongst DFAs to point to the current domain where the MH is located. When
the chain of forwarding pointers reaches a certain limit, the current DFA is responsible
for collapsing the chain by sending a registration request to the HA. In such approach, the
length of the forwarding chain increases the observed packet latency, hence affecting
delay-sensitive applications. In addition, security implications of the proposed approach

are not discussed.
Local and indirect registration (Anchor FA approach)

This approach [21] aims at reducing handoff latencies within the visited domain.

Handoff latencies are attributed to three components: latency in Mobile IP registration,
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delay incurred to set up FA-HA dynamic keys, and latency incurred in setting up FA-HA
secure tunnels. Two approaches are suggested: local registration, and global indirect
registration. Either approach requires the MH to perform a global registration with its
HA upon entering the visited domain. In the local registration approach, it is assumed
that the current FA and the‘ MH éstablish a shared security association. Later on, the
current FA acts as an Anchor FA for this MH, authenticating the MH while it moves
within the same domain. When the MH changes FA within the same domain, the new FA
performs local registration with the Anchor FA. This approach requires a shared security
association between every two FAs in the domain. In this manner, the handoff latency is
- reduced to registering locally with the Anchor FA. The global indirect registration
approach is used when no security association could be established between the Current
FA and the MH, requiring the HA to always authenticate the MH registration. Again, the
current FA acts as an Anchor FA for this MH. Any new FA directs the MH registration
towards the Anchor FA, the Anchor FA relays the registration to the HA, which
authenticates the registration. This approach eliminates the latency due to FA-HA
dynamic key establishment, and the latency due to FA-HA secure tunnel establishment.
This approach can be abstracted as dynamically creating a two-level FA hierarchy rooted
by the anchor FA, while all other FAs become leaves in such hierarchy. The anchor FA
can change from one MH to the other. However, security association requirements for
such approach represent a scalability issue with increased number of deployed FAs.
Every two MHs need to have a pair of security associations, one in each direction, in

order to authenticate any inter-FA messaging.

Fast and scalable handoffs

This approach [9] suggests also the use of FA hierarchies. However, distinguishes the |
local mobility case where a MH moves between BSs on the same IP subnet, and does not
rely on standard Mobile IP signaling. The Address Resolution Protocol (ARP) proxy and
gratuitous ARP messages are used in the IP subnet to maintain the illusion that the MH
resides on the wired link in this subnet. The handoff protocol between the old and the

new BS uses a retransmission buffer. The size of the retransmission buffer size is tuned to
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the number of expected packet losses during a handoff, and the complete buffer is
retransmitted from the old to the new BS after every handoff to reduce packet loss.
Movement between IP subnets is handled by subnet FAs. A MH uses a domain FA IP
address as its care-of address in its Mobile IP home registration. Use of proxy and

gratuitous ARP represents a major security problem in this approach.

Telecommunications-enhanced Mobile IP (TeleMIP)

TeleMIP [18] is an IP-based architecture to handle intra-domain mobility in cellular
wireless networks. A two-level mobility agents’ hierarchy is proposed in the foreign
network. At the root level, a Mobility Agent (MA) provides a global care-of address for
the MH, while at leaf levels, subnet Agents (SA) provide local care-of addresses to the
MH. Conceptually, TeleMIP is a special case of the general FA hierarchy approach,
specialized for wireless access networks, although standard Mobile IP registration
signaling is not used. The base intra-domain mobility management protocol (IDMP) in

TeleMIP is further extended to support fast handoffs and paging [17].

2.4.2 Host-based forwarding schemes

Protocols in this category install host-specific routing entries in the foreign domain to
alleviate the hierarchical tunneling overhead observed with the mobility agents’ hierarchy
approach. Special techniques are required to maintain and update such entries. Examples
of such update techniques include snooping on the MH’s data packets to update the
current whereabouts of the MH, and explicit message signaling by the MH. Protocols
ihclude Cellular IP [64], and the Handoff-Aware Wireless Access Internet Infrastructure
(HAWAID) [55]. A generic host-based routing scheme was introduced in [69] while
comparing the performance of the aforementioned schemes with the hierarchical Mobile
IP approach. In addition, Campbell et al. [12] recently compared the performance of
hierarchical Mobile IP, cellular IP, and HAWAII through network simulation by using
the Columbia IP Micro-Mobility Software (CIMS) [15].
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Cellular IP

This approach [13], [64] suggests handling local-area mobility through a wireless
access network. A wireless access network primarily consists of base stations
interconnected by wired links, and other nodes that have no radio device, but can have
mobility support functions. The network is connected to the Internet through routers,
called gateway routers (GW). The gateway router can act as a HA or a FA.

The wireless access network is partitioned into Paging Areas. BSs transmit which
paging area they belong to as part of their periodic beacon signals. Packets addressed to a
MH are routed to its current BS on a hop-by-hop basis. To accomplish that, two types of
caches are deployed within the wireless access network: Paging Caches maintained for
idle mobile hosts, and Routing Caches maintained for MHs currently receiving or
expecting to receive data. Paging caches are deployed in selected nodes of the wireless
access network, while it is expected that most of the nodes will have a routing cache.

While idle, the MH is required to send a paging-update packet whenever it enters a
new paging area. If the MH roams within the same paging area it periodically sends the
paging-update packet only when a specific timer expires. These packets are routed hop-
by-hop towards the GW where they are eventually discarded. Meanwhile, they update
any paging caches along the Way. When data packets are available to the MH, the GW
sends a paging packet that is routed to the MH. At any node, if no up-to-date route cache
mapping is available, the paging cache is used to route the packet. If a node does not
contain a paging cache, it forwards the paging packet over all its downlinks. If a node
contains a paging cache with no mappings for this MH, the packet is discarded. When the
MH receives this paging packet, it responds with a route-update packet that configures
routing caches along the way to the GW. Hence, the nodes in the network do not exactly
know the location of the MH, until data packets are available. In such case, a paging
process is performed and routing caches are configured through a control packet sent by
the MH. Any data packets transmitted by the MH are routed to the GW on a hop-by-hop
basis. Nodes that contain routing caches monitor these passing data packets and use them

to update the routing mappings. If the MH is not transmitting, only receiving or expecting
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to receive, it is required to periodically send route-update packets to keep the Routing
‘caches current.

In such approach, the GW presents a single point of failure. In addition, when the
number of MHs increases, the number of control packets needed to keep the mappings

current increases possibly overloading the wireless access network.

HAWAII

This approach [54], [55] suggests partitioning the wireless access network into
administrative domains with domain gateway routers named the Domain Root Routers.
When a MH is moving within its home domain, it retains its IP address. Packets destined
to the MH reach the Home Domain Root Router based on the subnet address of the
domain and are forwarded over special dynamically established paths to the MH. In such
manner; The HA functionality is not needed while the MH is moving within its home
domain.

When a MH is visiting a foreign domain it is required to obtain a co-located care-of
address within the foreign domain. The MH keeps this care-of address as long it is within
the same foreign domain. Nevertheless, it is required to register with a BS within the
domain to better handle handoffs. The BS in turn informs the MH’s HA about the MH’s
co-located care-of address through the Mobile IP registartion process. The HA forwards
any datagrams for the MH to its care-of address. These datagrams reach the foreign
domain root router through normal IP routing, and are forwarded over dynamically
established paths until they reach the MH. When the MH powers up, it sends a Mobile IP
registration message to its nearest BS. The BS propagates a HAWAII path setup update
message to the Domain Root Router using a configured default route. Each router in the
path between the MH and the Domain Root Router adds a forwarding entry for the MH.
Finally, the domain root router sends back an ACK to the BS, which sends a Mobile IP
registration reply to the MH. The host-based forwarding entries are soft-state entries that
are kept alive by periodic hop-by-hop HAWAIIL refresh messages.

Two variants of path setup schemes are proposed motivated by two types of wireless

networks. The Forwarding scheme is optimized for networks where the MH is able to
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listen/transmit to only one BS. The Non-Forwarding scheme is optimized for networks
where the MH is able to listen/transmit to two or more BSs simultaneously for a short
duration. In the Forwarding scheme, packets are first forwarded from the old BS to the
new BS before they are diverted at the crossover router. Whereas, in the Non-Forwarding
scheme, as the path setup message travels from the new BS to the old BS, data packets
are diverted at the crossover router to the new BS, resulting in no forwarding of packets
from the old BS. \

The problem we envision with such approach is the requirement that the MH must
acquire a new co-located care-of address whenever it changes domains. This requirement
stresses the already depleted IPv4 address space. In addition, all the routers in the domain
must maintain host-based entries to efficiently implement the path setup scheme.
Nevertheless, the proposed approach takes into accouni the different types of wireless
networks suggesting two corresponding path setup schemes. In addition, HAWAII has

been extended to include paging functionality [53].

2.4.3 Multicast-based schemes

A number of proposals have investigated the use of multicast technology as a solution
for the host mobility problem. The proposals range from using multicast as the sole
mechanism to provide addressing and routing‘ services to MHs [41], to the HA pre-
assigning the MH a multicast address as suggested in the Daedalus approach [6]. The
previous approaches are not considered as local-area mobility support solutions as they
require handling issues such as allocating unique multicast addresses across the wide area
network. Multicast-based local-area mobility solutions exploit the usage of multicast
within a confined domain as an efficient mechanism to achieve fast handoffs through
standard multicast join and prune mechanisms [28], [32], [61].

To achieve fast handoffs in connection-oriented picocellular (in-building) networks,
Ghai and Singh [28] propose a three level hierarchy. At the lowest level is a dense
collection of MHs that communicate with each other and with stationary hosts in the
network as they move between cells. Mobile Support Stations (MSSs) handle

communication in each cell. The MSSs are all connected to an assigned supervisor
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machine called the Supervisor Host (SH). The SH has the responsibility of tracking MHs
and maintaining their connections within its subnet. Picocells in the vicinity of the MH
are dynamically formed into multicast groups and packets for a MH are multicast by the
SH to all MSSs within the group. The shape and composition of the group is determined
by the architecture of the building, the speed at which the MH moves between cells and
the direction of motion. The group is updated each time the MH moves between cells and
all the MSSs that belong to the new group are informed by the SH of the group identity
and the identity of the corresponding MH.

Tan et al. [61] proposed assigning a multicast address to the MH within the
boundaries of the foreign domain. They describe a foreign domain architecture with a
two-level hierarchy, with a Domain FA (DFA) at the top of the hierarchy, and BSs as
leafs of the hierarchy tree. The DFA performs multicast address allocation to the MH. All
MHs are fequired to register with the FA according to Mobile IP specifications. Multicast
is used as the packet forwarding mechanism from the DFA to the BSs. To ensure no
‘multicast address conflict, the authors point out that mechanisins for allocating multicast
addresses globally, such as allocating a range of multicast addresses to each domain,
must be used. However, The details of the multicast address allocation mechanism are
not discussed. In addition, The DFA approach is a centralized approach for multicast
address allocation that does not scale well with large numbers of MHs. Moreover, the
DFA is required to be the forwarding agent for all MHs within the foreign domain in
which case the DFA becomes a bottleneck and a single point of failure.

Helmy and Jaseemuddin [32] suggest allocating a locally-scoped multicast address to
the MH within the foreign domain. Data packets are multicast-tunneled to the MH’s
allocated multicast addréss within the foreign domain. The authors suggest two
architectures for multicast-based mobility support, where a unicast regional care-of
address (RCOA), and a multicast address (MCOA) are aésigned to the MH. The first
architecture is a proxy-based architecture where a mobility proxy (MP) handles the inter-
domain handoff and allocates MCOA. The second architecture is based on algorithmic
mapping where an Access Router (AR) infers MCOA from RCOA through algorithmic
mapping, while the MH informs the HA about its RCOA in its registration request. Such
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approach alleviates the need for explicit multicast address allocation. In addition, the
authors investigate several multicast state aggregation techniques at routers, since the
required number of multicast groups is proportional to the total number of MHs currently
in the foreign domain.

Adopting a multicast-based solution is an attractive approach, because of similarities
between network layer mobility management and multicast group management issues.
However, several multicast-related issues have to be addressed such as efficient multicast

“address allocation schemes, multicast routing techniques that scale to a large number of
multicast groups with a limited number of participants, and efficient techniques for

aggregation of multicast groups state within domain routers.

2.5 Summary

In section II, we presented relevant background information about network layer
mobility solutions. In addition, we overviewed the operation of Mobile IPv4 as a network
layer host mobility problem solution. Furthermore, we modeled and overviewed the
operation of Mobile IPv4 regional registration approach as a reference hierarchy-based
local-area mobility protocol. We identified the main resulting registration classes, and
pointed out the need for a hierarchy tunneling consistency mechanism. Furthermore, we
classified and surveyed local-area mobility protocols in general, identifying their main
categories as: Mobile IP extensions that leverage the existence of a hierarchy of mobility
agents in the foreign domain, host-based forwarding, and multicast-based solutions.

In section TII, we present a hierarchy-based local-area mobility support framework for
intra-hierarchy handoffs, motivated by identified race conditions and drawbacks within

Mobile IPv4 regional registration framework.
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SECTION 111
A REGISTRATION FRAMEWORK FOR

INTRA-HIERARCHY HANDOFFS

In this section, we introduce our framework for Mobile IP registration processing
within a foreign domain where local-area mobility is supported through the deployment
of foreign agent hierarchies. We present a FA hierarchy model, which hides the structure
of the FA hierarchy structure from visiting MHs, while offering a backward-compatible
mode of operation suited for legacy MHs, which are unequipped to handle local-area
mobility extensions. We focus on intra-hierarchy handoffs and present novel registration
processing techniques for such handoffs when associated with either home or regional
registrations. The adopted message signaling attempts to overcome shortcomings and
potential race conditions identified in the regional registration framework for Mobile
IPv4 (MIP_RR) [30], which is a related hierarchy-based local-area mobility solution (see
section 2.3). Moreover, an attempt is made to exploit the presence of a mobility support
overlay network in the form of a FA hierarchy, and emphasize the local handoff aspect in
order to optimize the mobile host registration and regional handoff processing. In section
IV, the proposed mechanisms herewith are used as a building block within a local-area
mobility solution based on cooperative foreign agents hierarchies to handle inter-
hierarchy handoffs. We qualitatively and analytically compare and contrast our proposed
mechanisms versus MIP_RR. In addition, we simulated our proposed framework using
design and implementation extensions (section V) of the network simulator ns-2 [8] and
experimented with UDP and TCP traffic. Network simulation results demonstrate that the
proposed techniques are effective in reducing UDP packet loss, and achieving better TCP
throughput, compared to a base Mobile IP approach, in the case of a distant HA.

Section III is organized as follows. Section 3.1 presents a critique of the regional
registration framework for Mobile IPv4, identifying some drawbaéks and potential race
conditions. Section 3.2 introduces our adopted foreign agent hierarchy model. Section 3.3

presents a regional registration processing approach, which prevents the identified race

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



37

conditions and drawbacks in section 3.1. In addition, a new replay protection update
mechanism is suggested to propagate to upper levels in the hierarchy, any new
identification values assigned to the MH. Section 3.4 presents two novel approaches for
processing home registrations associated with local handoffs. Section 3.5 presents
performance evaluation results using network simulations comparing the proposed
approaches versus other approaches, e.g., base Mobile IP. Finally, section II is

concluded in section 3.6.

3.1 Motivation: Critique of The Regional Registration Framework

In section II, we modeled and overviewed MIP_RR [30], introducing the concept of
regional registrations, and pointing ouf the need for a hierarchy tunneling consistency
mechanism as an integral part of a registration protocol signaling. Such mechanism is
crucial in ensuring consistency of tunneling state within the mobility support overlay
network (FA hierarchy), when the MH changes serving foreign agents in an intra-
hierarchy handoff (see section 2.3.2). In this section, we identify some drawbacks and
potential race conditions within the aforementioned tunneling consistency mechanism.
Such drawbacks and race conditions motivated us to introduce our framework for MH’s
registration processing presented later in section 3.3, and section 3.4.

Evaluating MIP_RR’s tunneling consistency mechanism, we point out the following
advantages.

— Tt requires the smooth handoff mechanism [47], hence reduces potential
packet loss until handoff completion;

— It introduces the binding aclmowledgment of binding update (BU) messages
between RFAs to insure message delivery;

— The tunneling consistency mechanism is symmetrical for home and regional
registrations.

However, the following disadvantages can be observed.

— A MH that is not smooth handoff enabled would be denied service from

within such FA hierarchy.
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— A potential race condition exists within the proposed message signaling,
which might lead to inconsistent tunneling state within the hierarchy.

The identified race condition can be described as follows. If the BU message
propagated through the old path reaches the crossover FA before the registration request
propagated through the new path, a crossover FA can not deduce it needs to generate the
MH’s binding acknowledge message and hence forwards the BU message to its father FA
towards the GFA. Such scenario has the following consequences.

~ Upper RFAs, higher than the crossover FA, possibly up to the GFA will
replace the MH’s visitor entries with corresponding binding caches. The
MH’s will be considered as not currently a visitor for these RFAs.

— The MH’s remaining registration lifetime, which the initial lifetime amount
was initially granted by the HA, will be replaced with the specified lifetime in
the BU message. Tunneling lifetime inconsistencies will exist in the hierarchy.

In the case of a home registration associated with a local handoff (HR-LH), such BU
lifetime might expire before a registration reply is received from the HA. In the case of a
regional registration, such BU lifetime is not consistent with the lifetime granted by the
crossover FA in the generated regional registration reply, thus creating remaining lifetime
inconsistencies within the RFAs. MIP_RR’s authors suggest that upper level RFAs
should ignore the BU forwarded by the crossover FA since it does not supply any new
care-of address. We argue that this condition is true for every binding update propagated
through the old path and can not be used as a special condition to ignore the BU for RFAs
above the crossover FA.

The signaling design flaw highlighted here stems from allowing 2 messages, the BU
through the old path, and the registration request through the new path, to simultaneously
flow in 2 separate paths towards the crossover FA that identifies its “crossover” status
when receiving a registration request through the existence of a visitor entry for this MH.
Furthermore, such separate paths may not be symmetric in terms of available bandwidth,
link delay, or current congestion status. In Fig. 7, we abstract the tunneling consistency
mechanism along with the involved hierarchy links. The MH is handing off from the old
FA to the new FA and generating a registration request (home or regional). When the

new FA receives the registration request; it initiates the tunneling consistency mechanism
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by sending a BU to the old FA, and propagates the registration request upwards in the FA
hierarchy. In order to better quantify the conditions favoring the occurrence of the
identified race condition, we introduce a set of relevant delay measures as summarized in

TABLE 1.

Crossover FA

BU *
,‘, / AN Registration
(Doltl—crasxover) K4 ! /7
oy, Request
’ ! / A
s b D ;
I‘ /, ,I | New path\\ ( new—crassaver)
Old path
----------------- Registration
< D new-old 5
BU Request
MH

Fig. 7. Abstraction of the tunneling consistency mechanism.

TABLE 1
SUMMARY OF DELAY MEASURES
Delay Measure Description
Doer-old The delay required for a BU message to be generated and transmitted by the new

FA to reach the old FA, when the new FA receives the MH’s request.

D id.crossover The delay for a BU message to be generated and transmitted by the old FA and
relayed by each intermediate RFA in the old path to reach the crossover FA, when
the old FA receives the BU from the new FA.

The delay for a MH’s registration request to be relayed by the new’ FA and

Dnew—cmssaver

propagated by each intermediate RFA in the new path to reach the crossover FA,

when the new FA receives the MH’s request.
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Referring to Fig. 7 and TABLE 1, we highlight the factors affecting each of the
introduced delay measures. Dy,y-01¢ is dependent on link, queuing, and routing delayé on
the routing path from the new FA to the old FA. Dou.crossover (Drew-crossover) 1S dependent on
link, and queuing delays on each intermediate link between the old (new) FA and the
crossover FA along the old (new) path in the FA hierarchy, and on processing delays at
each intermediate RFA on this path. The identified race condition with possibility of

subsequent hierarchy tunneling inconsistencies will occur if the inequality in (1) holds.

D,pat Do <D ey

new—ol —=crossaver REW—Crossover

3.2 Foreign Agent Hierarchy Model

In this section, we present our adopted foreign agent hierarchy model, in terms of
terminology and mobility agents advertised addresses. We reuse the terminology from
MIP_RR [30], and assume that a FA hierarchy (Fig. 8) is rooted by a Gateway Foreign
Agent (GFA), which the MH can use its publicly routable IP address as its home-
registered care-of address. Any intermediate level FA is termed a Regional Foreign
Agent (RFA).

We place no restriction on the number of levels in the hierarchy, nor on the number of
FAs within a hierarchy level. When the MH is handing off from one FA to another, the
crossover FA is the first common FA between the old and the new path to the GFA. In
Fig. 8, when the MH hands off from FA; to FAg, the old path is {FA7, FA3;, GFA} and
the new path is {FA¢, FA3;, GFA} with the crossover FA being FA3. An individual FA
advertises the IP address of the GFA, and might advertise his own IP address if such
address is not private. If the MH is not equipped to handle regional registrations, and an
FA advertises its own IP address, the MH can register this FA’s address as its home-
registered care-of address, according to the base Mobile IP protocol [43]. Hence, we offer
a backward compatible mode of operation for legacy MHs, which are unable to handle
local-area mobility extensions.

Individual FAs advertise their Network Address Identifier (NAI)‘[3} through a FA-
NAI extension [10] appended to the agent advertisement. Inspection of the FA’s NAI

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



41

allows a MH to decide whether it has changed foreign domains, or whether it has
returned home. Furthermore, if individual FA addresses are private addresses, the MH
uses the previous foreign agent’s NAI to identify such FA when sending a registration
request to a new foreign agent as part of a smooth handoff mechanism [47]. For instance,
in Fig. 8 FA; advertises the IP addresses {FA;, GFA}, as well as his NAI
{FA;@RealmX}. For authentication purposes between foreign agents, security
associations [35] are required between each parent FA and its children FAs beneath it in
the FA hierarchy.

We believe that an FA should not advertise the FA hierarchy addresses leading to its
GFA. In such manner, the size of the FA advertisement is not dependent on the number
of hierarchy levels above it in the FA hierarchy, less bandwidth is required if the FA
advertisement is to be transmitted over a wireless link, the structure of the FA hierarchy
is hidden from the MH, and the structure of the FA hierarchy can change dynamically
without having to alter the FA advertisement. The fact that the FA hierarchy structure is
not advertised to the MH implies that the MH cannot decide which RFA is the crossover
FA to be used as the target of its next regional registration. Hence, the MH always uses

the GFA as the target of any regional registrations within the FA hierarchy.

.....................

.....................

(FAG6,GFA} i | | (FA7,GFA} i
FA6@RealmX | ! FA7@RealmX

Fig. 8. A foreign agent hierarchy with a sample of agents’ advertisements.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



42

3.3 A Regional Registration Processing Framework

While performing an intra-hierarchy handoff, the MH’s resulting registration can be
classified as: a regional registration implying a local handoff to be replied to by the
crossover FA, or a home registration associated with a local handoff (HR-LH), if the
timing to send a home registration coincides with a local handoff. In this section, we
present a regional registration processing framework and associated tunneling
consistency mechanisms. We opt for a signaling design methodology that does not
require the smooth handoff mechanism to maintain tunneling consistency, leaving such
functionality to be optionally used by the MH to further reduce potential packet loss. In
our signaling design, the crossover FA triggers the tunneling consistency mechanism
upon receiving a regional registration request. Thus, race conditions, stemming from the
crossover FA’s inability to properly identify its status as a “crossover FA” for a certain
registration request as previously identified within MIP_RR (see section 3.1), are
prevented. In the following sections, we present our proposed framework for regional
registrations processing, explaining how the smooth handoff mechanism, if used by the
MH, can coexist with our proposed approach. In addition, we discuss how authentication
and replay protection can be performed for protocol messages. Furthermore, we suggest a
new replay protection update mechanism, which propagates the new identification value
assigned by the crossover FA to the MH, to ensure future successful processing of MH’s
registrations by upper levels of the FA hierarchy. Furthermore, we compare and contrast

our proposed approach versus MIP_RR using qualitative and analytical comparison.

3.3.1 Operational Overview

When the MH sends a regional registration request, it is propagated upwards in the
hierarchy until it reaches the crossover FA. The crossover FA generates a regional
registration reply switching the tunneling path for the MH from the old path to the new
path. The regional registration reply is propagated down the new path until it reaches the
MH. Any future data packets received at the crossover FA for the MH are tunneled
through the new path, alleviating the need for the old path.

We suggest using a Deregistration mechanism, as a tunneling consistency

mechanism, triggered by the crossover FA, by which a binding update message with
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lifetime equal to 0 is propagated through the MH’s old path originating from the
crossover FA. A similar approach, albeit relying on home registrations only, was
'previoﬁsly proposed and implemented in the Dynamics Hut Hierarchical mobile IP
implementation [27]. Furthermore, we require binding update delivery acknowledgement
by the receiving FA in response to the deregistration message. Consequently, each RFA,
beneath the crossover FA in the old path, receiving the binding update message from its
‘parent FA performs the following steps.
— Note the current tunnel endpoint for the MH,
— Delete the MH’s visitor entry,
— Generate a deregistration message to the noted tunnel endpoint (one of its
children FA),
— Generate a binding acknowledgment message back to the sender FA (its
parent FA).

This process repeats at each intermediate RFA until the BU message reaches the leaf
FA that was previously serving the MH (old FA), hence does not have a tunnel endpoint
for the MH. If a RFA does not receive a binding acknowledgment message from the
tunnel endpoint (one of its children FA) after a specific time interval, it is responsible for
resending the BU inessage, until an acknowledgment is received.

The‘ proposed tunneling consistency mechanism ensures that the old path entries for
the MH are cleared in a timely fashion. Fig. 9 illustrates the proposed signaling message
flow for regional registrations along with the associated tunneling consistency
mechanism invoked by the crossover FA. If the MH is requesting simultaneous binding
[43], i.e., the desire to maintain the old and new path simultaneously, in its regional

request, such deregistration mechanism is not triggered by the crossover FA.
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Fig. 9. Proposed signaling message flow for regional registration.

3.3.2 Authentication and Replay Protection

Any binding update or acknowledgement message exchange between foreign agents
is authenticated by a route optimization authentication extension [47] based on the pre-
established security associations between each parent and child FA. Replay protection is
provided for binding updates by usage of the identification field within the binding
update and acknowledgment messages [47] according to the replay protection style

between each 2 pairs of foreign agents.
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The MH authenticates its regional registration request using its registration key
shared with the foreign agent hierarchy by appending a MH-GFA authentication
extension. The crossover FA checks the authenticity of the request by confirming the
authenticator value supplied by the MH, and makes sure that this indeed is the latest
message from the MH (message freshness). Replay protection for regional registration
requests is provided through the usage of the identification fiéld within the request and
reply messages [43] according to the replay protection style selected by the MH for
regional registrations.

Timestamp replay protection is processed according to [43]. Nevertheless, the FAs
individual clocks along with the MH’s clock, used to generate the timestamps, need to be
synchronized. In such case, any newly generated timestamps by intermediate FAs need
not be distributed in the FA hierarchy.

The FA hierarchy only advertises the GFA, but not the hierarchy itself. Thus, in the
case of nonce replay protection, the MH associates the identification value supplied
within the registration reply with the current GFA. Any intermediate RFAs record the
current nonce value for future use, if such intermediate RFA is in a position to reply to a
future regional registration request. If an RFA generates a new nonce value, a mechanism
is needed to disseminate this new nonce value to higher FAs in the hierarchy, since any
of these FAs inight be next to authenticate future regional registration requests from this
MH®. We propose that the RFA generating the new nonce value, the crossover FA, sends
a replay protection update message upwards in its FA hierarchy. This new Mobile IP
message (Fig. 10) propagates upwards all the way to the GFA and contains the MH home
address, along with the new identification value and is authenticated by means of a FA-
FA authentication extension. Intermediate RFAs in the path towards the GFA associate
the new identification value with the MH. In such manner, such RFAs are capable of
authenticating any future regional registration requests by the MH. Similarly, in case of

timestamp replay protection, the same idea of propagating the generated timestamp using

S In nonce replay protection, the crossover FA generates the new nonce value that the MH supplies in

its next regional registration request.
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the replay protection update message éan be equally applied, if general clock
synchronization cannot be achieved.

Alternatively, another solution to provide replay protection is through the announcing
FA by means of a challenge-response mechanism [46]. In such case, timestamps or

nonces are not needed between the MH and the GFA.

01234567 89012345 67890123 45678901

Type Reserved
MH Home Address

New MH Identification

Identification

Extensions ...

Type Message Type.

Reserved Reserved. Sent as 0; ignored on reception.

MH Home Address The home address of the MH to which this message
refers.

New MH Identification A 64-bit number, the new identification value for the
MH stored by the receiver for future use.

Identification A 64-bit number, assigned by the sender to assist in

protecting against replay attacks.

Fig. 10. Replay protection update message format and fields.

3.3.3 Coexistence with Smooth Handoff Mechanism

If the MH is requesting the usage of the smooth handoff mechanism (section 2.3.2),
the new FA transmits a BU on behalf of the MH to the old FA (BUpewra), Which
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authenticates the BU and sends a binding acknowledgment to the new FA, which delivers
it to the MH. Meanwhile, a deregistration message is propagated through the old path by
the crossover FA towards the old FA. The following two cases can arise.

1. ‘BUnewra reaches the old FA before the deregistration message. The MH’s
visitor entry is deleted, and a binding cache entry pointing to the new FA is
created. Such binding cache entry is eventually removed when the old FA
receives the deregistration message, since such message is simply a BU with
zero lifetime.

2. Deregistration message reaches the old FA before BUpgywra. The MH’s visitor
entry is deleted upon first receiving the deregistration message. In such case,
the old FA receives BUy,,ra While no visitor entry exists for the MH. Thus,
the old FA denies the BU generating a negative binding acknowledgment
back to the new FA.

If buffering services are provided by foreign agents to the MH [49] and the
deregistration message reaches the old FA before BUpewra, the old FA does not know
how to forward the buffered packets to the new FA while it needs to delete the MH’s
wvisitor entry. Thus, a mechanism is needed which informs the old FA about the MH’s

| new FA when the MH is not using the smooth handoff mechanism (i.e., the MH is not
providing the old FA information to the new FA). Even if the MH is smooth handoff
enabled, individual foreign agents may not be advertising their own IP address, or their
NAI to allow the MH to use either for smooth handoff purposes. Such mechanism
leverages the existence of a hierarchy, and rélies on propagating the new FA IP address,
provided by the new FA itself, with the regional registration request along the new path,
then along the old path with the tunneling consistency binding update messages. We
present the details of such mechanism as part of our home registration processing

framework, which we detail in section 3.4.

3.34 Analysis and Comparison

We analyze the proposed regional registration framework and associated tunneling

consistency mechanism using the delay measures introduced earlier in TABLE 1. Fig. 11
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abstracts the regional registration processing along with involved delays in our proposed

approach as well as the MIP_RR’s approach for comparison purposes.

Crossover FA

BU
Regional Registration

Request

P Regional
" /1 Registration (Drew-crassover)
/ Reply
DCI’OSSOVET-"EW
Regional
Registration Request
MH
(a)
Crossover FA
BU ,/’/ Regional Registration
/ 7

VA R
Dotdcrossover) .+ // Regional Request
VA Registration

s ,” Reply

/ (Dcrﬂssvver'new)
____________________ Regional
D new-old cgiona
, D Registration Request

MH

(b)
Fig. 11. Abstracted view of regional registration processing along with involved delays.

(a) Proposed (b) MIP_RR [30].
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- We define regional registration latency as viewed by the MH to be the time interval
between submitting a regional registration request and receiving a regional registration
reply. After receiving a regional registration reply, the MH is assured that its tunneling
path within the foreign agent hierarchy has been switched to the new path. Furthermore,
such regional registration reply indicates to the MH the completion of the current handoff
event from the foreign agent hierarchy perspective (network-layer point of view). We
introduce a new delay measure D pssover-new t0 be the delay to generate and transmit the
regional registration reply by the crossover FA, to be relayed by all intermediate RFAs to
reach the new FA, starting when the crossover FA receives the MH’s registration request.
Such delay is dependent on link, and queuing delays on each intermediate link between
the crossover FA and the new FA along the new path in the FA hierarchy, and on
registration reply processing delays ét each intermediate RFA on this path. In general, the

MH’s perceived regional registration latency can be formulated as shown in (2).

Time for the new FA to receive the request from the MH +
Registration latency = Duew-crossover + Derossovernew +

Time for the MH receive the reply from the new FA 2)

We define D ogsoverois 10 be the delay to generate and transmit a BU down the old
- path by the crossover FA, to be relayed by all intermediate RFAs to reach the old FA,
starting when the crossover FA receives the MH’s registration request. In TABLE 2, we
compare the proposed approach versus MIP_RR, in terms of the following aspects.
1. The MH’s perceived registration latency.
2. The delay before the tunneling consistency mechanism is initiated
(Diitconsistens) Starting when the new FA receives the MH’S request.
3. The delay before the tunneling consistency mechanism runs to completion
(Dconsistent)-
4. The delay before the old FA can forward any packets (buffered or received
afterwards) to the new FA (Drorward), if any, starting when the new FA

receives the MH’s request.
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For our proposed approach, we are assuming the availability of a mechanism that
propagates the new FA IP address information to the old FA (see section 3.3.3), while the
MH is not using the smooth handoff mechanism. If the MH is using the smooth handoff
mechanism, only Drymarg 18 affected, according to whether the BU from the new FA, or
the tunneling consistency BU from the parent FA reaches the old FA first.

Analyzing the formulas presented in TABLE 2, we conclude that the initiation of the
tunneling consistency mechanism in our proposed framework is dependent on the number
of RFAs between the new FA and the crossover FA (number of intermediate levels), and
the corresponding link and queuing delays on the new path. On the other hand, for
MIP_RR such méasure is dependent on link, queuing and routing delays between the new
and old FA, respectively. The mathematical relationship (<, 2) between Dyey.piq and Dy

crossover D0lds the key to which approach is faster in ensuring tunneling consistency along

the old path®.
TABLE 2
QUANTITATIVE COMPARISON OF THE PROPOSED APPROACH VERSUS
MIP_RR
Measure Proposed Proposed with MIP_RR [30]
MH using smooth handoff
Registration As givenin (2) As given in (2) As given in (2)
latency
Dinirconsistens Dhery-crossover Dhe-crossover Dre-otd
D consissent Dhnicconsistent + Derossover-otd | Dinisconsistent + Derossover-od Dinisconsistent Dotd-crassover
Drorward Duv-crossover + Derossover-ota - | M { Dewoi, Dyievv-ola
Drew-crossover + Derossover-otd}

6 . . .
Assumlng D crossover-old 18 eqmvalent to Dold-crassover'

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



51

Utilizing the smooth handoff mechanism as the basis for the tunneling consistency
mechanism, allows initiating such mechanism from the earliest possible point on the RFA
tree, which is the new FA. However, as pointed earlier in section 3.1, the use of such
approach coupled with the dependence on the time of receiving the corresponding
regional registration request by the crossover FA open the door for potential race
conditions. Even in the absence of such potential race condition, we argue that our
framework presents a viable approach to ensure hierarchy tunneling consistency and
inform the old FA about the new FA when the MH is not enabled to use the smooth
handoff mechanism, or the foreign agents are not advertising any means for personal

ide’ntification such as their IP addresses, or their network access identifiers.

3.4 A Home Registration Processing Framework

The MH performs a home registration when it first enters the foreign domain, and
periodically to maintain its home mobility binding. For intra-hierarchy handoffs, we
classified home registrations (section 2.3.1) according to whether a local handoff from
one FA to the other is involved. If no handoff is involved, the home registration is
propagated in a path that has MH’s visitor entries established using a previous regional
registration. In such case, no tunneling consistency mechanism is required since there is
no crossover FA, and no old path with visitor entries to be deleted. On the other hand, if a
local handoff is involved (HR-LH, see section 2.3.1), the registration request is
propagated in an un-established path until it reaches a crossover FA that forwards the
request over an already established path until it reaches the GFA. In the latter case,
simply applying a tunneling consistency mechanism that deletes the MH’s visitor entries
in the old path maintains the tunneling consistency, but degrades handoff performance
since the MH can not be reached until the registration reply from the HA establishes the
new path. HR-LH rate of occurrence depends on the MH mobility pattern, home
registration lifetime, and when the MH receives foreign agents’ advertisements. For
instance, a MH can initiate a home registration that does not involve a local handoff,
move to another FA due to a received FA’s advertisement, and subsequently generate

another home registration, which at this time involves a local handoff.
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In this section, we present 2 novel approaches for processing of home registrations
involving local handoffs within the same foreign agent hierarchy. We analyze and
contrast both approaches, and later present a simulation study comparing their usage
(section 3.5). Both approaches attempt to exploit the hierarchy structure, in order to
optimize the MH handoff while waiting for the home registration reply to be received
from the HA. The KOPA (Keep Old Path Alive) approach (section 3.4.1) follows the
same line of thought as MIP_RR [30] in attempting to keep the old path “alive” and
tunnel packets to the MH’s new FA until the handoff completes by receiving a home
registration reply. Nevertheless, such task is performed without relying on the MH’s
usage of the smooth handoff mechanism as a required component, and designed to
prevent previously identified race conditions (section 3.1). The SINP (Switch
Immediately to New Path) approach (section 3.4.2) emphasizes the local handoff aspect
and switches the MH’s tunneling path within the hierarchy immediately to follow the
new path without waiting for the home registration reply. We focus here on home
registrations associated with intra-hierarchy handoffs. In section IV, we present a foreign
agent hierarchy cooperation-based framework to handle home registrations associated

with inter-hierarchy handoffs.

3.4.1 KOPA: Keep Old Path Alive Approach

The KOPA approach relies on the crossover FA to initiate a mechanism by which the
MH’s old path is kept alive until the home registration is received, and consequently
creating visitor entries in the new path. “Keeping the old path alive” implies performing
the following two steps.

1. Replace visitor entries in the old path with binding cache entries, with a
specified lifetime, that point to the same visitor entry’s tunnel endpoint for the
MH (one of the children FAs),

2. Inform the old serving FA about the MH’s new FA to tunnel to it any already
buffered or future data packets that arrive at the old FA.

Such procedure ensures future tunneling consistency since a visitor entry is replaced
with a binding cache avoiding future erroneous decisions by RFAs when receiving a

future MH’s regional registration request. Propagating the new FA information to the
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crossover FA and then down the old path is necessary since we do not rely on the MH’s
usage of the smooth handoff mechanism. Nevertheless, if the MH is using the smooth
handoff mechanism, we present how our approach coexists with such mechanism in
section 3.4.1.4. Fig. 12 illustrates an abstracted view of the KOPA approach for

processing home registrations involving local handoffs.

Registration Request

HA { GFA

BU with estimated lifetime,
along with new FA [P

address information. - Registration Request along

with new FA [P address

information

Registration

Request

~Old FA can tunnel buffered MH

or future packets to new

FA

Fig. 12. The KOPA approach for processing home registrations involving local handoffs.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



54

The new FA, upon receiving the MH's home registration request, propagates the
registration request upwards in the new path, appending his own IP address information
(see section 3.4.1.3). This registration request eventually reaches the crossover FA. The
crossover FA generates a binding update message with an estimated lifetime (see section
3.4.1.1) down the old path to its visitor entry tunnel endpoint appending the new FA
information it extracts from the received registration request. In addition, the crossover
FA propagates the home registration request upwards towards the GFA’ which sends it to
the HA. The crossover FA only propagates the new FA information down the old path,
but does not use such information for tunneling data packets to the MH even after a home
registration reply is received. This is due to the fact that the next MH’s regional
registration might terminate at a crossover FA that is at a lower hierarchy level than the
current crossover FA, hence the current crossover FA will not be informed to update its
MH’s tunnel endpoint. Thus, the crossover FA always establishes the MH’s tunnel
endpoint as its child FA that originally forwarded the registration request.

Each RFA, beneath the crossover FA in the old path, upon receiving the binding
update message from its parent FA performs the following steps.

— Note the current tunnel endpoint for the MH,

~ Delete the MH’s visitor entry,

— Create a binding cache entry with the specified lifetime (pointing to the noted
tunnel endpoint),

— Generate a binding update message to the noted tunnel endpoint (one of its
children FA),

— Generate a binding acknowledgment message back to the sender FA (its
parent FA).

This process repeats until the BU message along with the new FA information
reaches the FA that was previously serving the MH, hence does not have a tunnel
endpoint for the MH. The old FA, armed with the new FA information, can send any
already buffered, or future data packets to the new FA that delivers them to the MH. The

binding caches in the old path will eventually expire. Meanwhile, the home registration

" If the crossover FA is the GFA, then he simply forwards the request to the HA.
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reply should be received from the HA switching the MH’s tunneling path to the new path
alleviating the need for the old path. Fig. 13 illustrates the signaling message flow for the

KOPA approach.
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Fig. 13. Signaling message flow in the KOPA approach.
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The following design issues need to be addressed for correct and efficient operation
of the KOPA approach.

1. What lifetime the crossover FA uses for the binding update?

2. How the crossover FA ensures authentication and replay protection for the
MH’s home registration request, in order to initiate the tunneling consistency
mechanism?

3. How the new FA information is propagated along the new path with the MH’s
home registration request, and later along the old path with the binding update
message?

4. Coexistence with smooth handoff mechanism if used by the MH?
We next present our solution for each of these issues highlighting possible

alternatives and design tradeoffs.

3.4.1.1 Binding update lifetime

The old path needs to be kept “alive” until the home registration reply establishes the
new tunneling path for the MH in the foreign domain. Actually, the crossover FA starts
tunneling data packets to the new path after it has received the home registration reply
and established the sending child FA (in the pending registration record) as the tunnel
endpoint for the MH. Hence, the crossover FA can switch to the new path after the
registration request it propagates upwards, on behalf of the MH, eventually reaches the
HA, is processed, and a home registration reply is received by the crossover FA. The time
interval which is the difference between the time the crossover FA propagates the
registration request upwards and the time it receives a corresponding home registration
reply, represents the home registration latency as seen at each involved RFA. The
duration of such time interval is affected by the following factors: the number of
hierarchy levels and required request/reply messages processing at each level between the
crossover FA and the GFA; the round trip time between the GFA and the HA; and the
home registration processing time by the HA.

The binding update lifetime can be readily selected as the remaining MH’s
registration lifetime at the crossover FA when receiving the registration request.

Nevertheless, such remaining lifetime is dependent on when the MH initiates a home
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registration, might not be enough for the request to reach a distant HA, be processed by
the HA, and for a registration reply to reach the crossover FA. Thus, we suggest
incorporating measuring the home registration latency as part of the BU lifetime selection
process, as explained next.
We propose to let RFAs measure the aforementioned time interval (4¢) for every
approved MH’s home registration. Such decision implies that a RFA notes the time it
~forwards a home registration request towards the GFA (#,rward_requesi), storing it for future
use in a pending registration record. When the RFA receives the approved home
registration reply (treceive_reply), the stored forwarding time is extracted and the time
interval is computed according to (3). This measure provides a crossover FA with an
estimate to aid in selecting the BU lifetime, since it represents the most recent home

registration latency as seen by this RFA

At = treceive_reply - tforward_request (3)

The estimated measure is updated at each RFA in any hierarchy path towards the
GFA that the MH’s home registration request is propagated through. We only store the
‘most recent measured value, and not compute the estimate as a weighted average of old
and new values, since this process might not be that frequent depending on the time
intervals between consecutive home registrations. However, a crossover FA cannot solely
depend on this measure to compute the BU lifetime, since the crossover FA might not yet
store this measure depending on the MH’s mobility pattern. Fig. 14 depicts an example
scenario where a crossover FA does not store a home registration latency measure for a
MH. When the MH enters the foreign domain, it sends its first home registration to FAs.
Hence, home registration latency measures are stored by {FA3, GFA} because the home
registration reply flows in the path {GFA, FAj, and FA¢}. Next, the MH hands off
regionally from FAg to FAs with the GFA being the crossover FA. Later, the MH hands
off from FAs to FA4 and sends a home registration request. At such time, FA; is the

crossover FA, which does not store a home registration latency measure for the MH.
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HA

Home registration
request (Hreg; )
Regional
registration request
Hierarchy link

Fig. 14. A scenario where the crossover FA does not store home registration latency.

We suggest a BU lifetime selection mechanism that combines the knowledge of the
remaining registration lifetime, and the measured most recent home registration latency at

each crossover FA as shown in (4).

BU lifetime = Max {home reg. latency, & * remaining reg. lifetime} 4
Where O0<a <1.

Analyzing equation (4), the fraction o represents the percentage of the remaining
registration lifetime to be used in comparison to the home registration latency. We
suggest using a value of 0.5 for o, since the initial value for the registration lifetime is

set by the MH and later approved or modified by the HA, and the MH most probably will

¥ The value of o is implementation dependent, as what fraction of the remaining registration lifetime is

desired to affect the selection of the BU lifetime.
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issue a home registration request long enough before the registration expiration. Hence,
the remaining registration lifetime might be too much larger than the home registration
latency, depending on when the MH initiates a home registration request. If the home
registration latency is not known, the BU lifetime is selected as a fraction of the
remaining registration lifetime. Otherwise, the home registration latency guides the

selection process by acting as a lower/upper bound for the BU lifetime.

3.4.1.2 Authentication and replay protection

In the KOPA approach, the crossover FA acts upon the MH’s home registration and
generates‘ binding updates down the MH’s old path, hence altering the MH’s tunneling
state in affected RFAs. If the crossover FA cannot authenticate the received home
registration, then such approach would not be feasible. However, this is a home
registration with no regional authentication information. Hence, we exploit the presence
of a hierarchy structure and the existence of an old and new path to the MH by extending
such home registration, a HR-LH request (see section 2.3.1), as a special case of a
combined home and regional registration. The home registration aspect ensures that the
request is propagated all the way to the HA to renew the MH’s home mobility binding.
The regional registration aspect permits the crossover FA to act upon the received request
and proceed in generating the keep “alive” binding updates. Consequently, we require
that the MH authenticate any HR-LH requests by using a MH-GFA authentication
extension. Moreover, the home registration request does not contain regional
identification information’, creating a regional replay protection problem. The crossover
FA cannot guarantee the “freshness” of the request unless the MH includes its regional
identification information along with its home registration. Thus, we define a local replay
protection extension (Fig. 15) to be supplied by the MH with a HR-LH request to ensure
the feasibility of the KOPA approach. The MH uses the local replay protection extension
to supply its current regional identification value; to enable the crossover FA’s processing
mechanism of the home registration request.

The local replay protection extension is included with any other non-authenticated

extensions pertaining to the MH and the hierarchy of foreign agents, after the Mobile-

? Recall that home and regional replay protection mechanisms are separate [30].
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Home authentication extension [43], but before the MH-GFA authentication extension. In
such manner, the home-targeted part of the registration request message along with its
authentication is not affected when the foreign agents hierarchy removes the local replay

protection extension along with its authenticating extension.

61234567 89012345 67890123 45678901

Type Length Regional identification ...

Regional identification ...

Regional identification

Type Extension Type.
Length 8-bit unsigned integer, in this case is equal to 8 (Length of the extension
in octets excluding extension type and length).

Regional identification A 64-bit number, The current regional identification value for the MH.

Fig. 15. Local replay protection extension format and fields.

The crossover FA must authenticate the MH’s request and ensure the validity of the
supplied regional identification value. If the MH fails the authentication or the
identification validity test, then the crossover FA generates a regional registration reply
back to the MH with appropriate error code, but still forwards the home registration
portion of the request upwards for normal home registration ’processingm. A regional
registration reply with an authentication error code prompts the MH to attempt a new
home registration without supplying its regional information while appending a replay
protection extension. Such registration is processed according to [30]. A regional

'registration reply with an identification mismatch error code would provide the MH with

1% The crossover FA forwarding of the home registration request, even through the MH failed regional

authentication, is required to maintain the home mobility binding of the MH.
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means to re-synchronize its identification information with the hierarchy depending on
which style of replay protection is in use [43]. In such case, the MH resends its
registration request using the new regional identification value supplied in the previous
regional registration reply. Such request serves to ensure the execution of the tunneling
consistency mechanism by the crossover FA.

If the crossover FA is able to successfully authenticate the MH, it initiates the binding
updates down the old path as previously explained, and forwards the MH’s request
‘unchanged upwards towards the GFA. Such processing allows RFAs in higher levels than
the crossover FA to know the current regional idenfification used by the MH. Eventually,
this request reaches the GFA, which removes any regional information extensions (e.g.,
the local replay protection extension along with the authenticating extension) and
forwards the request to the HA. If the MH is using nonce replay protection, then a new
‘nonce value needs to be generated and sent back to the MH. In this case, we suggest that
the GFA perform this function by placing the new nonce value in a local replay extension
to be appended at the end of the home registration reply received from the HA, and
authenticated using a MH-GFA authentication extension. The registration reply flows
down the hierarchy to reach the MH, informing all RFAs of the new nonce value
generated for this MH. If timestamp replay protection is used, then such processing is not
needed.

Exchange of binding updates and acknowledgments between foreign agents is
authenticated using the route optimization authentication extension. Any FA is capable of
ensuring the freshness of the BU message (replay protection mechanism) it receives by

inspecting the BU’s identification field [47].

3.4.1.3 New FA information

The new FA information needs to be propagated from the new FA along to the new
path to the crossover FA, and then along the old path to the old FA (see Fig. 12). Along
the new path, we use the home registration request to convey this information, while
along the old path we use the binding updates designated to implement the KOPA

approach.
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We define a local care-of address extension to carry the new FA IP address
information along the new path (Fig. 16). The new FA appends this extension to the HR-
LH request it receives from the MH. In addition, it authenticates this information by
appending a FA-FA authentication extension using the security association it shares with
its parent FA. The home registration request and the added extensions are propagated in
the new path up to the crossover FA. Each intermediate RFA ih the new path removes the
FA-FA authentication extension it receives and maintains the local care-of address
extension inserted by the new FA address, while authenticating the request to its parent
FA by using a FA-FA authentication extension. This process repeats until the registration
request reaches the crossover FA. After authenticating the registration request (see
section 3.4.1.2), the crossover FA extracts the local care-of address extension to use in
formulating the binding updates down the old path, removes the local care-of address
extension and the corresponding authentication extension from the registration request,

and propagates the stripped down registration request upward in the hierarchy toward the

GFA.
01234567 89012345 67890123 45678901
Type Length New FA IP address...
“New FA IP address
Type Extension Type.
Length 8-bit unsigned integer, in this case is equal to 4 (length of the extension

in octets excluding extension type and length).

New FA IP address The IP address of the new FA.

Fig. 16. Local care-of address extension format and fields.
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The crossover FA sends a binding update to its current tunnel endpoint for the MH
(The first RFA in the old path) appending the local care-of address extension to the
binding update before the route optimization authentication extension used to
authenticate the BU message. The BU lifetime is set as explained in section 3.4.1.1. The
BU care-of address is set to the MH home address. The presence of the local care-of
address extension along with a non-zero lifetime and setting the BU care-of address to the
MH home address dictates the following processing steps at each RFA in the old path
receiving this BU.

— Delete current visitor entry for the MH retaining the current tunnel endpoint;

— Create a binding cache entry pointing to the tunnel endpoint;

— Send back a binding acknowledgment message back to the sender FA (father
FA); |

—~ Send a new binding update message to the tunnel endpoint using the provided
values for the BU lifetime and MH care-of address while appending the local
care-of address extension and authenticating the BU message using a FA-FA
authentication extension.

This process repeats until the BU traverses the old path and reaches the old FA that
does not have a tunnel endpoint to the MH. The old FA deletes its MH’s visitor entry,
creates a binding cache entry pointing to the new FA!'! using the provided BU lifetime;
and acknowledges the BU message back to its father FA.

The same approach and data extensions providing the new FA IP address from within
the hierarchy can be similarly used when processing regional registration requests
(section 3.3) to allow for forwarding of any buffered data packets from the old FA to the
new FA without relying on the MH’s usage of the smooth handoff mechanism. The main
difference would be that a zero lifetime is provided in the binding updates propagated
down the old path resulting in no binding cache entries created along the old path. In this
case, the old FA can forward any already-buffered packets to the new FA, and can
assume a default lifetime for the time interval in which it performs tunneling of any

future data packets to the new FA.

" The old FA extracts the new FA IP address from the local care-of address extension.
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3.4.1.4 Coexistence with smooth handoff mechanism

If the MH is using the smooth handoff mechanism, the old FA will eventually receive
2 binding update messages: the BU message from the father FA which implements the
KOPA approach (BUrgmerra); and the BU message from the new FA forwarded on behalf
of the MH as part of the smooth handoff mechanism (BUyewra). These 2 BU messages
contain the same new care-of address information for the MH that is the new FA IP
address. The BU that reaches the old FA first causes the old FA to delete its MH’s visitor
entry and create a binding cache entry using the supplied lifetime. When the second BU
reaches the old FA, it provides the same care-of address as the one pointed to by the
binding cache entry; hence no care-of address update is performed. Nevertheless, the MH
specifies the ylifetime in BUpy.wra, while the crossover FA specifies the lifetime in
BUFatherra.

We suggest the following MH-biased processing by the old FA: the second BU
lifetime is applied only if it is larger than the remaining lifetime of the binding cache
entry. Hence, the MH is always granted the largest possible lifetime for the binding cache
entry. In this special case, the granted lifetime might be different than the requested
lifetime.b Thus, the binding acknowledgement message can be modified to include an
-approved lifetime field. We acknowledge that such processing might create binding cache
lifetime inconsistencies between the old FA and along the old path to the crossover FA,
nevertheless the main purpose was achieved by preventing race conditions, and providing
an alternative to inform the old FA abouf the new FA without relying on the smooth
handoff mechanism. If absolute binding cache lifetime consistency along the old path is
desired, and the BUp .14 arrives later at the old FA with the current remaining lifetime
being higher than requested (i.e., the remaining lifetime granted due to BUn,wra is greater
than requested in BUgumerra), then the binding acknowledgement message to the father
FA will include the new lifetime, and can trigger a set of binding updates along the old

path upwards towards the crossover FA.

3.4.2 SINP: Switch Immediately to New Path Approach

The SINP approach reinforces the local handoff aspect while the MH is sending a
HR-LH request. We note that the HA does not know which local FA is currently serving
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the MH, since the home registered care-of address for the MH is the GFA. We argue here
that the establishment of the new path within the hierarchy should not be dependent on a
home registration reply that only indicates that the GFA has been established as the MH’s
care-of address. Hence, we capitalize on such issue and view a home registration with an
involved local handoff as trulya combined home and regional registration. The regional
aspect of the registration is handled by the crossover FA in order to switch the MH’s
tunneling path frdm thc old path to the new path immediately without waiting for a home
registration reply, while the home registration aspect is handled by the HA to renew the
MH’s home mobility binding. Therefore, we suggest that the crossover FA switches
immediately the MH’s tunneling path from the old path to the new path by issuing a
regional: registration reply in response to the MH’s home registration reply. To enable
such functionality, similar to the KOPA approach, the MH formulates the home
’registration request by supplying any current regional protection information
authenticating the request using a MH-GFA authentication extension (see section
3.4.1.2). In addition to generating a regional registration reply, the crossover FA forwards
the home registration request upwards in the hierarchy towards the GFA for normal home
| registration processing by the HA. Furthermore, to ensure tunneling consistency, the old
path to the MH is cleared by using a tunneling consistency mechanism triggered by the
crossover FA similar to the deregistration mechanism introduced in section 3.3. Fig. 17
illustrates an abstracted view of the SINP approach for processing home registrations
involving local handoffs, while Fig. 18 depicts a more detailed signaling message flow.
In essence, the MH generates a specially formulated home registration request, and
expects receiving 2 registration replies: a regional registration reply, and a later home
registration reply. Thus, involved foreign agents along the new path create two pending
registration records: a pending home registration record, and a pending regional
registration record. Matching registration replies against pending requests is performed
based on the MH’s home address and identification value stored in the pending record
[43]. For the pending regional request, the MH’s local identification value is stored in the
pending regional request. Such value most probably will be different than the home
identification value. Recall that the MH supplies its local identification value through a

local replay protection extension to enable processing by the crossover FA.
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The MH requests a home registration lifetime within its home registration request.
Such information is targeted to the HA and represent the home binding registration
lifetime. The regional registration reply is generated using the remaining registration
lifetime of the existing MH’s home registration that is available at the crossover FA.
Hence, the crossover FA is establishing the new path as the MH’s tunneling path for the
remaining amount of time previously approved by the HA. No guarantees are provided
here that the home registration reply would reach back the GFA and the MH before the
new path registration lifetime expires. Nevertheless, we note that the MH, in practice,
would periodically renew its home mobility binding long before its expiration. We opted
for this approach instead of adopting an estimate approach similar to the one introduced
in the KOPA framework (see section 3.4.1.1), since a regional registration reply is

generated, hence we are bound by the previously approved lifetime amount by the HA.

Home Registration Request

HA { GFA

Deregistration mechanism :
(BU message with zero i} !
lifetime) |

1

Home Registration Request

Regional Registration Reply

L
The crossover FA switches the MH § MH

tunneling path to the new path before
receiving a home registration reply.

Fig. 17. The SINP approach for processing home registrations involving local handoffs.
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Fig. 18. Signaling message flow in the SINP approach.

Similar to the KOPA approach, the crossover FA is required to authenticate the MH
request by inspecting the authenticator value in the MH-GFA authentication extension
and checking the validity of the regional identification value provided in the local replay
protection extension. If the MH fails either test; a regional registration reply is generated
with appropriate error code. Nevertheless, the home registration portion of the request is

propagated upwards towards the GFA for normal home registration processing. For
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requests successfully processed by the crossover FA, the MH request is propagated
upwards towards the GFA that removes any regional extensions and forwards the request
to the HA. For timestamp replay protection, the crossover FA forwards the MH request
unchanged leaving the local replay protection extension, hence allowing for upper-level
RFAs to know the current identification value used by the MH. For nonce replay
protection, the crossover FA puts a new nonce value in its regional registration to the
MH. Two alternatives are available to inform upper-level RFAs about such new nonce
value: propagate a separate replay protection update message upwards in the hierarchy
towards the GFA as previously introduced as pért of the regional registration framework
(section 3.3.2), or append a local réplay protection extension containing the new nonce
value to the end of the MH request. In the latter case, the resulting message is
authenticated using a FA-FA authentication extension. |

A successful regional registration reply that reaches the MH indicates that the local
handoff‘ was successfully processed and the tunneling path has been switched from the
old path to the new path. In such case, if the MH does not receive a home registration
reply, or receives a home registration reply indicating registration failure by the HA, the
MH initiates another home registration request, which in this case would not involve a
local handoff, since the local handoff has been already processed during the previous HR-
LH. The laék of a regional registration reply, or the receipt of an authentication failure
regional reply prompts the MH to're—synchronize with the hierarchy by sending a new
home registration not supplying its regional information while appending a local replay
protectioh extension. The receipt of an identification mismatch regional reply provides
the MH with a new identification value that it uses in sending a new home registration
request to ensure the execution of the hierarchy consistency mechanism by the crossover

FA.

3.4.3 Analysis and Comparison

We analyze and compare the KOPA approach, the SINP approach, and MIP_RR [30]
while processing home registrations involving local handoffs. We reuse the delay
measures introduced in TABLE 1 in section 3.1, and in TABLE 2 in section 3.3.4. KOPA

and SINP rely on a “crossover FA”-initiated approach, similar to the proposed regional
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registration framework (section 3.3), to perform the tunneling consistency mechanism.
Hence, the previous analysis and comparison presented in section 3.3.4 hold true for the
following delay meas:ures: DhisConsists Dconsistenss a1 Drorwarg. In summary, in our proposed
approaches (KOPA and SINP), the delay to initialize the tunneling consistency
mechanism, for it to run to completion, and the delay before forWarding of data packets
from the old FA to the new FA would be dependent on various processing and
intermediate link delays between the new FA and the crossover FA on the new path, and
between the crossover FA and the old FA on the old path. Whereas, with MIP_RR such
delays are dependent on various processing and intermediate link delays between the new
and old FA, and the old and crossover FA on the old path.

The MH’s perceived home registration latency is unaffected by the different
approaches, since it is defined to be the time interval between submitting a home
registration request and receiving a home registration reply. However, the network-layer
handoff completion within the foreign agent hierarchy varies among the investigated
approaches. Recall that KOPA, and MIP_RR use a similar approach that does not switch
the MH’s tunneling path to the new path until a home registration reply is received,
whereas, SINP emphasizes the local handoff aspect, switching the MH tunneling path to
the new path as soon as possible without waiting for a home registration reply. Hence, the
latter approach (SINP) achieves lower handoff latency than the former (KOPA and
MIP_RR [30]). Specifically, in SINP the network-layer handoff latency (starting when
the new FA receives the MH’s request) is equivalent to the case of processing a regional
registration by the crossover FA. The crossover FA is expected to be much nearer (in the
network sense) to the new FA than a possibly distant HA. Fig. 19 illustrates an abstracted
view of home registration processing along with involved delays in the KOPA and SINP

approaches.
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Fig. 19. Abstracted view of home registration (HR-LH) processing with involved delays.
(a) KOPA approach. (b) SINP approach.
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We define Diosovertia t0 be the delay involved for a home registration request
propagated by the crossover FA to actually reach the HA, starting when the crossover FA
receives the MH’s reciuest (the registration request eventually reaches the GFA which
sends it to the HA). Similarly, Dya.crossover 1S the delay involved for the HA to process the
home registration request, generate a home registration reply sending it to the GFA, that
propagates it within the hierarchy to eventually reach the crossover FA. In general, the
MH’s perceived home registraﬁon latency is given by (5), assuming the time for the
crossover FA to process the home registration reply and propagate it within the hierarchy
until it reaches the new FA is equivalent to Deyossover-new-

The network layer handoff latency for KOPA and MIP_RR is the same and is given
by (6), while for SINP it can be calculated as in (7). The KOPA approach and MIP_RR
are similar in completing the handoff from the old path to the new path only when
receiving a home registration reply, whereas the SINP approach is expected to have a
lower handoff latency measure since the handoff processing is localized within the

hierarchy itself, without relying on a registration reply by the HA to set up the new path.

Time for the new FA to receive the request from the MH +
Registration latency = Dyew-crossover + Derassover-Ha +

DHA-crossover +D crossover-new T

Time for the MH to receive the reply from the new FA (5)

KOPA and MIP_RR network layer handoff latency =

D new-crossover + Dcrossover-HA + DHA-crossaver + Dcrossover—new (6)

SINP network layer handoff latency = Dyey-crossover + Derossover-new @)

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



72

A consequence of waiting for the home registration reply to set up the new path in
KOPA and MIP_RR is that the old path, and the old FA are relied upon to deliver any
data packets that reach the crossover FA for a period of time. Hence, during the time
interval it takes for the registration reply to reach the crossover FA (Derossover-a + Dra-
crossover)s the crossover FA’forw’a’lrds any data packets through the old path. In general,
after the old’FA is informed about the newFA,‘ data packets latency is augmented by the
délay it takes for a packet to be processed, and sent by the old FA, and later received by
the new’FA. Using the SINP approach, the old path is used until the home registration
request reaches the crossover FA, at which point any subsequent data packets follow the
new path. Hence, the time period where the old path is still used by the crossover FA is
reduced compared to KOPA and MIP_RR. Datakpackets latency is an important factor in
interactive multimedia applications where a playout delay is maintained to overcome
network jitter [36]. A data packet playout time is set to be the packet send time + the

current playout delay. If a data packet is received after its playout time, it is dropped.

3.5 Performance Evaluation

We evaluate the performance of the proposed approaches through simulations. We
implemented the proposed registration processing framework by extending the Columbia
IP micro-mobility software (CIMS) [12], [15], which is an ns-2 network simulator [40]
source code extension implementing a 1-level foreign agént hierarchy below the GFA.
CIMS was extended to simulate n-level foreign agent hierarchies and model a true
foreign domain. We defer the details of our network simulation framework to section V.

We investigate the performance of both TCP and UDP traffic for KOPA, SINP, and
Base Mobile IP (MIP) approaches, and attempt to enforce an adequate number of home
registrations involving local handoffs. In our approaches, the MH performs an initial
home registration when it enters the foreign domain. Afterwards, it performs regional
registrations until it renews its home mobility binding by issuing another home
registration. Regional registrations are processed as presented in section 3.3, while home
registrations involving local handoffs are processed according to KOPA (section 3.4.1) or
SINP (section 3.4.2). In base MIP, the MH initiates a home registration request whenever

it receives an advertisement from a new FA, hence has large registration signaling
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overhead, and large handoff latency. For comparison, we include a “naive” HR-LH
processing approach where the old path is cleared by the crossover FA upon receiving the
home registratioyn propagated through the new path, hence treating HR-LH similar to
regional‘ registrations. We term thiis “naive” approach the Delete Old Path (DOP)
approach. Observing the performance of the DOP approach gives an insight of the
benefits achieved by the KOPA and SINP approaches. We assume that the MH is not
using the smooth handoff ap’proach, and hence the old FA is only informed about the new
FA in the case of the KOPA approach (see section 3.4.1.3).

Fig. 20 depicts the simulated network topology. The foreign domain is comprised of a
single FA hierarchy. The FA hierarchy is a perfect 4-level binary tree. We added the
capability of simulating foreign agent hierarchies modeled as perfect N-ary trees with an
arbitrary number of levels. We use the notation FA;; to denote the foreign agent number j
in level i of the tree. Leaf foreign agents, FAy4; for j 