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# | System Function Function Label | Functional Candidate MACCS
(SF) (from Source | (short title for Theme Requirement
Artifact) the System

Function)
7 1327 Operating
Environment
8 13.2.10 _ Operating
Quality
9 [3211 e Safety
10 [3.2.11.3/4 I Survivability

System/Source Artifact: HFMR/ HFTR/ HFVR/ISHMARS System Spemﬁcatlon (USMC,

n.d.). The ISHMAR Specification was used to procure the HF Radios.

# | System Function Function Label | Functional Candidate MACCS
(SF) (from Source | (short title for Theme Requirement
Artifact) the System

Function)

1 | 3.2.1.ISHMARS | Secure HF Man- | Communications | The MACCS shall provide
shall provide HF pack Voice secure, man-pack HF voice
man-pack voice Communications and data radio
communications. communications.

2 | 322 ISHMARS | Secure HF Communications | The MACCS shall provide
shall provide HF Vehicular Voice secure, vehicular HF voice
vehicular voice Communications and data radio
communications. communications.

3 |338.1.

ISHMARS shall
provide embedded
COMSEC.

4 |3.3.10.1. The Secure HF Data | Communications

ISHMARS shall Communications

have data modems.

(man-pack and
vehicular)




Table 29. Continued.

210

System/Source Artifact: USB ENTR/No functional specification source artifact available.
System function derived from L-3 (n.d.).

near real-time

# | System Function Function Label | Functional Candidate MACCS
(SF) (from Source | (short title for Theme Requirement
Artifact) the System
Function)
1 | USB ENTR shall | IBS Data Command & The MACCS shall provide
receive secure, Control (C2) secure, near real-time IBS

data.

the 30MHz-2GHz
frequency range.

Intelligence
Broadcast Service
(IBS) data.
System/Source Artifact: MBR II (AN/PRC-117G(V)1(C)/Performance Specification (USMC,
2009b).
# | System Function Function Label | Functional Candidate MACCS
(SF) (from Source | (short title for Theme Requirement
Artifact) the System
Function)
1 {3.3.1. The MBRII | Multi-band Line | Communications | The MACCS shall provide
shall transmit and | of Sight (LOS) secure multi-band LOS radio
receive throughout | communications communications.
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Table 29. Continued.

# | System Function Function Label | Functional Candidate MACCS
(SF) (from Source | (short title for Theme Requirement
Artifact) the System

Function)

2 13.3.2.The MBR 1l | Communications | Survivability
shall have ECCM’
SINCGARS and
HAVE QUICK
/11 ECCM
capability in the
form of anti-jam,
frequency

hopping, and
spread spectrum.
3 |3.27.The MBR I | COMSEC Security
shall be capable of
accepting
COMSEC from
the standard KYK-
13, KYK-15,
CYZ-10/DTD,
AN/PYQ-10
(SKL), and KOI-
18 key fill devices.

4 |333.The MBRII | DAMA Communications | The MACCS shall provide
shall allow for SATCOM secure satellite radio

UHF SATCOM 5 communications.

kilohertz (KHz)
and 25 KHz
Demand Assigned
Multiple Access
(DAMA)
operations; and
transmit and
receive UHF
SATCOM DAMA
over a frequency
range of 225
through 399.975
MHz.

? Electronic Counter-Countermeasures: measures taken to counter adversarial measures to deny
your use of the electromagnetic spectrum.
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# | System Function
(SF) (from Source
Artifact)

Function Label
(short title for
the System
Function)

Functional
Theme

Candidate MACCS
Requirement

5 |3.3.5. The MBR I
shall be SCAV 2.2
certified by the
JTRS JTEL.

JTRS
Compliance

Communications

The MACCS shall provide
JTRS-complaint radio
communications.

6 |3.3.6. The MBRII
shall be capable of
receiving, storing,
and transmitting
location and timing
information
received from the
internal GPS
receiver.

GPS Timing

Timing

The MACCS shall provide
GPS timing.

7 13.3.7. The MBR II
shall be capable of a
high-speed data
transfer rate of
5Mbps.

Data
Communications

Communications

8 |3.3.7.The MBR I
shall provide
embedded Internet
Protocol (IP)
capability to provide
tactical networking
over the Ultra-High
Frequency (UHF)
range from 225
MHz to 2000 MHz
utilizing channels
up to 5 MHz wide.

IP-based Data
Communications

Communications

9 1339 The MBRII
shall have the
capability to operate
in both voice and
data modes
simultaneously
(voice priority over
data) without
requiring operator
intervention to
switch between
modes.

Voice w/Data
Communications

Communications

The MACCS shall provide
simultaneous voice and
high-speed data and IP-
based radio
communications.
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System/Source Artifact: SINCGARS/SV-2 & SV-6 (USMC, 2006).

# | System Function Function Label | Functional Candidate MACCS
(SF) (from Source (short title for Theme Requirement
Artifact) the System

Function)

1 | NO1 &101a. Secure VHF Communications | The MACCS shall provide
Provide data Man-pack Data secure VHF man-pack and
communications at | Communications vehicular voice and data
the SECRET level radio communications.
(man-pack &
vehicular).

2 | NOI & 101b. Secure VHF Communications
Provide voice Vehicular Voice
communications at | Communications
the SECRET level ‘

(man-pack &
vehicular).

System/Source Artifact: DDS-M/Performance Specification (MCSC, 2008).

# | System Function Function Label | Functional Candidate MACCS
(SF) (from Source (short title for Theme Requirement
Artifact) the System

Function)

1 | Secure Network Secure Network | Communications | The MACCS shall provide
Data Transfer (11- | Communications secure network
15, 153/154, 172- communications from SBU
177, 204-210) to TS/SCL

2 | Network Routing Network Communications | The MACCS shall provide
(16-30, 190-195) Routing routing services.

3 | Network Switching | Network Communications | The MACCS shall provide
(31-50,211) Switching switching services.

4 | Servers (51-57, 188, | Network Servers | Communications | The MACCS shall provide
189) network server services.

5 | Data Backup (58- Data Storage Data Archiving | The MACCS shall provide
65) Backup & Recovery data storage backup

services.

6 | Network Firewall Network Security The MACCS shall provide
(66-96) Protection network protection services.

7 | IP-based Voice & IP-based Communications | The MACCS shall provide
Video (97-152) Communications IP-based voice and video

: communications.

8 | Network Time Network Timing | Timing The MACCS shall provide
Server (160) network timing services.

9 | WAN Services WAN Services | Communications | The MACCS shall provide
(178-185) WAN services.

10 | Data Storage (186, | Data Storage Data Archiving | The MACCS shall provide
187) & Recovery data storage services.
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# | System Function Function Label | Functional Candidate MACCS
(SF) (from Source | (short title for Theme Requirement
Artifact) " | the System

Function)

11 | Video Streaming | Video Streaming | Communications | The MACCS shall provide
(196-203) video streaming services.

12 | Power Backup Uninterruptible | Power The MACCS shall provide
(213-218) Power UPS for network services.

13 | Environmental Operating Operating The MACCS shall operate in
(262-282) Environment Environment every climb and place

Marines will deploy.

System/Source Artifact: THHR DV A/Performance Requirements Document (USMC, 2009a).
CISCHR PRD was used to develop the THHR DVA.

The

#

System Function
(SF) (from Source
Artifact)

Function Label
(short title for
the System
Function)

Functional
Theme

Candidate MACCS
Requirement

The CISCHR shall
be capable of
providing a single
configurable
channel.

The radio shall
operate in the
minimum
frequency range
from 30 MHz to
512 MHz in FM
mode.

The radio shall
operate in the
minimum
frequency range
from 90 MHz to
512 MHz in AM
mode.

Secure
Handheld Voice
Communications

Communications

The MACCS shall provide
secure handheld voice radio
communications.
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System Function
(SF) (from Source
Artifact)

Function Label
(short title for
the System
Function)

Functional
Theme

Candidate MACCS
Requirement

The CISCHR shall
embed NSA
approved
cryptographic
chips/modules.

The CISCHR shall
be capable of
implementing and
loading NSA
and/or National
Institute of
Standards and
Technology
(NIST) approved

cryptography.

Provide dual RF
power
amplification for
enhanced
communications
range on two
communications
nets with vehicular
antennas.

Secure
Vehicular Voice
Communications

Communications

The MACCS shall provide
secure vehicular voice radio
communications.

System/Source Artifact: TLDHS/SV-5a (USMC, 2012a). Under Restricted Distribution
(FOUO): Only System Functions associated with the Operational Activity — Control CAS are
included; those functions of TLDHS in the DASC.

# | System Function Function Label | Functional Candidate MACCS
(SF) (from Source | (short title for Theme Requirement
Artifact) the System
Function) , '
1 | JCSFL 1.5.22 Positioning -
2 | JCSFL3.2.2 Command &

Control (C2)
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Candidate MACCS
Requirement

# | System Function Function Label | Functional
(SF) (from Source | (short title for Theme
Artifact) the System

Function)

3 | JCSFL 6.1.15 Command &
Control (C2)

4 | JCSFL 6.1.3 Command &
Control (C2)

5 [ JCSFL 6.1.33 Command &
Control (C2)

6 | JCSFL 6.2.37 Command &
Control (C2).

7 | JCSFL 6.3.10 Command &
Control (C2)

8 | JCSFL 6.3.12 Command &
Control (C2)

9 | JCSFL6.3.14 Command &
Control (C2)

10 | JCSFL 8.7.33 Command &
Control (C2)

11 { JCSFL 7.1.96 Communications

12 | JCSFL 7.1.100 Communications

System/Source Artifact: TRC-170/No functional spec1ﬁcat10n source artifact available. System
functton derived from FAS (1999).

System Function Function Label Functlonal Candldate MACCS
(SF) (from Source | (short title for Theme Requirement
Artifact) the System
Function)
1 | Provide secure Multi-channel Communications | The MACCS shall provide
long-haul (over- Communication secure, over-the-horizon

the-horizon) multi-
channel
communications.

multi-channel
communications.
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System/Source Artifact: TSM/SV-4a (USMC, 2012b). Under Restricted Distribution — For

Official Use Only (FOUO,).

# | System Function Function Label Functlonal Candidate MACCS
(SF) (from Source | (short title for Requirement
Artifact) the System Theme

Function

1 [JCSFL 7.1.11 Communications

2 | JCSFL7.1.7 Communications

3 | JCSFL7.1.5 Communications

4 | JCSFL 7.1.94 Communications

5 | JCSFL {8.7.40, Communications
7.1.69,7.1.64,

7.1.73, 8.7.54,
98.7.x: F1.6.5,
F1.6.6, F1.6.7)]
6 | JCSFL 8.2.16 Security
7 [JCSFL 1.5.9 Timing/ Position
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Component 4: Comparison of Functional Themes. Given the results of Components 2 and 3,

this Component involves comparing the two sets of Functional Themes. During this component
of the method, the practitioner may very likely find the Functional Themes do not match
exactly as they are defined. The practitioner is encouraged to consider closely the intent of each
Functional Theme and this comparison effort to match Functional Themes that are plainly
similar even though they may not be expressed exactly the same. The large circle in Figure 12
containing the “[<==>]" with the “?” above it represents the actions executed in this
component. The Functional Themes that match during this comparison go on as inputs to
Component 6 while those that do not match go back as inputs to Component 5.

Functional Comparison Disposition
Theme (FT) Result
Component 2
. No-Match | Revised to Command & Control -- Forward (Fwd) to
Aircraft control
Component 6
Airspace control | No-Match | Revised to Command & Control — Fwd to Component 6
Assault support | No-Match | Revised to Command & Control — Fwd to Component 6
Close air support | No-Match | Revised to Command & Control — Fwd to Component 6
Communications | Match Forward to Component 6
Deep air support | No-Match | Revised to Command & Control — Fwd to Component 6
Intelligence No-Match | Revised to Command & Control — Fwd to Component 6
gathering
Track No-Match | Revised to Command & Control — Fwd to Component 6
information
management
Component 3
Command & Match Matched to revised Component 2 Functional Theme of
Control Command & Control — Fwd to Component 6
Communications | No-Match | Fwd to Component 5
Control
Communications | Match Forward to Component 6
Data Archiving | No-Match | Fwd to Component 5
& Recovery
Mobility No-Match | Fwd to Component 5
Operating No-Match | Fwd to Component 5
Environment
Operating No-Match | Fwd to Component 5
Quality
Positioning No-Match | Fwd to Component 5
Power No-Match | Fwd to Component 5
Safety No-Match | Fwd to Component 5
Security No-Match | Fwd to Component 5
Survivability No-Match | Fwd to Component 5
Timing No-Match | Fwd to Component 5
Timing/Position | No-Match | Fwd to Component 5
Transportability | No-Match | Fwd to Component 5
Unit Training No-Match | Fwd to Component 5




Table 31: Component 5: Theme Review

Component 5: Theme Review. This Component involves revisiting the results of

Component 2 and/or 3 for those Functional Themes that did not align during

Component 4 — represented by the shapes below the Component 5 label in Figure 12.

This Component serves as an iterative feedback mechanism to allow practitioners to

address any emergence in what they learn during the execution of the method. Those

COs and Functional Themes subject to re-consideration are represented in Figure 12

under the 2" Pass brackets near Components 1 and 2 respectively by the shapes with

the inset “?”, which signifies a decision must be made by the SoS engineering team
as to whether they get sent forward again to Component 4.

Functional Theme Source Component | Disposition Rationale
Communications Control 3 Retain Deemed required.
Data Archiving & Recovery 3 Retain Deemed required.
Mobility 3 Retain Deemed required.
Operating Environment 3 Retain Deemed required.
Operating Quality 3 Retain Deemed required.
Positioning 3 Retain Deemed required.
Power 3 Retain Deemed required.
Safety 3 Retain Deemed required.
Security 3 Retain Deemed required.
Survivability 3 Retain Deemed required.
Timing 3 Retain Deemed required.

3 Retain Deemed required;
Timing/Position split into Timing
and Positioning.
Transportability 3 Retain Deemed required.
Unit Training 3 Retain Deemed required.

219



220

Table 32: Component 6: Derivation of Requirements

Component 6: Derivation of Requirements. This Component involves the derivation of SoS
Requirements from the agreed-to Functional Themes. The goal here is to develop SoS-level
requirements that can serve to focus system-level SE activities toward the greater good of the
SoS, yet not overly restrict system-level engineers and managers from achieving their system
goals and requirements. Of note at this point is that while the execution of this Component can
be highly informed by traditional SE practice, it must be done through the lens of the SoS. In
other words, the SoS requirements that result from this Component should not be defined at
such a low-level as to be comparable to system-level requirements. Rather, they should be
defined so they offer SoS-level engineering efforts the flexibility to allocate requirements across
the constituent systems in such a way that best meets the needs of the SoS while offering
constituent system engineering efforts guidance and direction to achieve SoS-level goals
without overly restricting system-level flexibility. Also, though not depicted in Figure 12, there
is an implicit iterative nature to the method that allows the practitioner to go back to any
Component of the method at any point the SoS requirements must be refined. In other words,
the method does not suggest that once the SoS requirements have been defined they are to
remain static for the lifecycle of the SoS. Where change is concerned, SoSE is no different from
TSE. New capabilities will be levied on the SoS and emergent changes will occur to both the
high-level characterizations of the SoS (e.g., Operational Concept, Mission Area Tasks) as well
as the constituent system configurations simply based on factors such as technology refreshes or
evolutionary development. When these changes occur, the practitioner is encouraged to revisit
the SoS requirements baseline and iterate the method as needed to update the baseline.

While the method leverages the Functional Themes to facilitate aggregation and comparison
between Components 2 and 3, when it gets to defining the SoS requirements, the practitioner is
encouraged to retain the traceability of each Functional Theme back to the individual Functional
Themes from Component 2 and the system functions from Component 3 to ensure the derived
requirements address any unique contextual nuances that may have been abstracted in the
aggregation. This explains why the below list of SoS requirements may have multiple
requirements within a single Functional Theme. The traceability for each requirement is
provided by the second table column.

Functional Source ReqlD MACCS SoS Requirement
Theme Function(s)(FT/SF)"
FT 1, 4, TLDHS 2- The MACCS shall control Close Air
10; AFATDS 1-3; 1 Support missions.
CAC283,4,6 .
FT 2,4, CAC2S 3, 2 The MACCS shall control Assault Support
C d& 4,6 missions.
ommar The MACCS shall control Deep Air
Control FT5 3 .
» Support missions.
The MACCS shall control Air
FT3 4 ) o
Reconnaissance missions.
FT 6,7 5 T‘he MACKCS shall control its assigned
airspace.

1% All instarices of “FT” in this table refer back to the Functional Themes derived in Table 27. All
other Source Functions (SF) preceded by the system acronym refer back to the corresponding system FT
from Table 29.
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M 12; DWTS 6

Functional Source ReqlD MACCS SoS Requirement
Theme Function(s)(FT/SF)
The MACCS shall integrate sensor data
CAC2S 8 6 from both organic Marine Corps and wider
netted radar systems.
ccasn v | | I YA Sl
ENTR 1 . .
information.
Communications The MACCS shall provide communication
DWTS 3 - 8 control capabilities for inter-node
Control " .
communications troubleshooting.
FT 8; CAC2S 2; The MACCS shall provide secure voice
DDS-M 1, HFMR communications from SBU to TS/SCI level
1,4, MBRI1I 1, 4, 9 in support of all missions.
5,7-9; SINCGARS
1,2; THHR 1, 2;
TRC-170 1
Communications FT 8, CAC2S 5; The MACCS shall provide secure data
DDS-M 1-4, 7,9, communications from SBU to TS/SCI level
11, DWTS 1, 5; in support of all missions.
HFMR 1, 4, MBR 10
111,4,5,7-9;
SINCGARS 1, 2;
TLDHS 1, 2; TRC-
170 1; TSM 1-5
The MACCS shall provide mission
Data Archiving CAC2S 10 1 voice/data recording and playback.
& Recovery CAC2S 11; DDS- 12 The MACCS shall provide data storage,
M5, 10 archiving, and backup services.
B CAC2S 1: DWTS The MACCS shall be m(‘)bi‘le within »its
Mobility 4 13 | operational profile once in its area of
operation.
Operating CAC2S 14; DDS- 14 The MACCS shall operate in every climb
Environment M 13; DWTS 7 and place Marines will deploy.
Operating CAC2S 16; DWTS 15 The MACCS shall have an operational
Quality g availability of .98.
DAGR 2; HFMR The MACCS shall provide position-
Positioning 2; TLDHS 1; TSM 16 location information.
SF7
The MACCS shall be powered from the
. varied sources available under operating
Power CAC2S 15; DDS- 17 conditions, and allow for continued

operation, with operationally-acceptable
degradation, when power is interrupted.
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Functional Source ReqlD MACCS SoS Requirement
Theme Function(s)}(FT/SF)
CAC2S 12; DWTS The MACCS shall be safe to install,
Safety 18 , o
9 operate and maintain.
CAC2S 13; DDS- The MACCS shall operate securely in
Security M 6; DWTS 2; 19 | accordance with all DoD statutory and
MBR I 3; TSM 6 regulatory security requirements.
o DWTS 10; MBR II The MACCS shall be survivable against
Survivability 20 .
2 Electronic Countermeasures.
DAGR 1; DDS-M The MACCS shall provide timing services.
Timing 8; HFMR 2; MBR 21
I16; TSM 7
Transportability | CAC2S 2 29 The MACCS shall be tfansportable to 1ts
intended area of operation.
The MACCS shall provide organic training
Unit Training CAC2S 17 23 | functionality to support.individual operator,
maintainer, and unit skills proficiency.
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APPENDIX H
EXAMPLE OF OPEN-CODING - NODEVAUTONOMY

(Report extracted from NVivo 10)

Aggregate  Classification Coverage Number Of Reference  Coded By Modified
Coding Number Initials On
References -
Nodes\\Autonomy

Internals\\DoD; (2008) - 28

No Reference 0.0005 3
1 RGW 12/9/201
32:16 PM
SoS SE must balance SoS needs with individual system needs.
2 RGW 12/9/201
32:24PM

For the SoS to function, its constituent systems must work together to achieve necessary end- to-end performance.

3 RGW 12/9/201

33:17PM

The objective is to identify options which balance needs of the systems and the SoS, since in many cases there may be
no clear decision authority across the SoS.

Internals\\Hooks, I.; (2004) - 26
No Reference 0.0021 1

1 RGW 12/9/201
312:46
This resulted in a system specification that contained very low-level requirements that constrained the instrument
design.

Internals\\Keating, C;Padilla, J.;Adams, K.; (2008) - 23
No Reference 0.0038 2

1 RGW 12/6/201

32:59PM

It is the metasystem that manages the appropriate balance between the autonomy of subsystems and the integration
of the SoS as a whole.

2 RGW 12/6/201
33:16PM
Some level of autonomy (independence) must be surrendered to be a member of the $oS. There must be an
appropriate balance between autonomy and integration—with corresponding requirements and measures consistent
with the desired levels.

Internals\\Lane, J.;Dahmann, J.; (2008) - 27
No Reference 0.0129 1

1 RGW 12/7/201
312:22
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Aggregate  Classification ~ Coverage Number Of Reference  Coded By Modified
.Coding ~ Number Initials On
References

They are faced with an allocation of functionality and implementation details which may not be optimal from the SoS
perspective. In addition, the SoSE teams lack control over the component systems that retain their independent
ownership, funding, and development processes. This means that the SoS systems engineer needs to take into
account considerations beyond the technical when evaluating capability objective options.

Internals\\Richardson, K.;Cilliers, P.;Lissack, M.; (2001) - 8
No Reference 0.0029 1

1 RGW 12/5/201
. 34:01PM
We are told that we must distribute decision making, encourage individual autonomy, and strive to innovate in the
rapidly changing environment that characterizes the apparent New World Order.

Internals\\Sage, A.;Cuppan, C.; (2001)
No 0.0172 2

1 RGW 2/21/201
42:25 PM

Subsidiarity is the most important of federalism’s principles. It means that power belongs to the lowest possible point
within the FOS engineering team. Handy indicates that a higher order body should not take unto itself those
responsibilities which properly belong to a lower order body. Managers are often tempted to subsume their
subordinates’ decision prerogatives. Subsidiarity re- quires, instead, that they enable those subordinates, by training,
advice, and support, to make those decisions better. Only if the decision would substantially damage the FOS
program itself and/or its objectives is the manager entitled to intervene. Subsidiarity is the reverse of empowerment
in that it is not the FOS program manager who is giving away or delegating power. Instead, power is assumed to lie at
the lowest point in the organization and should be taken away only by agreement between the engineering
professional and project manager(s).

2 RGW 2/21/201
42:39 PM

Autonomy Means Managing Empty Spaces. in a federated SOS or FOS development program, groups and individuals
live within two concentric circles of responsibility (note: engineers would understand this concept in terms of a limit
cycle metaphor). The inner circle represents their minimally acceptable baseline — everything they have to do or risk
failure. The larger circle marks the limits of their authority. The in-between area is their area of discretion (again,
reference the type-ll responsibilities under subsidiarity as previously discussed). This area is the space in which they
have both the freedom and the responsibility to initiate action. Engineering professionals within a SOS or FOS project
must fill this space — it is their “type-ll"” accountability. Implicit in this maxim is the notion that those higher up in the
SOS or FOS program management structure may not know better in many cases. That assumption requires a lot of
(warranted) trust and a necessary “forgiveness” when things turn out wrong. Where no mistakes are tolerated
(conventional “type-1" project management ideology), no professional initiative will be risked. “Forgiveness providing
an individual/the group learns” is a necessary part of federalist thinking in an engineering context. It is just as
important to note that if someone can no longer be trusted, they cannot be given such an “empty space”. To keep the
spirit of subsidiarity intact, those who do not merit trust must go / be removed to elsewhere — and quickly! This
corrective mechanism is also advocated by Austin {1996). Summarizing, leaders will simultaneously need to be tough
as well as trusting and forgiving. This is another paradox that exists in federated programs. Recall that success within a
CAS is based on the underlying premise of the survival of the fittest (necessary inverse: extinction of the unfit!).
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