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Figure 36. Determination of Potential Routes Using Simulation City from SimCity 2013 
 

Figure 37. Identification of Critical Assets Using Simulation City from SimCity 2013 
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2. Assessments of Critical Asset Scoring and Criticality Coordinate 

The next task of the assessment process is to identify and prioritize critical assets. In this step, 

fourteen critical asset factors will be used as the criterion to determine the assigned value of each 

asset on the list. The factors are the conditions, scenarios, and consequences that may result in the 

loss of the asset. The values are the number ranged from “less” (1) to “extremely” (5), which 

indicate the degree of importance. Nonetheless, it should be noted that the scoring assignment of 

these factors is binary. The values of (1) to (5) can be assigned just in case the factor applies to the 

asset. Otherwise, the number must be replaced with the value of (0). A hypothetical example of 

assigning values to the critical asset factors is presented in Table 1. 
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Table 1. Example of Assigning Values to Critical Asset Factor (SAIC, 2002) 
 Critical Asset Factor Description 
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A. Protection Providing Ability 1 Does the asset lack a system of measures 
for protection? 

B. Relative Attack Vulnerability 2 Is the asset relatively vulnerable to an 
attack? 
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C. Casualty Risk 5 
Is there a possibility of serious injury or 
loss of life resulting from an attack on the 
asset? 

D. Environmental Impact 1 
Will an attack on the asset have an 
ecological impact of altering the 
environment? 

E. Replacement Cost 3 Will significant replacement cost be 
incurred if the asset is attacked? 

F. Replacement/Down Time 3 Will an attack on the asset cause 
significant replacement/down time? 
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G. Emergency Response Function 5 

Does the asset serve an emergency 
response function, and will the action or 
activity of emergency response be 
affected? 

H. Government Continuity 5 Is the asset necessary to maintain 
government continuity? 

I. Military Importance 5 Is the asset important to military 
functions? 
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J. Alternative Availability 4 Is this the only asset that can perform its 
primary function? 

K. Communication Dependency 1 Is communication dependent upon the 
asset? 

L. Economic Impact 5 
Will damage to the asset have an effect 
on the means of living, or the resources 
and wealth of a region or state? 

M. Functional Importance 2 Is there an overall value of the asset 
performing or staying operational? 

N. Symbolic Importance 2 Does the asset have symbolic 
importance? 

 

After the scoring assignment of all listing critical assets is completed, now that it is the time to 

fulfill the core requirements of this procedure. First is the calculation of the total score, and second 

is the computation of criticality coordinate. These two estimations can be implemented by using 



   

 

106 

Table 2, Matrix of Critical Asset Scoring and Criticality Coordinate. As can be seen in Table 2, 

the assigned critical asset factor values have been entered in corresponding with the critical asset 

factors recorded in Table 1. The sum of these values represents the total score (x) for that asset. 

The highest number among the ranking of critical asset total scores is the maximum possible 

criticality value (Cmax). Then, both values, (x) and (Cmax), are substituted as the constants in 

criticality equation to calculate the coordinate (X). 

 
Table 2. Matrix of Critical Asset Scoring and Criticality Coordinate 

Critical 
Asset 

Critical Asset Factor Total 
Score 

(x) 

Criticality 
X = 

(x/Cmax)100 A B C D E F G H I J K L M N 

Asset 1 1 2 5 1 3 3 5 5 5 4 1 5 2 1 43 100 
Asset 2 1 2 5 0 3 3 0 0 0 4 1 5 2 1 27 63 
Asset 3 1 2 5 1 3 3 0 5 0 4 1 5 2 0 32 74 
Asset 4 0 2 5 0 3 3 5 5 5 4 1 5 2 1 41 95 
Asset 5 1 2 5 0 3 3 0 0 0 4 0 5 2 1 26 60 
Asset 6 0 2 5 0 3 3 5 5 5 0 1 5 2 0 36 84 
Asset 7 0 2 5 1 3 3 0 0 5 4 0 5 2 0 30 70 
Asset 8 0 2 5 1 3 3 0 0 0 4 0 5 2 0 25 58 
Asset 9 1 2 5 1 3 3 5 5 5 4 0 5 2 1 42 98 
Asset 10 1 0 5 0 3 3 0 5 0 4 1 5 2 1 30 70 

 

3. Assessments of Vulnerability Factor Scoring and Vulnerability Coordinate 

The third approach in the VA process is the calculations of vulnerability. This procedure 

particularly involves applying the vulnerability factors to analyze the inherent vulnerabilities of 

critical assets. The factors are classified into three categories, including visibility and attendance, 

accessibility, and susceptibility. Each of them is comprised of two sub-elements, which will be 

utilized to evaluate the default value and later on to calculate the vulnerability score and coordinate 

in the end. In the case of the vulnerability factor default values, the scoring scale is quite essentially 

the same as it was used in determining the critical asset factors. The values range from (1) to (5). 
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They indicate the degree of importance associated with the specific definition for that factor. At 

this time, a hypothetical example of assigning values to the vulnerability factor is shown in Table 

3. 

 
Table 3. Example of Assigning Values to Vulnerability Factor (SAIC, 2002) 

Vulnerability Factor Definition 
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(A) 
Recognition 

Level 

- Largely invisible in the community 
- Visible by the community 
- Visible Statewide 
4 Visible Nationwide 
- Visible Worldwide 

(B) 
Attendance 

& 
Users 

- Less Than 10 
- 10 to 100 
3 100 to 1,000 
- 1,000 to 3,000 
- Greater Than 3,000 
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 (C) 

Access 
Proximity 

- No vehicle traffic & no parking within 50 feet 
- No unauthorized vehicle traffic & no parking within 50 feet 
- With vehicle traffic but no parking within 50 feet 
4 With vehicle traffic but no unauthorized parking within 50 feet 
- With open access for vehicle traffic and parking within 50 feet 

(D) 
Security 

Level 

- Controlled & protected security access with a response force 
2 Controlled & protected security access without a response force 
- Controlled security access but not protected 
- Protected but not controlled security access 
- Unprotected & uncontrolled security access 
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Receptor 
Impacts 

- No environmental or human receptor effects 
- Acute or chronic toxic effects to environmental receptor(s) 
3 Acute & chronic effects to environmental receptor(s) 
- Acute or chronic effects to human receptor(s) 
- Acute & chronic effects to environmental & human receptor(s) 

(F) 
Volume 

- No materials present 
- Small quantities of a single material present 
- Small quantities of multiple material present 
4 Large quantities of a single material present 
- Large quantities of multiple material present 
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When the default values of vulnerability factor on all selected critical assets are assigned, those 

recorded numbers can be transferred into one table by using the Matrix of Vulnerability Factor 

Scoring and Vulnerability Coordinate (Table 4). Similar to the implementation developed in the 

Matrix of Critical Asset Scoring and Criticality Coordinate, the assigned vulnerability factor values 

must be organized in corresponding to the vulnerability factor registered in Table 3. To calculate 

the total score (y) for each critical asset, the sub-element scores in the same category are multiplied 

by each other, like visibility and attendance (A1 x A2), accessibility (B1 x B2), and susceptibility 

(C1 x C2). Then, the three resulting numbers are summed. Finally, the value of factor (y) is used 

as the constant in vulnerability equation to calculate the coordinate (Y) for that asset respectively. 

 
Table 4. Matrix of Vulnerability Factor Scoring and Vulnerability Coordinate 

Critical 
Asset 

Vulnerability Factor 

Total 
Score (y) 

Vulnerability 
Y = (y/75)100 

(A x B) + (C x D) + (E x F) 

A B 
 

C D 
 

E F 

1-5 1-5 1-5 1-5 1-5 1-5 

Asset 1 4 3 

 

4 2 

 

3 4 32  43 
Asset 2 4 3 4 2 3 5 35 47 
Asset 3 3 3 4 3 5 5 46 61 
Asset 4 2 3 4 1 2 3 16 21 
Asset 5 2 3 4 3 1 1 19 25 
Asset 6 2 2 5 5 1 1 30 40 
Asset 7 2 1 3 5 1 1 18 24 
Asset 8 3 3 5 5 1 3 37 49 
Asset 9 2 3 5 4 3 5 41 55 
Asset 10 1 2 4 3 4 3 26 35 

 

4. Representation of Consequence Results 

The purpose of result representation, in fact, basically refers to the reviewing of consequence 

assessment. This step will help to identify that which assets possess the most significant concerns 

in term of their criticality to a specific set of circumstances and conditions and their vulnerability 
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to undesirable outcomes. For the real-world projects or case studies, this assessment must also be 

performed in conjunction with the pieces of advice from subject matter experts, such as the 

reliability of data collection, the credibility of threats, or specifically identified vulnerabilities. 

Figure 38. Matrix of Criticality vs. Vulnerability (SAIC, 2002) 

Once the coordinate of criticality (X) and vulnerability (Y) for each asset are calculated, they 

are adopted as defined points and plotted on a scatter diagram, called the Matrix of Criticality 

versus Vulnerability, as presented in Figure 38. The matrix is split up into four quadrants (I, II, III, 

or IV). The chart analyzes the critical assets by prioritizing the level of consequence based on the 

critical asset factors and vulnerabilities default values estimated in step 2 and 3. Any assets that 
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fall into Quadrant I (high criticality and high vulnerability) are considered to be critical to the city 

or region and judged to be vulnerable to the identified hazards and potential threats. 

Notwithstanding, the consequences of disruptions on these assets will depend on the nature of the 

intervention and the impact of the loss of the asset. The possible damages may vary from the loss 

of life and property to the loss of transportation infrastructures or even completed shutdown of 

transporting system functionality. 

 

5. Development of Potential Countermeasures 

While assessing the critical assets along the routes and their susceptibility to potential threats 

provide a reduction in the vulnerability of those assets, designing the typical countermeasures 

would render the enhancement of security and the improvement of resilience for the community 

at the core. For this reason, the development of these protection protocols ideally requires effective 

collaboration between stakeholders, subject matter experts, and regional governance bodies. 

Assembling the proper team and tasking with the right job will ensure that the challenges are 

correctly identified and precisely addressed within the scope of the assessment process. 

Theoretically, countermeasures must be developed based on the focus of three primary 

attributes, including deterrence, detection, and defense. The definitions of these terminologies are 

used as the relative terms to identify a collection of countermeasures considered applicable to 

protecting physical assets and their functionalities. Each of them can be defined as follows: 

 
§ Deterrence: The protective measures deter an attacker either by making it difficult for the 

aggressor to access the facility or causing the aggressor to perceive a risk of being caught. 

§ Detection: The surveillance measures discover the potential attack and alert the security 

response team or emergency response units. 
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§ Defense: The defensive measures protect the asset by delaying the attacker's movement 

toward the asset, keeping the attacker away from gaining access to the facility, and 

mitigating damage from the attacks, especially weapons and explosives. 

 
By finalizing the representation of assessment results from Step 4 under the implication of 

three terminologies annotated above, the items presented in Table 5 are examples of potential 

countermeasures. It should be noted that the effectiveness of those listed countermeasures is 

subjectively measured by considering how well the strategies reduce either the probability of 

occurrences or consequences of attacks on assets with specific threats and vulnerabilities. 

 
Table 5. Potential Countermeasure Identifications (SAIC, 2002) 

Potential Countermeasures 
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Install motion detected cameras with infrared technology. Cameras should 
include an automatic alarming trigger to notify response team. X X  

Place active barriers at vehicle entry point. Barriers should be able to be 
rapidly deployed and be capable of stopping large commercial vehicles. X  X 

Construct fences or gates to block bystanders from instantly accessing the 
buildings.   X 

Replace external windows with safety glass to prevent broken glass from 
explosions or shrapnel.   X 

Hire a private security force to continually monitor the facility and 
surrounding area. X X X 

Build a reinforced, well ventilated area for facility residents to take refuge in 
the event of an attack.   X 

Restrict all parking and vehicle traffic in close proximity to the facility to 
authorized vehicles only. X   

Install redundant power systems (e.g., emergency generators) to maintain 
critical systems and communication networks.   X 

Upgrade exterior lighting and emergency phone stations at walkways, 
entrances, exits, and parking lots. X X  

Limit access to restricted buildings or area through the issuance of a security 
badge with specific access identification and key card. X X  
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6. Estimation of Countermeasure Costs 

The idea of cost estimation in VA process is to calculate the range of aggregate expenditures 

for implementing the countermeasures identified in Step 5. The investment plan must be drafted 

to package countermeasures in the ways that operationally rational and strategically cost-effective. 

With these intentions, the productive countermeasure packaging will allow the assessment team to 

review all possible alternative solutions, namely equipment, technologies, and structures, for 

maximizing vulnerability reduction. Nevertheless, the expenses of countermeasure 

implementation, such as capital investment, annual operation, maintenance costs, and life-cycle 

cost can be varied. The relative cost ranges for each transportation agency are very subjective and 

depend on many variables. Table 6 displays an example of sample values as a general guideline to 

estimate the countermeasure costs in each category. These figures, when applying to the 

countermeasures, are described as high (H), medium (M), or low (L) as shown in Table 7. 

 
Table 6. Countermeasure Relative Cost Range (SAIC, 2002) 

 

Sample Countermeasure Relative Cost Range 

Capital 

Investment 

Annual 

Operating Cost 

Annual 

Maintenance Cost 

Low < $150K < $75K < $35K 

Medium $150K - $500K $75K - $250K $35K - $150K 

High > $500K > $250K > $150K 
 

All in all, this step practically refers to balancing the unit price of the countermeasure packages 

to the critical assets. The team can group the assets into categories and then adjust the appropriate 

budget and cost per unit for countermeasures to the number of critical assets in each category. For 

one thing, a single asset might be seen fit with multiple countermeasures. For another, several 
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assets could be considered applicable to just a particular countermeasure. The nature of these 

circumstances will frequently require cost-benefit analyses and trade-off studies. 

 
Table 7. Matrix of Countermeasure Cost Estimation (SAIC, 2002) 

Countermeasure Description 

Function 

 

Cost 
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Install motion detected cameras with infrared technology. 
Cameras should include an automatic alarming trigger to 
notify response team. 

X X  

 

H L L 

Place active barriers at vehicle entry point. Barriers should be 
able to be rapidly deployed and be capable of stopping large 
commercial vehicles. 

X  X M L L 

Construct fences or gates to block bystanders from instantly 
accessing the buildings.   X L L L 

Replace external windows with safety glass to prevent 
broken glass from explosions or shrapnel.   X M L L 

Hire a private security force to continually monitor the 
facility and surrounding area. X X X M M L 

Build a reinforced, well ventilated area for facility residents 
to take refuge in the event of an attack.   X H L M 

Restrict all parking and vehicle traffic in close proximity to 
the facility to authorized vehicles only. X   L M L 

Install redundant power systems (e.g., emergency generators) 
to maintain critical systems and communication networks.   X H L M 

Upgrade exterior lighting and emergency phone stations at 
walkways, entrances, exits, and parking lots. X X  M L L 

Limit access to restricted buildings or area through the 
issuance of a security badge with specific access 
identification and key card. 

X X  M M L 

 

7. Development of Security Operational Planning 

Security operational scope, objectives and management are final vital part of VA. The 

awareness and preparedness must begin with comprehensive plans, standard policies, and stringent 


