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The chapter is organized as follows. In Section IV.2, new sufficient conditions for
the existence of the MTTF and the MTTR are given when the system availability
process p(k) is a 2-state lumped NHMC. Sufficient conditions for the existence of
these network metrics have been given in [36] for an NHMC £(k), which is not
the result of a lumping transformation. The conditions given in Section IV.2 are
simpler and easier to test compared with those given in [36]. Indeed, the results
obtained here take into account that p(k) is a lumped process. This facilitates the
analysis because the derivations can be done in terms of the underlying process of the
lumping transformation ¢ and the joint process z(k). Some examples are given to
show how these new conditions work. In Section IV.3, the derivation of a functional
relationship between the output performance metrics of the JLS (I11.2.1) and the
network performance metrics is done. Finally, a summary of the results obtained in

this chapter is given in Section IV .4.

IV.2 NETWORK PERFORMANCE METRICS

In this section, a brief review of the network performance metrics, MTTF and
MTTR, is presented. Let p(k) be a 2-state HMC, not necessarily a lumped process.

The time to failure (TTF) and the time to repair (TTR) are defined next.

Definition IV.2.1. Let ky € Z* and assume that at this time instant the network

is working correctly, that is, p(ko) = 0. The random variable
™ = inf{k > ko : p(k) = 1}

is called the time to failure (of the network architecture). The expectation of the

TTF, E(1%), is called the MTTF.
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Definition IV.2.2. Let k; € Z* and assume that at this time instant the network

is not working correctly, that is, p(k1) = 1. The random variable
~* = inf{k > k; : p(k) = 0}

is called the time to repair (of the network architecture). The expectation of the

TTR, E(v*), is called the MTTR.

Remarks
As usual, the infimum of the empty set is taken to be co. The TTF and the TTR, as
defined above, are special cases of a more general concept called hitting times [36).

Let the transition probability matrix of p(k) be:

Poo 1 —poo
1—pn Pu
where pgo < 1 and p;; < 1. Then it is known (see, e.g., [2,43]) that the MTTF,

E(7%0), and the MTTR, E(~*!), are given by

1

E(1%) = Iv.2.1
( ) 1 — poo ( )
and
E(~*) = ! : (IV.2.2)
1—pn
respectively.
Remarks

1. Since the network performance metrics given in (IV.2.1) and (IV.2.2) do not really
depend on the specific time where they are calculated, the upper indexes kg and k;

can be removed.
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2. To simplify the notation, the MTTF and the MTTR will be denoted by a and 3
respectively:

1
1 — poo
1

1—1011'

a® MTTF =

(IV.2.3a)

8= MTTR = (IV.2.3b)

The NHMC Case

The formulas given above are widely known in the literature. However, the case
when the process p(k) is an NHMC (not necessarily a lumped process) is less known.
This case has been addressed, for example, by Platis et al. in [36], where sufficient
conditions are given for the existence of the MTTF and the MTTR, and explicit
values of these metrics are given for specific examples. When the process p(k) is a
2-state lumped NHMC, simpler sufficient conditions can be derived in terms of the
transition probabilities of the joint process, z(k). Moreover, a general formula to
approximate the value of the MTTF and the MTTR can also be derived.

For all the following results in this section concerning the lumped process p(k) =
#(z(k)), it is assumed that p(k) is an NHMC for 7,(0) € ® with transition probability

matrix

poo(k)  po1(k)

po(k) pu(k)

In Lemma IV.2.1, the distribution probabilities of the random variables T and ~ are

I, (k) =

given.

Lemma IV.2.1. Let z;(k), i € Z;, be a set of independent HMCs with state space
T,, and let z(k) be the joint HMC with state space TL. Assume ¢ is a lumping

transformation and p(k) = ¢(z(k)), the system availability process with state space
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T,. Assume that p(k) is an NHMC with transition probability matriz I1,(k). Let
ko,kl € Zt such that p(ko) = qb(Z(ko)) = 0 and p(kl) = ¢(Z(k1)) = 1. Then

Pr(r% = 1) = py;(ko), and

t—2
Pr(r* = 1) = po (ko +t — 1) Hpoo(ko +k), t>2,teZ". (Iv.2.4)
k=0
Likewise, Pr(y* = 1) = pyo(k1) and
t—2
Pr("ykl = t) = plo(k1 +t— 1) Hpu(kl + k), t> 2, t e Z+. (IV25)
k=0

Proof: For t =1 it follows that

Pr(7% = 1) = Pr(p(ko + 1) = 1|p(ko) = 0) = poy (ko).
Similarly,

Pr(v = 1) = Pr(p(k1 + 1) = 0|p(k1) = 1) = p1o(k1).

Equations (IV.2.4) and (IV.2.5) follow by induction and the Markov property of p(k).

Therefore, whenever the series (IV.2.6) and (IV.2.7) below converge, the MTTF

and the MTTR are:

00 t—2
E(r%) = poy(ko) + > tpor (ko +t — 1) [ [ poo(ko + k) (IV.2.6)
t=2 k=0
and
00 t-2
E(v*) = pio(ky) + thlo(kl +t—1) Hpu(kl + k), (IvV.2.7)
i=2 k=0
respectively.

Theorem IV.2.1 gives sufficient conditions for the convergence of these series and,

thereby, for the existence of the MTTF and MTTR.
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Theorem IV.2.1. Let z,(k), i € S, be a set of independent ergodic HMCs with
state space Iy, and let z(k) be the joint HMC. Assume ¢ is a lumping transformation
and p(k) = ¢(z(k)), the system availability process with state space I,. Assume
that p(k) is an NHMC with transition probability matriz I1,(k). Then the limits
Doo = lclirgopoo(k) and Py, = kli_g)lopu(k) exist and if Pyy < 1 then the series (IV.2.6)

converges. Likewise, if D1, < 1 then the series (IV.2.7) converges.

Proof: The existence of the limits P, and p,; is guaranteed by Corollary I1.2.1. The
sufficiency part of the theorem is only proved for the first case since the other one is

similar. Observe that

S -2 oo t—2
th01(ko+t—l)Hpoo(ko+k) Szt poo(k0+k).
t=2 k=0 t=2 k=0
t—2
Let R(t) £ thoo(ko + k). Then
k=0
t—1
R(t+ 1) a1 Hpoo(ko + k) .
t+ + k=0
[ poo(ko + &)
k=0
. . : o . Rt+1) _
Taking limits on both sides of this equality gives thm ——W = Poo < 1. Therefore,
by the ratio test for convergence, the claim follows. ]
By observing that
Doo = 1t Z Do Tzm < L Z P (IV.2.9)
00 T, MO mn — Ty MO mn?
m,ne&o m,ne€y

a variation of Theorem IV.2.1 can be given.

Theorem IV.2.2. Let z,(k), i € F1, be a set of independent ergodic HMCs with

state space Ty, and let z(k) be the joint HMC with state space IF and transition
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probability matriz 11, = [pf,m], m,n € £. Assume ¢ is a lumping transformation
and p(k) = ¢(z(k)), the system availability process with state space I,. Assume that

p(k) is an NHMC. If

1
: 1 V2.1
— > pi, (IV.2.10)

m,n€€y

then the series in (IV.2.6) converges. If

1 Z

v > ph. <1 (IV.2.11)
then the series in (IV.2.7) converges.

Proof: The proof follows directly from (IV.2.9) and Theorem IV.2.1 ]

Remarks

1. Notice that if (IV.2.10) and (IV.2.11) are satisfied with the inequality taken in the
other direction, then the series do not converge, hence, the MTTF and the MTTR
are not defined.

2. To obtain the results given in Theorem IV.2.2, what is actually needed is that
the inequalities m,My > 0 and 7,M; > 0 hold. These inequalities might be satisfied
without some of the HMCs z;(k), ¢ € .71, being ergodic.

The following example shows how conditions (IV.2.10) and (IV.2.11) work.

Example IV.2.1. Consider the transformation of L = 3 HMCs with transition

probability matrices
p
I, & ,1=1,23,

where p! = 0,q' = 0.3,p?> = 0,¢®> = 0.5 and p® = 0,¢® = 1. Observe that the HMC

z3 is not ergodic since its transition probability matrix, II.,, is not quasi-positive
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TABLE II: Transformation table for Example IV.2.1
| z1(k) | zo(k) | 25(k) | 2(k) | E&(z(k) [ p(k) |

0 0 0 1(0,0,00] 1 0
0 0 1 | (0,0,1)| 2 0
0 1 0 |(0,1,00| 3 0
0 1 1 |(0,1,1)] 4 1
1 0 0 |(1,0,00] 5 0
1 0. 1 (@01 6 1
1 1 0 | (1,1,0)| 7 1
1 1 1 | (1,1,1)] 8 1

(see Theorem A.1.2). Since the transformation in Table II is a 2-out-of-3 system,
& = {1,2,3,5} and & = {4,6,7,8}. By taking 7, (0) = [1 0], ¢ = 1,2,3, one
can show that the criterion of Theorem 22 in [19) is satisfied. Therefore, the system
availability process p(k) = ¢(z(k)) is an NHMC (for the specific assumed initial
state probability vectors m,,(0)).

Now observe that

[ o 0 06 0 O 0 o0 1 ] — 1 ] | 0 ]
o 0 0 0 0 0 0 1 1 0
0 0 0 0 0 05 0 05 1 0
0 0 0 O 0 05 0 05 0 | 1

I, = , My= , My = )

0 0o 0 07 0 0 0 03 1 0
0 0 O 07 O O 0 03 0 1
0 035 0 035 0 0.15 0 0.15 0 1

i 0 035 0 035 0 015 0 0.15 | i 0 ] i 1 |

and the stationary probability is 7, = [0 0.1373 0 0.2745 0 0.1961 0 0.3921].
Therefore, the condition (IV.2.10), Zm’nego Prn/™2Mo = 0 < 1, is satisfied, which

ensures the existence of the MTTF. However, the MTTR does not exist since the
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condition (IV.2.11), 37 ¢ Phn/m2 M1 = 3.83 < 1, is not satisfied. 0

Theorem IV.2.3 below gives general formulas that approximate the values of the
MTTF and the MTTR when p(k) is an NHMC. First, to simplify the notation write

= m,(0)Ike
menz() z-m

m,ne&
DR A (1)) T8
m,neéy
1 —g(k) = pu(k) = 7, (0)TI* M

Then by substituting h(k) into (IV.2.6) and g(k) into (IV.2.7), it follows that

t=2 k=0
and
E() = glk) + > taks + ¢ — 1) [[(1 = 9(ks + k),
t=2 k=0

respectively. In addition, associate with the stochastic matrix II, introduced in Chap-
ter II (see Corollary 11.2.1), the HMC p with state space Zs.
Let T and % be the TTF and TTR corresponding to the HMC p, and let E(T)

and E(%) be the MTTF and the MTTR, respectively.

Theorem 1V.2.3. Let z;(k), i € F1, be a set of independent ergodic HMCs with
state space Iy, and let z(k) be the joint HMC with state space TE and transition
probability matriz 11, = [pfn n] ,m,n € E. Assume ¢ is a lumping transformation and
p(k) = ¢(z(k)), the system availability process with state space I,. Assume that p(k)
is an NHMC. Then there exist to € Z* large enough such that E(T™) and E(v*0)

can be approzimated, respectively, by E(T) and E(¥) as follows:

E(7%) 2 h(ko) + S — H(Byy) + E(F), (IV.2.14)
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E(v*) = g(k1) + S§* — G(Boo) + E(),

where

to t—2

S0 = t(hko+t — 1) [](1 = hko + k), to>2, (IV.2.15)
t=2 k=0
to t—2
Ser = gl +t— 1) [0 — gk + ), to>2,
t=2 k=0
H(Pgo) = (1 — Poo) Z thoo (IV.2.16)

G(pn) = (1 —Pu) Ztﬁtﬁl-
t=1

Proof: Since each HMC z;(k), ¢ € £, is ergodic, the joint process z(k) is also
ergodic according to Lemma I1.2.1. Let 7, be the stationary probability vector of
z(k). Thus, for any € > 0 it is possible to find a value to(¢) € Z* large enough such

that

It — T, < e < 1.

By (IV.2.15) and the inequality above it follows that

H-
K\)

E(1*) = h(ko) + Sk + Z th(ke +t — 1) ( — h(ko + k)

t=to+1 k=0
0o ( E pmn’]TZ( 17rz€m Z pmn’/Tz lwzel
~ k mneo m ne&)
= h(kO) + Sho -+ t:tg_l i \ .y (O)TWZMO H 17TZMO
0o ( Z mnﬂ-zem ‘-2 Z pmnwzem
+Sk0 + ¢ neé m,ne&y
" t:%;—l \ 7TzMO kl—IO ﬂ'zMO
t—2
= h(ko) + Sy + Z t(1 — Poo) HZ—?OO
t= to+1 k=0

= h(ko) + Sf° + Z (1 - Boo)Pio”

t=tg+1
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to
_ 1 4
= h(ko) + Sy° + (1 — Poo) (u__m - thf)ol)
=1

to
= h(ko) + Sf° + E(T) — (1 — Poo) Y _ tPho"

t=1

= h(ko) + Sp° — H(Boo) + E(T).

Similar arguments prove the approximate formula for E(v*). ]

IV.3 PERFORMABILITY ANALYSIS

In this section, it is shown that the output performance metrics of the closed-loop
control system driven by the lumped process p(k) = ¢(z(k)) are explicit functions
of the network performance metrics of the network architecture characterized by the
system availability process p(k). This performability analysis is first done for the
i.i.d. case, that is, when p(k) is an i.i.d. process. Next, it is generalized for the HMC
case, that is, when the lumped process p(k) is in an HMC.

The i.i.d. Case

Let z;(k), i € 71, be a set of independent 1.i.d. processes with state space Zg, and
let p(k) be the system availability process with state space Z,. By Theorem I1.3.1, it
is known that p(k) = ¢(z(k)) is also an i.i.d. process for any lumping transformation.
In Section I11.3, the probabilities Pr(p(k) = ), ¢ € Zs, have been denoted by p;. Thus
if 0 < pp < 1, the MTTF, «, and the MTTR, 4, can be expressed in terms of the

probabilities py and p; (see (IV.2.3)) as follows

_ 1
B 1—100’
_ 1
B 1“171.

o (IV.3.1a)

3 (IV.3.1b)
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From these equations it follows that

Il
ek
|

Po , (IV.3.2a)

I
—
|

P (IV.3.2b)

Wl R

Equations (IV.3.2a) and (IV.3.2b) are used in Theorem IV.3.1 below to express the
output performance metrics J,, and Jp as explicit functions of the network perfor-

mance metrics (see Problem 5 in Chapter I).

Theorem IV.3.1. Let z;(k), i € FL, be a set of independent i.i.d. processes with
state space Ig, and let z(k) be the joint i.i.d. process. Assume ¢ is a lumping trans-
formation and p(k) = ¢(z(k)), the system availability process with state space I,
that drives the JLS (111.2.1). Then the output performance metrics J,, and Jo are

functions of the network performance metrics a and 8 given, respectively, by

Ju(a, B) = tr (COQ(a,ﬁ)Cg) (1 — é)—}-tr(C’lQ(a,ﬁ)Cf) (1 — l), (IV.3.3)

B
Jo(a, B) = tr(COM(a, ﬁ)g}") (1 _ é)-ﬁ—tr(ClM(a, ﬁ)C’f) (1 _ %) (IV 3.4)
where
Qla,) = vee™ (b = Ata,8) vec(B(a. ) )
Ala, ) = Ao ® 4o (1 - é)ml ® Ay <1 _ %) (IV.3.5)
B(a, 8) = ByBj (1 ~ %)—i-Ble (1 — %) (IV.3.6)

M(a, ) = vec™ ((Inz - A(a,ﬁ))_lvec(XO)).

Proof: It follows directly from Theorems II1.3.1 and II1.3.2 by taking into account

(IV.3.2a) and (IV.3.2b). m

The sensitivity of J,, and Jy with respect to @ and 3 are defined next.
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Definition IV.3.1. Let §* £ (a*, 8*) be such that the ii.d. JLS (II.2.1) is MSS.
The sensitivity of J,, and Jy with respect to @ and  are denoted by Sy (), Sy (5)

and Sp(a), So(B), respectively, and are given by

_a  0Jy(a,B) g B 0Jy(a,p)
Sule) = Juw(a, B) Ja P w(P) = Ju(a, B) op §=5*

o 0Jo(a,pB) B 9Jy(a,B)
=B v e T RGBT 9 s

The partial derivatives of J,, and Jy with respect to o and § are given next. The

result can be derived directly from Theorem IV.3.1

Theorem IV.3.2. Let 6* £ (a*, 8*) be such that the i.i.d. JLS (111.2.1) is MSS and
let Q* £ Q(0*), M* £ M(5*), A* £ A(6*) and B* 2 B(6*) be the values of Q, M, A

and B at this point, respectively. Then

2
9Jule, ) =t (CO 9Q(a,5) cg’) (1 - l)+tr<c*0Q*COT> (i) +
Oa s 0o |5 g a* o*
(@50 5)
0u@B)|  _, (o 0QB)| 1 or\ (LY
7m0 L ) (g et () ¢
0Q(a, B) 1
ol 557 a) ()
2
0Jo(, 5) =tr<Co OM(a, ) C’OT) <1 — i>+tr<C'oJW*C'OT> (i> +
Jo  |sop Jdo |5 g a* a*
(055 L) (7))
0Jy(a, B) B oM (a, B) T 1 . 2
7, — (e B ) (1 (el () +
(055, F) (- %)

where
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%‘Zé’m = (1 = A) (A0 © 40 <al )Z(Inz A e (B4
vec(BoBT ( ) )

(e, R (R 1((,41@,41)(; )2(1n2 A eo(B)
vec(B, BT < ) )

ot = (I =AY (A0 8 Ao)( : )2(Inz — ) Hvee(X?)),

%Oﬁéﬁ) s vee™ <(I"2 —A) T (A Ay (%)Q(Ina - A*)_lvec(Xo)),

Proof: These identities follow directly from taking partial derivatives in (IV.3.3),

(IV.3.4), (IV.3.5) and (IV.3.6). n

Therefore, a change in the value of J,, at the specific point 6* = (a*, §*) caused

by a small change in §, dd £ (da, dB), is given by

aJ'LU 9 8‘]111 ? da
dJu(at, B)ls=gr = [ gz b) a(; b )} . : (IV.3.7)
—4* dﬁ
Similarly for J,
0Ji aJ, da
dJo(a, B)ls—se = { 0(,52’5 ) 05();’[3 )} . (IV.3.8)
=4§* dIB

Since po + p; = 1, from (IV.3.2) it follows

_ 5 _
a-B—_l’ 6_04—1'

Hence, @ and 3 can not change arbitrarily. If we consider « as a function of 3 then

da = (EE ——=df3. Likewise, if one considers 3 as a function of « then dg = & _11)2 da.

(ﬂl
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In this case, (IV.3.7) and (IV.3.8) take the scalar form

4T (B) =g = [_a‘]wégzﬁ) @ i v aJw;g,ﬂ )} g, (IV.3.9a)
A (@) |amar = [aJwgg,ﬁ) B 8Jw£§,ﬁ) = i 1)2] - da, (IV.3.9b)
and
4Bl pmpe = {_ ajoéz, B8) o i - ajofgg, ﬁ)} - a5,
(@) e = {Mz(azﬁ) 3 BJOg;, B) - i 1)2} B do,
respectively.

The following example computes the sensitivity of the steady-state mean output

power, J,,, with respect to the MTTF and the MTTR.

Example IV.3.1. Let z;, i € 7, be a set of independent i.i.d. processes with
state space 7o = {0,1}. Let z(k) be the joint i.i.d. process and p = ¢(z(k)), the
system availability driving the ii.d. JLS (II1.2.1). Let p§ = Pr(p(k) = 0) = 0.8
and p; = Pr(p(k) = 1) = 0.2 be the probability distribution of p(k). Consider the

following matrices

0.5 -1 03 0 0.2 0.5
AO = 3 Al - ) BO =
0 -1 -2 0.8 1 0
0.8 1 2 03 -2 05
Bl = ) CO - ) C’1 -
0 -1 04 0.8 1 0

Since the spectral radius of A is 0.128, then by Lemma II1.3.1 the JLS (II1.2.1) is

MSS.
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From (IV.3.1a) and (IV.3.1b), the specific value of d is §* = (o*, %) = (5,1.25).
Following Theorem IV.3.1, from the matrices above the specific values of A, B and

() are determined to be

0218 -04 —04 0.8

~0.12 —-0.352 0 0.8

A* = A(6*) =
—0.12 0 —-0.352 0.8
0.8 —0.32 -0.32 0.928
0.56 —-0.04 . 14.6809 16.5195
B* = B(6*) = , @P=Q(07) =
—-0.4 1 16.5195 30.1701

From Theorem 1V.3.2, it follows that

dQ(a, B) 0.7044 0.8844

P . )
@ de=s 0.8844 1.2468

0Q(e, B) 1.8952 -3.7401

8ﬂ o=6*

—3.7401 16.7489

Then, Equation (IV.3.7) becomes

do
dJy(a, B)|sese = [9.3271 45.4732}
ag

When J,, is only taken as a function of a, (IV.3.9b) yields
AT (0)|ocor = 6.485 dav. (IV.3.11)
Likewise, when J,, is only taken as a function of g, (IV.3.9a) yields

dJ,(8)|ppr = —103.7604 dg. (IV.3.12)
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From (IV.3.11) and (IV.3.12), one can conclude that the steady-state mean output
power is more sensitive with respect to the MTTR than with respect to the MTTF.
However, it is observed that a positive change in the MTTF increases the value of
Jw and, on the other hand, a positive change in the MTTR significantly decreases

the value of J,,.

The HMC Case
The performability analysis when the lumped process p(k) = ¢(z(k)) is i.i.d. can
also be done when p(k) results in an HMC for all initial state probability vectors of

z(k), that is, when m,(0) € =,. From (IV.2.3) it follows

1

Poo =1— . (IV.3.13a)

pn=1—1 (IV.3.13b)
B

Thus,
1-1/a 1/«
I, £ /
/8 1-1/8

The sensitivity of J,, and Jy with respect to o and (8 are defined similarly as for
the i.i.d. case. By taking into account (II1.2.3), (III.2.4) and (II1.2.5), the following

theorem relates the output performance metrics with the MTTF and the MTTR.

Theorem IV.3.3. Let z;(k), i € F1, be a set of independent HMCs processes with
state space Tg, and let z(k) be the joint HMC process. Assume ¢ is a lumping
transformation and p(k) = ¢(z(k)), the system availability process that drives the
JLS (111.2.1). Further assume that p(k) is an HMC for all m,(0) € Z, and has state

space Tp. Let 6* £ (a*, ") be such that the JLS (111.2.1) is MSS. Then the output
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performances metrics, J, and Jo are functions of the network performance metrics

a and B as given below:

Jo(a, B) = tr [B’” (Qo(a, B)my + Qu(a, ﬂ)w},ﬂ , (IV.3.14)

Jo(a, B) = tr l:XO (Qo(a, B) Pr(p(0) = 0) + Qi(a, B) Pr(p(0) = 1))} ,  (IV.3.15)

where Q@ 2 (Qo, @1). The partial derivatives are given by

0Jy(a, B)

oo P

0Jy(a, B)
8/8 5=4
3J0(a, ,8)

O P

BJO(a, ,8)

aﬂ 6=4

where

0Q(e, B)
O

0Q(a, B)
96
0A(e, B)

oo

0A(a, B)
p

*
*
*
*

ol [P 0| )
<l [R5 R 2050 )
—tr (XO P@g’—ﬂ) Pr(p(0) = 0) + 821(5(2’—@ Pr(p(0) = 1)] 5:5*)’
o (122 )0+ 22D | ),

~1{ 0A(e, -
=g~ ((I,ﬁ — A" 1< éz ) >(In2 — A" 1<p(C)>,
6=4* 6=4
_1 [ 0 A(a, o
= ! <(1n2 ~ AY) 1( é‘; ) ) (Iz — AY) 1(p(C)>,
6=4* 6=4
=d1ag(A0®A0,A1®A1)<M ®In2),
5=6* da 5=6*
zdiag(A0®A0,A1 ®A1) M ®In2 .
6=6* 818 S5=6*

Proof: Equations (IV.3.14) and (IV.3.15) follow from (I11.2.4) and (III.2.5), respec-

tively. The partial derivatives follow directly from (IV.3.14) and (IV.3.15) and by

taking into account (I11.2.3). ' m

Since in this case « and 3 are not related, these parameters can change arbitrarily.

Therefore, a change in the value of J,, at the specific point 6* = (a*, 5*) caused by
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a small change in §, dé = (da, df), is given by

0Ju(@, f) 9Juw(e, B) do
dJw(o, B)|ss = [ da 0 ]
B =0 14
Similarly for Jy:
97 EY/ do
dJo(o, B)|ss = [ 05(92’ ) 0§;7 ﬂ)} =5
= | 48

IVv.4 SUMMARY

In this chapter, new sufficient conditions have been given to guarantee the exis-
tence of the MTTF and the MTTR when a network architecture is characterized by a
2-state lumped NHMC system availability process p(k) = ¢(z(k)). Since these con-
ditions were given in terms of the transition probabilities of the underlying process,
z(k), the criterion is easy to check. In addition, general formulas to approximate the
values of the MTTF and the MTTR were given in terms of the steady-state proba-
bilities pyy and P,;; introduced in Corollary II.2.1. A new unified framework between
closed-loop control system theory and fault-tolerant network architecture has been
given in Section IV.3 when the lumped process p(k) is an i.i.d. process or an HMC.
The output performance metrics J,, and Jy have been expressed as a function of
the MTTF and the MTTR, and sensitivity formulas were given to see how a small

change in these network performance metrics affect the output performance metrics.
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CHAPTER V

CONCLUSIONS AND FUTURE RESEARCH

In this chapter, the main conclusions of the dissertation are given. The objectives
established in Problem 1 through Problem 5 in Chapter I have been successfully
reached as explained below.

Problem 1

a) The probability distribution of p(k), p;(k) = Pr(p(k) = j), 7 € T,, was given
in Lemma II.2.2. This result only assumes that p(k) is a well-defined stochastic
process, which is the case since the lumping transformation, ¢, is a measurable
function. Therefore, the probability distribution of p(k), given in II.2.3, is valid in
particular when the system availability process results in either an NHMC or an
NMC. These probabilities are easy to calculate as they are given in terms of the
initial state probability vectors 7,,(0), ¢ € £1, and the transition probability matrix
of the joint process z(k), II,, that are assumed to be known.

b) The availability of the system at steady-state, klirgo Pr(p(k) = 0), was derived
directly from Lemma I1.2.2, and the result is presented in Theorem I1.2.1.

c) The one-step transition probabilities of p(k), pij(k) = Pr(p(k + 1) = j|p(k) =
i), 1,j € Iy, were derived in Theorem II.2.2. It was shown that they are well-
defined probabilities if the probabilities of the system to stay in each mode satisfies
Pr(p(k) = 1) > 0, ¢ € Z,. The one-step transition probabilities given in (I1.2.7) result
in the well defined time-varying stochastic matrix II,(k) for the particular case when

the system availability process, p(k), has only two states.
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d) The steady-state value of the one-step transition probabilities p;;(k), kh_)rglo pij(k),
were derived in Theorem I1.2.3 assuming that the HMCs z,(k), ¢ € ., are ergodic.
With this result, the matrix I1,(k) becomes the stochastic matrix II at steady-state.
This matrix was used in Theorem III.5.1 to get a new result regarding the MSES of
a JLS driven by an NHMC.
Problem 2
a) Under the hypothesis that the i.i.d. processes z;(k), ¢ € £, are mutually inde-
pendent, it was established that the lumped process p(k) is also an i.i.d. process.
The result is given in Theorem II.3.1.
b) The output performance metrics J, and Jy for the i.i.d. JLS (III.2.1) were pre-
sented in Theorems I11.3.1 and II1.3.2, respectively.
¢) The benefit of using these new formulas for J, and Jp, instead of the known
ones for the HMC case, was explained in the same section where the formulas were
derived. Essentially, this benefit is based on computational issues related to the lower
dimension of the matrix A in comparison to the matrix A,.
Problem 3

To analyze the MSS and the output performance metrics of the JLS (II1.2.1)
driven by p(k), when it is an NHMC or an NMC, a new result, Theorem II1.5.2,
is presented. Specifically, it was proved that the joint process 8(k) = (z(k), p(k))
becomes an HMC with the same transition probability matrix as the joint HMC
z(k). Therefore, by introducing a new JLS, driven by the process 6(k), and taking
into account the notion of model equivalence, it is possible to analyze the MSS and

the output performance metrics of the JLS (III.2.1) driven by p(k).
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Problem 4

Sensitivity formulas to analyze the effect of a small change in the probability of
upset on Jy, and Jy have been given in Theorem I11.3.3. These results directly follow
from the ones given for J, and Jy in Theorems I11.3.1 and II1.3.2, respectively.
Problem 5

When the lumped process p(k) is either an i.i.d. process or an HMC, it was shown
that the performance metrics J,, and Jy of the JLS (II1.2.1) are explicit functions
of the MTTF and MTTR for the network architecture represented by p(k). These
results, which are given in Theorems IV.3.1 and IV.3.3, are one of the main con-
tributions of this dissertation. They represent a new theoretical approach to better

integrating system theory with the reliability theory.

Future Research

The following problems need further work.

1. In Theorem I1.2.3 it has been shown that the one-step transition probability
matrix II(k) of the lumped process p(k) converges at steady-state to the constant
stochastic matrix IT. It is not clear if there exist a stochastic process, related with
the matrix II, such that p(k) converges in some sense to this process.

2. Even though Theorem II1.5.2 provides analytical tools for analyzing the MSS of
the JLS III.2.1 driven by the lumped process p(k) when it is not an MC, there is
still a need to solve the computational problem regarding the dimensionality of the

matrix 4, when one wants to check MSS.
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APPENDIX A
MARKOV CHAINS

A.1 BASIC CONCEPTS

Let (Q, F,Pr) be a probability space over which all the stochastic processes con-
sidered in this work will be defined. Let Zg = {0,...,S — 1}, S > 2, be a finite set.
In this appendix, a brief review is given about MCs that take values in Zg. The set

Zs is called the state space of the MC.

Definition A.1.1. Let A £ [a;], 1,7 € Ts, be a square matrix with components
from R. It is said that A is a stochastic matriz (by rows) if
1. For all Z,j € Isi Qg > 0.

5-1

2. For all 1 € Ts: Zaif = 1.

Jj=0

All the stochastic matrices considered in this dissertation are taken to be stochas-

tic by rows.

Definition A.1.2. Let {z(k) : kK € Z*} be a stochastic process with state space Zg,
and let

pij(k) £ Pr(z(k +1) = j | z(k) = 1)
be the one-step transition probability from the state ¢ at time k to the state j at
timev k + 1 such that II(k) £ [p;;(k)] 1,5 € Zs is a stochastic matrix. Let m(0) £
(po, ..., ps—1) with p; £ Pr(2(0) = i), i € Zs, be a vector called the initial state

probability vector of z(k). Tt is said that the process z(k) is an MC with transition
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probability matrix II(k) and initial state probability 7(0) if the following Markov

property is satisfied:

Pr(z(k+1) = C(k+1) | 2(k) = C(K), ..., (A.1.1)

2(0) = ¢(0)) =Pr(z(k + 1) = C(k+ 1) | z(k) = ¢(k)),

where Pr(z(k) = ((k), ..., z(0) = ¢(0)) > 0, and (k) is a state of z(k) in Zg at time

k.

Remarks

1. When the one-step probabilities p;;(k), i,7 € Zs, do not depend on time k, the

MC is said to be an HMC. Otherwise, it is called an NHMC.

2. Let z(k) be an HMC. The expression pl(’.c) is used to denote the k-step transition

probability from the state ¢ to the state j, that is, pz(-;-c) £ Pr(z(k) = j | 2(0) = 9).

Correspondingly, the stochastic matrix II¢%) £ [pgc)] is called the k-step transition

probability matrix of the HMC z(k). It is known that II®*) = TTF £ T x - .. x II,
Let z(k) be an HMC with state space Zs. The vector w(k) = k[t(l;;sz(k) =

0),...,(Prz(k) = S — 1)] is called the state probability vector of z(k) at time k.

The following theorem will be used throughout this work.

Theorem A.1.1. Let z(k) be an HMC with transition probability matriz II and

initial state probability vector 7(0). Then
(k) = w(O)I*, kecZ%,

where I1° is identified with the identity matriz Igyg.
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Definition A.1.3. Let z(k) be an HMC with state space Zg, one-step transition
probability matrix IT = [p;;] and k-step transition probability II*) = [pz(f)] It is said

that z(k) is ergodic if the limits

- k
=

1. exist for all j € Tg,

2. are independent of ¢ € Zg, and

5-1
3. for all j € Zg, m; > 0 such that Zﬂ'j = 1.
=0
Remarks
1. The vector 7 £ [7r1, ey 7r5_1] is called the stationary probability vector of z(k)

and can be found by solving the left eigenvector equation:

7 = «wll.

2. Since the limits 7; = inm p(k)
—00

;; are independent of 7, then lim (k) = .

k=00

Definition A.1.4. Let z(k) be an HMC with state space Zg and transition prob-
ability matrix I = [p;;]. If all entries of II*¥ are positive for some k € {2,3,...},
it is said that II is quasi-positive. If for each pair of indexes ¢,j € Zg there ex-
ists an n € Z%* such that pg-z) > 0, it is said that the MC is drreducible. If

1 =ged{n > 1: pgl) > 0V i € Zg}, where “gcd” denotes the greatest common

divisor, it is said that the MC is aperiodic.

Theorem A.1.2. Let z(k) be an HMC with state space Is and transition probability

matriz II. Then the following statements are equivalent.

1. The HMC z(k) us ergodic.
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2. The transition probability matriz 11 is quasi-positive.

3. The HMC z(k) is aperiodic and irreducible.

When z(k) is an ergodic HMC with transition probability matrix II, the sequence
of matrices {IT* : k € Z*} converges to a stochastic matrix, II, whose rows are

precisely equal to the stationary probability vector 7.

A.2 A NOTE ABOUT LUMPABILITY

Let z(k) be an HMC with state space Zg, and let = be the set of all initial state
probability vectors, 7(0). Let £ be any function that lumps or aggregates the states
of z(k). The function £ is called a lumping transformation, and lumpability is the
theory that determines conditions under which the lumped process, £(z(k)), results
in a MC. When the lumped process is an HMC for all 7(0) € =, it is said that the
lumpability is strong. On 'the other hand, when this lumping transformation results
in an HMC for #(0) € ®, where @ is a proper subset of = the lumpability is said to
be weak ( [23, p. 134]). Conditions under which a lumping transformation results in
an NHMC have been established (see, e.g., [19]). These conditions also depend on
the initial state probability vector 7(0) of the HMC z(k). Therefore, MCs that result
from a lumping transformation can be called lumped MC's to distinguish them from
the MCs described in Definition A.1.2, as they depend on the initial distribution
of the underlying HMC z(k). Not all lumping transformations result in an MC. In
this case, the resulting process is simply called a lumped process. This dissertation
considers the effect of a lumping transformation on the MSS and performance of a

closed-loop control system when it is driven by a lumped process.



92

VITA

Jorge R. Chévez Fuentes

Department of Electrical and Computer Engineering
Old Dominion University

Norfolk, Virginia 23509 USA

EDUCATION

e M. Sc. Mathematics, Federal University of Santa Catarina, 1998, Brasil

e B. Sc. in Mathematics, National University of Engineering, 1995, Pertu

PUBLICATIONS

CONFERENCE PUBLICATIONS:

1. J. R. Chavez-Fuentes, O. R. Gonzalez, W. S. Gray “Performance Analysis
of Fault Tolerant Control Systems with I.I.D. Upsets”, Proc. 2010 American
Control Conference, Baltimore, Maryland, 2010, to appear.

2. W. S. Gray, R. Wang, O. R. Gonzédlez, J. R. Chavez-Fuentes “Tracking
Performance Analysis of a Distributed Recoverable Boeing 747 Flight Control
System Subject to Digital Upsets”, Proc. 2010 American Control Conference,
Baltimore, Maryland, 2010, to appear.

3. J. R. Chavez-Fuentes, O. R. Gonzdlez, W. S. Gray “Transformation of
Markov Processes in Fault Tolerant Interconnected Systems”, Proc. 2009
American Control Conference, St. Louis, Missouri, 2009, pp 227-232.

4. O. R. Gonzéilez, J. R. Chavez-Fuentes, W. S. Gray “Towards a Metric for the
Assessment of Safety of Critical Control Systems”, Proc. 2008 AIAA Guidance,
Navigation and Control Conference, Honolulu, Hawaii, 2008, Paper AIAA 2008-
6804 (invited).

Typeset using KTEX.



