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Abstract

Numerous factors determine information security-related actions (IS-actions) in the workplace. Attitudes toward
following security rules and recommendations and attitudes toward specific IS actions determine intentions associ-
ated with those actions. IS research has examined the role of the instrumental aspect of attitudes. However, authors
argue that attitudes toward a behavioral object are a multidimensional construct. We examined the dimensional-
ity of attitudes toward security recommendations, hypothesized its multidimensional nature, and developed a new
scale [attitudes toward security recommendations (ASR scale)]. The results indicated the multidimensional nature
of attitudes toward security recommendations supporting our hypothesis. The results revealed two dimensions cor-
responding to the perceived legitimacy and effectiveness of security recommendations and its perceived rigor. The
new ASR scale showed good psychometric properties. This work contributes to the IS research at suggesting that
attitudes are a multidimensional construct in the IS context. These findings imply that the employee’s evaluation of
information security policy can be examined considering their instrumentality (security recommendations are impor-
tant) and rigor (security recommendations are strict). Different effects of the dimensions of attitudes over IS-action
suggest different interventions. Additionally, this study offers the ASR scale as a new instrument to capture employ-
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ees’ evaluation of security recommendations.

Keywords: attitudes toward security recommendations; multidimensional attitudes; scale development; ASR scale

Introduction

Information technology enhances efficiency and performance but
also brings new risks. Simple actions such as clicking on an email
attachment or responding to a phishing email can compromise an
organization’s information systems and overall performance. Organi-
zations formulate and communicate recommendations aligned with
their information security policy, but employees’ lapses relative to
those recommendations are prevalent. Several factors at different
levels (i.e. individual, group, organizational, and social) influence
employee’s information security-related action (IS-actions). Among
these factors are employees’ attitudes toward those actions and at-
titudes toward following information security policy. Attitudes to-
ward IS-actions are positively associated with the intention to act [1,

2], and attitudes toward following information security policy are
precursors of the intention to act in compliance with those policies
[3, 4].

Attitudes are an overall evaluation of a stimulus (object, activ-
ity, and symbol) [5]. However, authors have argued that attitudes are
multidimensional [6, 7]. People come up with an overall evaluation
when asked to evaluate an action. Still, when the focus is on different
aspects independently, the evaluation of the same action can change,
and in turn, the influence of each dimension over people’s intention
to act. For example, the influence of our overall evaluation of daily
exercise is different than the evaluation of how important it is for our
health and how hard it would be to perform when it is in our con-
trol. Similarly, organization members who regard following security
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policy as important and necessary can also think that following se-
curity policy is annoying or time-consuming. In this paper, we argue
for considering (1) the multidimensionality of attitudes and (2) in-
stead of evaluating following policy provisions or specific IS-actions,
evaluating the provisions themselves.

We believe the first element is essential for studying the behavioral
aspects of cybersecurity because sufficiently different dimensions of
attitudes will affect the intention to perform IS actions differently.
Therefore, the training and awareness campaigns would have dif-
ferent elements and emphases depending on the more critical dimen-
sions of a specific organization. For example, in an organization with
limited resources to deploy information security technology or in
places where monitoring employees is not a common practice, an ap-
proach that emphasizes the importance of security policy provisions
might be more practical and effective than unpractical and expensive
punitive measures. But in other organizations where information se-
curity is paramount and have the technical and human systems in
place that help hold people accountable for security lapses, the ne-
cessity of policy provisions might not be as compelling as letting peo-
ple know that there are punitive actions due to information security
misbehavior.

We also argue that changing the focus from evaluating IS action
or following security policy provisions to evaluating those provisions
is necessary to reduce the effect of social desirability. Asking organi-
zation members if specific policy provisions are necessary or sufficient
is less prone to social desirability than asking, for example, whether
they think that clicking on suspicious emails is good or whether fol-
lowing organizational policy is necessary.

Finally, aligned with this work’s focus, we developed an attitudi-
nal scale [attitudes toward security recommendations (ASR scale)] to
capture several dimensions of attitudes. This new scale is necessary
for IS research and practice given the approach we took to examine
attitudes in IS research. The ASR-scale does not compete with other
valuable options (i.e. SeBIS [8]; SA-6 [9]; HAIS-Q [10]), whose focus
is on attitudes toward specific actions. We believe that the ASR-scale
can supplement the information provided by these and other instru-
ments by assessing different dimensions of the evaluation of security
policy provisions.

We implemented a sequential quantitative exploratory—
confirmatory research design. In the exploratory portion, we
formulated several items to capture ASR and pretested them using
a sample. Expert feedback and the results obtained led to a set of
revised items. Next, we conducted an exploratory factor analysis
(EFA) on the revised items to examine the factor structure of the
measurement model. This phase led to a revised set of items that
underwent a third phase of confirmatory factor analysis (CFA) to
validate the final factor structure using a new sample.

Literature review

Attitudes constitute evaluations of a behavioral object (i.e. action,
object, individual, group, institution, or policy) [11-13]. Attitudes
are a precursor of action or intention to act concerning the behav-
ioral object [14, 15], and authors have suggested that those attitudes
have a multidimensional structure [7, 11]. Some authors suggest that
in evaluating a behavioral object, two dimensions of attitudes can
be distinguished: instrumental and experiential. The instrumental (or
cognitive) facet refers to the evaluation of behavioral objects, whereas
the experiential (or affective) refers to the individual’s feelings toward
behavior [11]. Other authors suggest that attitudes contain evalua-
tive, strength or rigor, and activity dimensions [7]. It is noticeable that

the examination of attitudes in IS research does not differentiate the
possible dimensions of attitudes, even though these dimensions can
have a different or opposite effect on IS actions. For example, an em-
ployee who thinks the security policy in the organization is important
and necessary might think that it is incomplete or too punitive in the
case of an IS misbehavior. Are there different dimensions of attitudes
toward IS-action or security policy? We examined the IS literature
considering the behavioral object studied and the dimensions of at-
titudes suggested by the items used in the studies. In our review, we
found that IS researchers focus on three behavioral objects: specific
IS actions, compliance with information security policy, and security
policy or its provisions. The items used in IS research reveal primar-
ily an instrumental dimension, even though in some cases, the items
suggest at least two: instrumental and experiential.

Researchers that consider attitudes as a unidimensional construct
operationalized attitudes toward specific actions or more broad con-
cepts (i.e. following security policy) with items that suggest one di-
mension. Among the IS actions examined are actions toward im-
plementing protective technologies [1], insecure IT behaviors [16],
adopting security technologies [17], secure IS actions [2], performing
nonmalicious security violations. [18], and IT ethical behaviors [19]
and categories of IS actions such as password management, email
use, internet use, social network site use, incident reporting, mobile
computing, and information handling [10,20-23]. The items that au-
thors used in this line of research are, for example, “For me, cleaning
spyware from my computer would be: Very bad idea—Very good
idea.” Researchers that consider broader concepts frequently focus
on the antecedents of compliance with security policy or its provi-
sions [i.e. 24-26]. An example of item when the focus is on follow-
ing security policy is, “Following security policy in my organization is
necessary.”

Researchers also investigate attitudes toward specific actions or
more general concepts (i.e. following security policy), capturing the
attitudinal construct with items that suggest more than one dimen-
sion. Examples of IS-actions investigated in this avenue of research
include antivirus software implementation [27] or IT ethical behav-
ior [28]. Examples of the evaluation of more broad concepts are Be-
langer et al. [29] study of the antecedents of early conformance with
security policy change or Bulgurcu et al. [3] and Ifinedo et al. [30,
31] studies on the antecedents of compliance with security policy.
Researchers capture the attitudinal construct with items that suggest
the consideration of the instrumental aspect of it (e.g. “security mea-
sures such as implementing antivirus software, firewalls, or system
updates on your home computer are a good idea” or “mandating
this change of password is a good idea.”) and the experiential as-
pect of it (e.g. “performing IT actions is punishable/rewarding”). It
is noticeable that even though the items suggest more than one di-
mensions of attitudes, researchers do not separate them conceptually
or analytically. It is possible that employees positively evaluate a pre-
scribed action, thinking of it as necessary for preserving information
security. Still, they might think performing such action is annoying
or time-consuming.

In the present work, we examine attitudes as a multidimensional
measure because the different dimensions of attitudes can relate to
IS action in a different strength or direction. Evidence of different
dimensions of attitudes toward security recommendations (SR) will
help make more targeted interventions. For example, in an organiza-
tion where the importance of SR is not related to IS-Action, but the
strictness of SR is, a more punitive approach can be more effective.
On the other hand, a strong correlation between the evaluation of SR
and IS action will suggest a focus appealing to the legitimacy of SR.
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Theoretical background and premise

The reasoned action approach

According to Fishbein and Ajzen [11], attitudes toward action pre-
dict the intention to perform the same action, and the intention
to act is a good predictor of action under the circumstances con-
ducive to its enactment. The relevance of attitudes as a precur-
sor of action and intention is supported across different domains,
such as screening programs [32], physical exercise [33], dietary
patterns [34], health-related behaviors [35], chronic illness treat-
ment adherence [36], nutrition-related behaviors [37], organic food
consumption [38], condom use [39], sun-protective habits [40],
cigarette consumption [41], and physical activity in adolescents [42].
Multiple meta-analyses [i.e. 32, 33, 43, 44] reported medium and
large predictive validity of attitudes over the intention to act and
action.

Multidimensionality of ASR

Authors [7, 11] argue that attitudes are not unidimensional. For
example, people could have positive attitudes toward physical ex-
ercise to the extent they know the benefits to their health and
well-being. Still, they could also evaluate physical activity as chal-
lenging [6]. Therefore, variance in a composite measure of atti-
tudes could be wrongly attributed to only interrater variance when
this, in reality, is due to the different valence of different dimen-
sions of attitudes toward the same behavioral object. Proponents
of the Theory of Reasoned Action [11] suggest that studying at-
titudes as part of the dynamics of actions requires a preliminary
examination of the dimensionality of this construct before testing
its predictive or explanatory capability. This preliminary exami-
nation is absent in the IS literature. For some authors, attitudes
have an inherent cognitive and affective component [45]. Other au-
thors suggest a two-factor solution with instrumental and expe-
riential factors [11]. Relative to IS-Action and IS policy, employ-
ees could evaluate the performance of specific IS actions, recom-
mended or included in IS policy, as necessary while considering them
restrictive, time-consuming, or annoying. Thus, it would be logi-
cal to think that employees’ attitudes toward IS-Action or security
policy provisions would have two or more dimensions associated
with intention and action. Based on this rationale, we hypothesized
that:

H1: the structure of ASR presents a multidimensional structure
with an instrumental and experiential aspects.

The perceived rigor of SR as an additional dimension
of attitudes

Osgood [7], in his work on the study of meaning, found that besides
the evaluative dimension of attitudes, other dimensions emerged. In
the study of the attitudes toward several objects, Osgood [7] found a
third dimension. The author called this dimension “Potency” (from
now on, perceived rigor). This dimension concerns the behavioral
object’s perceived power, strength, rigor, or hardness. The measure-
ment of this dimension involves terms such as hard-soft or strong—
weak. One possible explanation for its emergence is that this third
dimension depends on the behavioral object [11]. The dimension
that emerge depends on the object and the adjectives that are used
to capture the attitudes. Thus, the attitudes toward an object can be
interpreted as evaluative (instrumental and experiential dimensions)
and/or perceived rigor of a behavioral object. For example, and in

IS research, attitudes toward security policy can be captured with,
for example, “the security procedures are necessary (instrumental)”
or “the security procedures are confusing (experiential),” whereas
the perceived rigor can be captured with, for example, “the security
procedures are strict (perceived rigor).” The last statement could be
interpreted also as an instrumental aspect if the respondents evaluate
the security policy based on its qualities. It could also be interpreted
as experiential if respondents evaluate the same policy based on the
results of such a policy. Furthermore, it could be interpreted as per-
ceived rigor if participants regard the word “strict” to punishment in
the event case of not following SR.

The relevance of the perceived rigor of ASR is particularly inter-
esting due to the frequency at which IS researchers rely on deterrence
theory [e.g. 46, 47]. Based on deterrence theory, researchers argues
that the perception of being detected committing an insecure act and
the severity of the organizational response to that act can deter the
action or intention [48, 49]. The organizational response can be eval-
uated as a strict response to careless behavior in using information
technologies at work. Thus, including perceived rigor of security pol-
icy provisions as an additional dimension of attitudes toward security
policy provision will be relevant in the overall evaluation of attitudes.
Employees’ perception of SR as strict or demanding will differ from
the instrumental and experiential evaluation of security provisions.
Based on this rationale, we hypothesized that:

H2: examining ASR will reveal an additional perceived rigor di-
mension.

Research design and methods

We implemented a sequential preliminary, exploratory, and confirma-
tory design, each stage using independent samples. Participants prior
to the confirmatory part were recruited from Amazon Mechanical
Turk (MTurk), whereas participants at the confirmatory part of the
design were recruited from Qualtrics online panels. Before providing
their written consent, participants read a description of the study and
received a monetary incentive after completing the study. All research
was approved by the appropriate Institutional Review Board (IRB).
All surveys were administered via Qualtrics, and data were analyzed
using RStudio software [50]. In the preliminary study, the items were
administered to a sample to assess item wording and survey flow.
In the exploratory study, the items were administered to a second
sample to explore the attitudes’ factor structure. In the confirmatory
stage, the items were administered to a third sample to confirm the
factor structure from the exploratory study. Before participants read
the items, they were presented with the following SR:

“Sharing personal information by email is typically not recom-
mended in organizational policy as it could lead to a security in-
cidents. Some organizations have systems in place that allow em-
ployees to enter and share personal information. However, due to
a lack of resources or privacy concerns, it is difficult for organiza-
tions to monitor whether employees email personal information
or use secure systems.”

Then they read the following scenario:

“Jobn works at a manufacturing company. People at work believe
he is a very supportive coworker, always willing to help. John re-
ceives an email asking for some personal information from a col-
league, and John, out of professional courtesy, decides to email the
required information.”
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Table 1. Initial item adjectives with corresponding dimensions and
descriptive statistics.

Dimension Adjective M SD
Experiential Meaningful 4.26 0.75
Influential 4.19 0.79

Complete 4.18 0.78

Sufficient 4.22 0.72

Complex 3.93 1.02

Concise 4.20 0.80

Positive 4.25 0.78

Fruitful 4.20 0.76

Precise 4.15 0.81

Perfect 4.13 0.96

Wise 4.27 0.71

Instrumental Necessary 4.28 0.74
Beneficial 4.23 0.81

Important 4.26 0.72

Useful 4.28 0.67

Stringent Constrained 3.99 0.95
Strong 4.20 0.76

Severe 3.95 1.02

Hard 3.82 1.16

Note. N = 183. Item Stem: “The recommendations my organization has in
terms of handling personal information online are [adjective].”

The preliminary and exploratory study used this scenario,
whereas, in the confirmatory study, we used four scenarios with the
same character performing the same action but in different contexts
at work. In the confirmatory study, participants read only one of the
four scenarios. For all studies, items and scenarios were administered
randomly.

Preliminary study

We initially developed 19 items to capture the degree at which SR
are valued. The item format consisted of a common stem with vary-
ing adjectives. The common stem was, “The recommendations my
organization has for handling personal information online are [ad-
jective].” Table 1 has initial items adjective and corresponding di-
mensions of attitudes they were intended to capture [6, 7, 11]. Par-
ticipants saw one item at a time on their screen, so they can consider
the entire item text before answering. The items were measured with
a Likert scale ranging from strongly agree (1) to strongly disagree (35).
Items were reversed-scored for the analysis. After reversing the score,
a high number indicates that participants think SR in their organiza-
tions are important, necessary, complete, strict, and so on.

Measures
The survey included the nineteen initial items that captured the ASR
Scale.

Data checking

There were no missing data. Data were examined for multivariate
normality and outliers. There was no evidence of non-normality. The
Mabhalanobis distance was calculated for each score and compared
with a cutoff corresponding to the chi-square value of 19 degrees
of freedom (the number of items) and an alpha = 0.001 as recom-
mended [51]. Scores with Mahalanobis distance bigger than the cut-
off were deemed outliers. In total, 19 outliers were removed to retain
a total sample size of 183 (130 males and 53 females ages 18-74).
Table 1 has the item descriptive statistics. No noticeable issues were
observed with the means and standard deviations as they were visu-

ally comparable for the items within each dimension. As such, item
wording and survey flow appear to be good.

Exploratory study

Here, interest was in exploring the factor structure of the ASR scale
from the preliminary study. An EFA and corresponding supporting
statistics were estimated.

Measures

The survey included the final items of the ASR scale from the prelim-
inary study, the same SR, and the scenario shown in the preliminary
study.

Data checking

There were no missing data. Data were examined for multivariate
normality and outliers. There was no strong evidence of nonnormal-
ity. Scores with Mahalanobis distance bigger than the cutoff (chi-
square of 19 degrees of freedom; alpha = 0.001) were deemed out-
liers. In total, 42 outliers were removed to retain a total sample of 727
(429 females and 298 males aged 18-75). For this sample, the par-
ticipant to item ratio was 38:1, higher than the recommended 10:1
ratio [52].

Confirmatory study

Here, interest was in confirming the factor structure of the ASR
scale found in the exploratory study. A CFA and correspond-
ing supporting statistics were estimated. Model fit was assessed
with the following criteria: the comparative fit index (CFI) >
0.95 [53], standardized root mean square residual (SRMR) < 0.08
[54], and root mean square error of approximation (RMSEA)
<0.06 [55].

Measures

Participants were given the 19-item ASR, 22-item Williams’ [56], and
the 5-item social desirability [57] scales, along with the security rec-
ommendation shown in the description of the preliminary study, and
one out of four different scenarios. The Williams’ scale was given to
provide evidence of convergent validity as it measures the vulnera-
bility and consequences of phishing attacks along with the costs of
preventing phishing attacks. The Williams’ scale consists of the fol-
lowing six factors:

1. Perceived severity of the consequences of falling victim to a
phishing attack (PS, § items, alpha = 0.86);

2. Perceived vulnerability of falling victim to a phishing attack (PV,
§ items, alpha = 0.90);

3. Antiphishing techniques self-efficacy as means to prevent falling
victim to a phishing attack (RE, 3 items, alpha = 0.85);

4. Antiphishing techniques knowledge acquiring self-efficacy (SE,
3 items, alpha = 0.85);

5. Perceived ability to detect phishing emails (PA, 3 items, al-
pha = 0.87); and

6. Response cost regarding acquiring antiphishing techniques
knowledge (RC, 3 items, alpha = 0.80).

Items were Likert ranging from strongly agree (1) to strongly
disagree (5). Social desirability is a distinct construct from SR. As
such, the unidimensional social desirability scale (ScD; average al-
pha = 0.70) was given to provide evidence of discriminant validity.
Items in this scale are Likert ranging from definitely true (1) to defi-
nitely false (5).
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Table 2. Response counts per group for valid responses.

Counts N Y%
Age
18-34 years old 179 26
35-44 years old 173 25
45-54 years old 136 20
55 years old and over 200 29
Gender
Male 317 46
Female 371 54
Education
High school graduate, no college, and less than a high school diploma 130 19
Some college, no degree, and associate degree 202 29
Bachelor’s degree 220 32
Advance degree 136 20
Work experience
Less than 10 years 195 28
More than 10 years 493 72
Job level
Entry and mid-levels 550 80
Executive level 138 20
Number of employees
Between 2 and 100 members 212 31
Between 101 and 500 members 141 20
More than 500 335 49
Note: N = 688.
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Figure. 1. Scree Plot, ASR scale, N=727.

Sample size requirements and data checking

A power analysis was conducted to establish the sample size require-
ment for a CFA. An a priori power analysis [58] for the two-factor
measurement model (df = 53) with RMSEA of 0.06, alpha of 0.05,
and 0.8 statistical power resulted in a minimum sample size of 235
cases. There were no missing data. Data were examined for multi-
variate normality and outliers. There was no strong evidence of non-
normality, and 33 outliers were removed with the Mahalanobis dis-
tance criteria.

After data checking, we retained 317 males and 371 females aged
18-74 with valid responses (N = 688). Data were collected based on
demographic quotas of age, gender, and level of education following
the US Bureau of Labor Statistics [59]. Table 2 shows response counts
per group for valid responses.

Results

Exploratory factor study

An EFA was used to explore the factor structure of the ASR Scale.
Factors were extracted using principal axis extraction, and rotated
with an Oblimin rotation that allows factors to correlate [51]. The
Oblimin rotation used delta = 0 allowing the factor correlations to

factor number

be determined by the data. The critical consideration in the EFA was
an interpretable factor structure (Tabachnick, 2001).

Based on the scree plot in Fig. 1, two factors were extracted. Ini-
tially, three factors were extracted, but two factors were highly cor-
related with » = 0.72 indicating that these factors may be redundant.
As such, two factors led to a more interpretable factor structure. Of
the 19 items, the following seven items were removed due to poor
loadings (< 0.3) and/or cross-loading: perfect, meaningful, useful,
influential, positive, fruitful, and concise. The remaining item load-
ings were in the range between very good (> 0.63) and excellent (>
0.71) [60]. The final two-factor structure consisted of the following
two factors: Legitimacy and effectiveness of Security Recommenda-
tions (LESR) and Rigor of security recommendations (RSR). Table 3
presents the exploratory factor structure for the final 12 items with
Cronbach’s alpha normal theory bootstrap confidence interval (ClIs)
[61].

Confirmatory factor study

The ASR CFA results for each step of the analyses are in Table 4. The
initial 12-item factor loadings indicated a good two-factor structure
with fit indices that indicated decent fit. It is common for initial Struc-
tural Equation Models (SEMs) to not adequately fit the data [62, 63].
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Table 3. ASR exploratory factor structure for the final 12 items.

Table 5. ASR final factor structure with cronbach alphas.

Adjective M SD LESR RSR Adjective LESR RSR
Beneficial 4.18 0.78 0.76 —0.09 Complete 0.810
Complete 4.02 0.85 0.63 0.16 Sufficient 0.751
Sufficient 4.09 0.85 0.68 0.13 Wise 0.733
Important 4.26 0.76 0.67 -0.19 Necessary 0.653
Wise 4.23 0.79 0.72 —0.06 Precise 0.779
Necessary 4.28 0.78 0.69 -0.15 Strong 0.777
Precise 3.99 0.86 0.69 0.15 Hard 0.772
Hard 3.43 1.24 —0.06 0.85 Constrained 0.622
Strong 4.09 0.87 0.68 0.17 Complex 0.695
éeverf - z '2; 13; 8'(1)2 8';2 Model: x2 (26, N = 688) = 100.487, P = 0.000, CFI = 0.970, RMSEA [90%
onstraine . . . .

CI] =0.065[0.051,0.078], SRMR = 0.043. LESR = Legitimac d effective-

Complex 3.46 1.20 ~0.04 0.81 ] [0.051,0.078], ceitimacy and cfiective

Note: N = 727. Principal axis extraction and Oblimin rotation were used.
LESR = Legitimacy and effectiveness of security recommendations, Cronbach
Alpha [95% CI] = 0.879,[0.864, 0.894]; RSR = Rigor of Security Recommen-
dations, Cronbach Alpha [95% CI] = 0.863, [0.846, 0.881]; LESR and RSR
correlation = 0.19. All CIs based on 1000 bootstrap samples. Item Stem: “The
recommendations my organization has in terms of handling personal informa-
tion online are [adjective].”

As such, to maintain a clear factor structure and parsimony, modifi-
cation indices (Mls) were used to refine the factor structure [64]. In
particular, the severe item MI suggested that it also loads into LESR.
However, items with cross-loadings obscure a facture structure, so
the severe item was eliminated. Additionally, the MIs for the impor-
tant and beneficial items suggested measurement error (residual) cor-
relations with the necessary item. Because the important and ben-
eficial items are conceptually similar, they were eliminated to elimi-
nate redundant information. The results of the final 9-item two-factor
structure are in the final step of Table 4. To further determine that
a two-factor structure is preferable to a single factor structure, the
final 9-item two-factor structure was compared to a 9-item single
factor structure, x2(27, N = 688) = 533.263, CFI = 0.798, RM-
SEA [90% CI] = 0.165 [0.153, 0.177], SRMR = 0.116. The chi-
square difference test indicated that the two-factor structure had sig-
nificantly better fit than the single factor structure, x%(1, N = 688) =
432.78, P = 0.000, Delta CFI = 0.172. Table 5 has the 9-item ASR
factor structure with Cronbach alphas. All loading ranged from 0.62
to 0.81 (good to excellent; [65). The ASR Cronbach alphas were all
acceptable (> 0.7).

Table 6 has the correlations of the ASR, Williams’, and social
desirability measures to assess the validity of the ASR. In terms of
convergent validity, the ASR had the expected correlations with the
dimensions of the Williams’ measure. For LESR, there were mod-
erate to strong correlations with RC (r = 0.38), PS (r = 0.42), RE

Table 4. ASR fit and Mls.

ness of Security Recommendation, Cronbach Alpha [95% CI] = 0.885,[0.871,
0.899]; RSR = Rigor of Security Recommendations, Cronbach Alpha [95% CI]
=0.737,[0.695,0.778]. LESR and RSR correlation = 0.142; All CIs based on
1000 bootstrap samples. Item Stem: “The recommendations my organization
has in terms of handling personal information online are [adjective].”.

(r = 0.37), and SE (r = 0.33). This indicates that individuals value
SR as legitimate and effective if they are aware of the consequences
of phishing attacks and feel prepared to acquire knowledge to detect
and prevent falling victim to phishing attacks. For RSR, there were
moderate to strong correlations with PV (r = 0.34) and PA (r = 0.52).
This indicates that individuals, aware of the vulnerability of falling
victim to a phishing attack, value the severity of SR but can also see
those recommendations as costly for time and attention. In terms of
discriminant validity, the ASR dimensions had the expected corre-
lations with ScD. Specifically, the LESR (r = 0.018) and RSR (r =
—0.03) correlated weakly with social desirability, providing evidence
of discriminant validity for the ASR.

In addition, we examined factorial validity. We compared the av-
erage variance extracted (AVE) with each factor’s composite reliabil-
ity (CR). An AVE value greater than 0.5 and lower than CR for each
factor was deemed as evidence of convergent validity. Discriminate
validity was established if the square root of AVE by each factor was
greater than the correlation between the construct in question and
the other factors [66]. The AVE of the two factors was equal to or
greater than 0.5 and lower than the CR, suggesting convergent valid-
ity. The square root of AVE of the two factors was greater than the
correlation between them, suggesting discriminate validity. Table 7
shows the factorial validity results of the two-factor solution.

Discussion

We found that a two-factor, uncorrelated measurement model best
describe the ASR. The two factors reflect two dimension of attitudes,

Step MI
Initial: x2(53) = 318.841, CFI = 0.927, RMSEA [90% CI] = 0.085 [0.076, 0.095], SRMR = 0.076

severe to load on LESR; severe removed 64.461
Step 1:

Residual correlation between important and necessary; important removed 38.130
Step 2:

beneficial to correlate with necessary; beneficial removed 36.945

Final: x2(26) = 100.487, CFI = 0.970, RMSEA [90% CI] = 0.065 [0.051, 0.078], SRMR = 0.043

Note: N = 688.
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Table 6. ASR factor correlations with other measures.

Factor LESR RSR Williams’s dimension

RC 0.378 —0.082 Response cost regarding acquiring antiphishing techniques knowledge.

PV 0.003 0.343 Perceived vulnerability of falling victim to a phishing attack.

PS 0.422 —0.066 Perceived severity of the consequences of falling victim to a phishing attack.

RE 0.370 —0.057 Antiphishing techniques self-efficacy as means to prevent falling victim to a phishing attack.
SE 0.333 —0.066 Antiphishing techniques knowledge acquiring self-efficacy.

PA —0.034 0.519 Perceived ability to detect phishing emails.

ScD 0.018 —0.032 Social desirability composite score

Note: LESR = legitimacy and efficacy of security recommendations; RSR = rigor of security recommendations. Bolded indicate moderate to strong correlation.

Table 7. Factorial validity results of the two-factor solution.

Factor CR AVE LESR RSR
LESR 0.885 0.576 (0.758)
RSR 0.736 0.496 0.148 (0.704)

Note: The element in the matrix is the correlation coefficient between LESR
and RSR. In parenthesis are the square root of the AVE for LESR and RSR.
AVE: average variance extracted; CR: composite reliability; LESR: legitimacy
and effectiveness of security recommendations; and RSR: Rigor of securty re-
comendations.

the perceived legitimacy and effectiveness, and the perceived rigor of
securty recomendations. The emergence of the first dimension par-
tially align with the extant IS literature that capture attitudes toward
IS action with terms that suggest the evaluation of IS-Action or pol-
icy compliance [i.e. 1, 3, 24, 25, 27, 29]. Noticeable, the attitudinal
object in the present work is not an IS action or following security
policy, but policy provisions itself. We argue that the operational-
ization of attitudes toward a broader construct reflecting organiza-
tional systems, offers several advantages over the operationalization
toward IS action or policy compliance. First, it gives the opportu-
nity to practitioners to examine how policy provisions are perceived
and to organization members to express their perspective about the
efforts made in terms of cybersecurity. Second, employees’ evalua-
tion of what their organization is doing in term of cybersecurity is
likely less bias than evaluating their own actions or whether is good
to follow or comply with security policy. Future work is necessary to
confirm this hypothesis. Finally, evaluating a broader concept such as
SR can act as precursor of several IS actions instead of specific ones.
In the Fishbein’s tradition of operationalization of the antecedents of
action, the antecedents correlate stronger with the intention to act if
those are relative to the same action, target, context, and time [11].
But this operationalization has received criticism due to the lack of
generalizability of findings from the study of single actions and the
possibility that this approach would inflate the model’s predictive ca-
pability [67]. At the conclusion of this work, we offer the ASR scale,
which is relative to a broader concept that will assist practitioners
capture how important, effective, and stringent SR are perceived and
aim to help research with a new approach to capture attitudes as
precursor of several categories of IS action at work.

Initially, we hypothesized that the evaluation of SR would reveal
two dimensions, instrumental, and experiential. In the exploratory
study the dimensions emerged. We named the emergent dimensions
perceived legitimacy (instrumental) and perceived effectiveness (ex-
perience). However, we found that the two subdimensions strongly
correlated (r = 0.72). These results aligns with others in attitudes re-
search [68, 69]. The IS literature in general does not consider a multi-
dimensional measure of attitudes. In the present work, we could not
stablish that instrumentality and the experience dimensions of atti-

tudes relative to SR as independent measures. This disconfirm our
first hypothesis. However, a significantly different relation between
these two subdimension of attitudes and the intention to perform IS
action, can still justify the independent consideration of the two eval-
uative dimensions. Interventions that focus on only the legitimacy
of the efforts made by the organization in terms of cybersecurity
would omit the positive and negatives experiences that organization
members have had with them. An intervention can be more effec-
tive if the two aspect of the evaluation of cybersecurity efforts are
considered.

Furthermore, and expanding the literature on attitudes toward a
behavioral object and the IS literature, the perceived rigor emerged
as another dimension of ASR. This evidence corroborates our second
hypothesis. These findings are significant because if the relation be-
tween this additional dimension of attitudes and IS action is found,
more nuanced training sessions and awareness campaigns can give
different emphasis to the legitimacy or strictness of the SR depending
on the organizational culture. Therefore, a more complete informa-
tion of the organization members perceptions including the strictness
of policy provisions will help to develop robust interventions that
target both the evaluations of legitimacy and effectiveness and the
perceived rigor of SR.

The improved two-factor measurement model of the ASR scale
demonstrated convergent and discriminant validity when compared
with other validated scales. For this specific analysis we used the
William’s scale to measure the self-efficacy relative to the used of anti-
phishing techniques, their perceived cost, and the perceived vulnera-
bility of phishing attacks [56]. We deemed this scale relevant for our
analysis because the present study centered on the attitudes relative
to security recommendation that will prevent, among other, phish-
ing attacks. The perceived LESR correlated moderately with the per-
ceived severity of falling victim to a phishing attack. This evidence
suggests that employees in the USA regard SR as important to the
extent that they perceive severe consequences of falling victim to a
phishing attack. It is also worth noticing that the perceived sever-
ity of the consequences of falling victim to a phishing attack (PS in
Williams” scale) uncorrelated with the perceived RSR and correlate
strongly with LESR. This evidence implies that when employees per-
ceive the severity of the consequences of falling for a phishing attack,
they do not evaluate those recommendations as restricted or severe
but as necessary and sufficient. The perception of RSR was positively
associated with perceived vulnerability (PV in William’s scale). This
evidence suggests that employees see a constrained set of instructions
as evidence of the vulnerability of falling for phishing attacks. Finally,
the correlation between RSR and perceived ability (RC in William’s
scale) was moderate as we expected, providing evidence of conver-
gent validity of the ASR scale. But it also suggests that the more com-
plex and severe SRs are perceived, the higher the perceived ability to
detect phishing emails.
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The sample size was adequate for a significant population and
appropriate for the analysis strategy (SEM). The samples came from
two online panels and were appropriate for the target population.

Conclusions

We determined appropriate psychometric properties of nine indica-
tors of two dimensions of attitudes. The analyses revealed that an
improved two-factor solution has a better model fit than other alter-
native models and showed internal consistency and convergent and
discriminant validity. The items, or modifications of them, can be
used to examine the dimensions of attitudes toward SR recommen-
dations or other policy provisions as determinants of IS action or
intention.

We found that the attitudes toward SR present a multidimen-
sional structure with two factors: perceived legitimacy and effec-
tiveness of SR and perceive rigor of SR. Considering the complex
structure of ASR brings the opportunity to improve security policy
addressing each aspect of attitudes. An intervention that focuses on
influencing the perceived legitimacy aspect of ASR can also focus
on the perceived rigor by setting the right tone and creating realis-
tic expectation regarding the subsequent corrective measures in the
event of a security breach result from an unsafe behavior in the cy-
berspace. Equally relevant, capturing the multidimensional nature of
attitudes will allow a comprehensive evaluation of security programs
so that policymakers can assess the overall effect of those programs
and discriminate the effect of interventions over each dimension of
attitudes. The findings in this study contribute to theory expanding
the consideration of attitudes as a concept with at least two sepa-
rate dimensions that can differently affect the intention of IS actions
in the workplace. This work provides the ASR-Scale, a 9-item scale,
unbiased by social desirability, that can be used to gather employees’
evaluations of relevant security policy provisions in addition to scales
that capture attitudes toward specific IS-Actions.

This study has limitations. We only examined the attitudes to-
ward security recommendations. A broader concept, such as eval-
uating the overall efforts made by organizations in terms of cyber-
security, could be examined as a focus-concept in future research.
Researchers can examine its relationship with the criterion variable
(IS-actions, policy compliance) by modifying the ASR scale. Another
limitation and subject of future research is further examine the con-
vergent validity examination of the ASR scale with other attitudinal
measures such as the SeBIS [8] or the SA-13 attitudinal scale [70].
Even though the Williams and Joinson’s [56] scale we used in the
present work used the SeBIS and Privacy scales in their analysis of
convergent and discriminant validity, future validation of the ASR
scale with the SA-13 or the attitudinal dimension of the Human As-
pects of Information Security Questionnaire (HAIS-Q) [10, 22] will
add further robustness to the new ASR scale.
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