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ABSTRACT

FAULT MODELING IN WIRELESS SENSOR NETWQORKS
Ahmed Elmiligui
Old Dominion University, 2006
Director: Dr. Lee A. Belfore I

A large amount of research has been done in the area of wireless sensor networks
{WSN), but not much work has been done in modeling the fault tolerance and reliability
of these networks, In this thesis, the fault tolerance of a WSN to node failures is studied
and an analytical reliability model of the network is derived. A valid reliability model of
a network could reveal an estimate of the network’s performance before it is deployed.

A wireless sensor network was modeled as a k-out-of-n system and a generic fault
tolerant framework for the network in terms of node losses was given. An analytical
model was derived to model the reliability of the network due to energy loss. The
network model consisted of several clusters of nodes that communicate to a central sink.
The reliability of each node was modeled as a Poisson distribution whereas the failure
rate for each node was defined in terms of the work load and energy consumption of the
node. By studying the details of the network infrastructure, the arrival rate of workload to
each node was modeled. The cluster was modeled as a parallel system of sensor nodes
and the failure distribution of the cluster was derived in terms of the node's failure
distributions. Another reliability model was derived using a gencrating function
polynomial that shows the reliability of the network at any point in time.

A simulation of a wireless sensor network was performed using C++ and Matlab.

The simulation results and the analytical model were compared and the results of the
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analytical model closely matched the simulation results for the time duration that the

network was defined. This proved the validity of the analytical model.
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. INTRODUCTION

Wireless sensor networks (WSN) have become an arca of interest to all
rescarchers due to the advances in microelectronics. A WSN consists of hundreds of
sensor nodes that wirelessly communicate together to form a functional network that can
collect and report data back to the user. The main advantage of a WSN is that it can be
remotely deployed in an area where it self-organizes in such a way to allow the user to
send sensing requests to it and receive the information back. It is expected that WSN will
be involved in both critical military and commercial applications. Therefore, these sensor
networks must be fault tolerant and reliable in order to be accepted by the society.

This rescarch studies the fault tolerance and reliability of WSNs. The main
motivation behind this work is the significance of WSNs and its vartous applications that

could change our daily lives.

1.1. Literature Review

In this section, a literature review of fault tolerance and modeling of wireless
sensor networks is given, Little research has been conducted in the area of analyzing the
fault tolerance of WSNs, Most research emphasizes the creation of fault tolerant
algorithms but little effort has been dedicated to studies of the reliability of the network
in the presence of faults. Moreover, no definitive summary of fault and reliability models
for sensor networks exists in the scholarly literature. On the other hand, there has been

work done in the field of performance modeling of WSNs.



1.1.1. Network Modeling

In [14], the authors present a method to model the performance of wireless sensor
networks in terms of data capacity, data delivery, and energy consumption. The main
contribution of the authors is that they use Markovian techniques to model the behavior
of a single sensor and the dynamics of the entire network. The network consists of
stationary nodes that report to the sink node through multi-hop communications. A key
assumption is that the sensors cannot run out of energy. Each sensor contains a data
buffer and can be either in a sleep state or in an active state. They break down the model
into three building blocks that are the sensor node, the network model, and the network
interference model as shown in Figure 1. The sensor is modeled by a discrete-time
Markov chain model where time represents the data unit transmission time. The network
is modeled as an open queuing network where a queue corresponds to the data buffer of a
sensor. The interference model is used to compute the probability that a data unit is
transmitted in a time slot for each sensor. These blocks are combined together to obtain a
global system solution that does not require parameter values from an actual network
simulation. The overall solution of the system is obtained by means of a fixed point
approximation in which the three blocks interact by exchanging various parameters along
a fixed loop until a final equilibrium is reached. These parameters include the probability
state for each sensor, the transmission rates of network and the probability of failure in

the interference model.
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Figure 1: Closed Loop of the network model in [14],

In [15], the authors present a modeling technique to model a sensor network in
terms of adversary and network attacks. Their model consists of a cluster based
hierarchical network, They use a Markov chain to model the different states that each
cluster could be in from a security point of view. The cluster starts in a healthy state and
gets subjected to various attacks. Once an attack occurs, the cluster can either detect and
repair the attack or fail. Using this model, the steady state parameters of the Markov
chain are derived through analytical work and simulations.

In [18], the authors model the network from a connectivity perspective by using
unit disc graphs, random point processes and Bernoulli nodes. The unit disc graph models
the transmission range of a node and the Bernoulli model is used for the fault tolerance of
the node. Each node is either active or inactive with a Bernoulli model. A direct link
exists between two neighboring nodes if they are both active. The random point process
is used to model the node distribution. Using this model, the sensor network is divided
into two parts that are connectivity and fault tolerance of node failures. By using
the geometry and rules of the disc model, the probability of each node having at least one
active node is derived. They also show the result of the connectivity model, that is the
cardinality of one connected component on the connectivity graph is either one or tending

to finite.



I.1.2. Fault Tolerance Modeling

Fault tolerance has been modeled in previous literature using a variety of different
approaches. All of the approaches use state diagrams to represent the different states of a
network due to failures. In the first approach, fault tolerance is modeied by measuring the
ability of a network to perform a certain objective in the presence of node failures.
Another approach modeled fault tolerance by the ability of the network to detect gateway
failures and repair them. The last approach modeled fault tolerance as a probabilistic
study in terms of energy loss and work load.

In [11,12], the sensor network is modeled as a static linear system and fault
tolerance is defined with respect to a given estimation objective called z, which is a given
function of the system state. This estimation objective is observable as long as there are
enough sensor nodes to estimate it. A given function of the system state should remain
observable when sensor failures occur, A set of sensors is pseudo-minimal (PMSS) if and
only if they are the only set of sensors that can keep a functional system observable. The
authors create a PMSS subgraph that is a multi-level graph where cach level contains
nodes with the same cardinality. The graph is then used to find the set of sensors that
keeps z observable. The authors also map the reliability concept to time by modeling the
reliability of cach node as a Poisson distribution and finding the MTTF failure of the set
of PMSS sensors.

In [13], authors use the same concept but they provide a sensor network state
automation that represents node failures. Each state represents a set of functional sensors.
There are two types of states: states with enough nodes to keep z observable and states

that do not have enough nodes to keep z observable. Transitions between states occur



when a node fails. Therefore, for a set of i nodes there will be a total of 2'states. The
system is observable as long as it is in a state that has enough nodes to keep z observable.
Thus, the analysis of the fault tolerance of the estimation of z is reduced to analyzing the
paths of the sensor network state automation that culminate in an observable state.

In [10], authors introduce the concept of fault tolerance by dividing the network
into clusters and gateways and proposing a mechanism to recover sensors from failed
clusters. The network consists of several clusters where each cluster contains only one
gateway node. The gateway nodes then communicate to the command node. Therefore, a
node can only communicate to the command node through the gateways. The faults that
are considered are hardware and software faults that alter the operational behavior of
gateways. Such faults include transmitter faults and communication faults between the
gateway and the nodes that can be caused due to hardware faults, energy depletion, or
environmental conditions. The fault tolerance mechanism consists of detecting gateway
failures and recovering from them. Detection of the faults occurs by periodic updates
through inner gateway communication where gateways exchange the status of the
clusters in the system. Recovery of the failures occurs by reassociating the nodes from
the faulty gateway to other clusters.

In [1], the authors analyze the effect of redundancy on the time to failure of
wireless sensor networks. The main contribution of this work is the probability model
used for the network. They define the mean time to failure in terms of the number of
queries each node can perform before failing. Furthermore, they define the number of

queries based on a valid energy model of the network. Their final results show the



tradeoff between fault tolerance and energy conservation for prolonging the time of the
sensor network.

Other research in fault tolerance in wireless sensor networks is shown in [27]
where the authors study the fault tolerance of event region detection in sensor networks.
Furthermore, authors in [16,17] design fault tolerant sensor networks by adding back up

schemes and improving the process of data fusion in sensor networks.

l.2. Problem Statement

Although much research has been done in the WSN field, little has been done in
the study of fault tolerance of these networks. Most research has focused on designing
algorithms used for fault tolerant detection and designing networks that are fault tolerant.
Indeed, little effort has been devoted towards evaluating the reliability and robustness of
WSN under faults and predicting how long a network would take to fail.

The main goal of this thesis is to study the reliability and fault tolerance of
wireless sensor networks. A valid reliability model for a network would allow the
network to be studied before it is actually deployed and put into work. Such a study
would reveal the performance of the network due to node failures, the average number of
nodes alive at any point in time, and the lifetime of the network. This information is

useful in designing and deploying the wireless sensor network.

1.3. Thesis Organization

This thesis is organized into six chapters, starting with the first chapter
introducing the problem statement and a survey of earlier research in this area. Chapter 11

provides the preliminaries needed to aid in understanding the research problem. Chapter




II explains the reliability model used and the analytical work derived. Chapter IV
explains the details of the simulation and the network. It also shows the further
derivations needed to model the network. The results of the simulation and analytical
work are also compared in Chapter IV. Chapter V explains the possible future work in

this research. Finally, Chapter VI concludes the thesis.



[I. BACKGROUND

i1.1. Wireless sensor networks

The recent advances in wireless communications and electronics have enabled the
development of low-cost and low-power multifunctional sensor nodes. These low power
and high frequency systems can be implemented on relatively small chips. The result is a
“mote” or often referred to as a “node” which is an autonomous, compact electronic
device that can sense, process, and communicate with neighboring nodes {20]. A sensor
network is composed of a large number of these sensor nodes densely deployed in an
area. Upon deployment, the sensor positions do not need to be engineered or known. This
provokes the need for them to be able to self-organize [19].

The main strength of a wireless sensor network is that it can be formed using
thousands of these autonomous wireless nodes. In order for the nodes to create a
functional network, they must have certain characteristics [21]. First of all, a sensor node
must be very encrgy efficient. Since the network may consist of thousand of nodes, then
it is infeasible to recharge each node once it runs out of energy. Therefore, the energy of
a node is considered to be the most valuable resource of a node and the primary metric
for analysis. Secondly, a sensor node must be very inexpensive since they cannot be
recycled and are used in large quantities. Thirdly, it must be able to communicate to its
neighboring nodes using wireless communication. In most cases networks are deployed
in environments that do not have an installed infrastructure for communications.
Fourthly, a node must be able to communicate via multi-hop (hop by hop) routes with

other nodes. This technique saves energy as energy loss is proportional to the



transmission distance. Finally, each node should be able to process local data using
filtering techniques and data fusion algorithms to sense data from the environment and
aggregate it transforming it into useful information.

Figure 2, shown below, shows the main components of a wireless sensor node,
which are the sensing unit, processing unit, transceiver, and power unit. The sensing unit
consists of the actual sensor and an analog to digital converter that is used to convert the
sensed data into digital information. Most of the current hardware for sensor nodes is
based on RF circuit designs. However, some nodes use Bluetooth, infrared, or optical

communications that require a direct line of sight.

Power Unit
(battary)
Y 4 Y
Sensing Unit o Processor Unit N Radio
{Sensor + ADC) "1 (Processor + Storage) | " {Transceiver)
Figure 2: An Ideal Wireless Sensor Node.
I1.2. Applications

When the sensor nodes are deployed and the network is functioning properly, it can
be a very useful tool for monitoring and sensing. Due to the useful capabilities of a WSN,
they have been deployed in many applications in various fields such as [21,22]:

» In the military, a WSN is considered a very valuable tool where it is used for
information collection, enemy tracking, battlefield surveillance and target

classification. For example, sensor nodes can be deployed in a battlefield to detect
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and report certain enemy movement or intrusion. Nevertheless, WSNs can also be
used in peaceful military applications such as homeland security, property
protection and surveillance, and border patrol.

In environmental monitoring, where temperature and light sensors can be used in
heaters, fans, and other relevant equipment to enhance there performance in a
more reasonable and economic way. Also, WSNs can be used to help in detecting
natural disasters such as earthquakes and tornadoes.

In habitat monitoring, WSNs can be used for sensing temperature, measuring
barometric pressure and humidity, and monitoring the wildlife and the ecosystem
by tracking animal behavior.

In agriculture fields, WSNs can be used to enhance the efficiency and growth of
cultivations and monitor the level of hazardous chemicals and pesticides.

Support for logistics by monitoring large inventories and hazardous stored
chemicals. In addition, WSNs can be used to detect and classify rare events such
as alarm and fault detection and periodic events such as tracking of material
flows.

In health applications, WSNs can be used to monitor the body temperature and
perform health diagnosis for patients.

In manufacturing, WSNs can aid in monitoring the quality of a products. WSNs
can also be applied in unreachable places of wired networks such as bearing of a
motor, oil pumps, and in unpleasant or impractical hazardous environments such

as in chemical factories.
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I1.3. Data Propagation

In order for the nodes to communicate efficiently, a data link layer must exist that
controls the details of data transfer such as the multiplexing of data streams, data frame
detection, and medium access and error control. This data link layer is known as the
MAC protocol that forms the basic infrastructure needed by the network for
communication. The main function of the MAC layer is to maintain reliable point-to-
point connections within the network to allow data transfer with minimal collisions.

A valid MAC protocol is characterized by several key properties [23]. As
mentioned earlier, energy is the most critical resource in a network; therefore, the MAC
protocol must be very energy efficient. Furthermore, the MAC protocol must be scalable
and adaptable to node changes i.e. it must be able to handle changes in a large network
size and node density.

A MAC protocol must also be able to handle radio duty cycling where the radio is
off by default and wakes up periodically to participate in the network. This is handled
gither by asynchronous or synchronous MAC protocols. In asynchronous protocols, the
transmission of packets does not rely on any time synchronization between the nodes.
Instead, the packet is sent for a time that is long enough to ensure that the other end
receives it. On the other hand, in synchronous protocols, the nodes maintain time
synchronization so the transmission occurs at the correct time.

Once a valid MAC protocol exists in the sensor network, there must exist another
protocol that allows routing of messages from the sink to the nodes and vice versa. As
shown in Figure 3, nodes do not directly communicate with the user. Instead, they

communicate through a sink node(s). Due to the large number of nodes and the unique
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characteristics of a wireless sensor network, routing within the network can be
challenging [25]. Unlike other wireless networks, sensor nodes cannot have individual

1Ds. As a result, IP based routing protocols cannot be used in wireless sensor networks.

? Destination {
Seansor Nodes -» - P,

Figure 3: Wireless Sensor Network Illustration.

Routing protocols can be divided into three main categories: flat, hicrarchical, and
location based routing. In flat based routing, all nodes are assigned equal dutics and
responsibilities. While in hierarchical routing, nodes are grouped into clusters so the
cluster head can perform aggregation and reduction of data. The higher energy nodes are
used to send and receive information while the lower energy nodes are used for sensing
tasks. Finally, in location based routing, position information is used to send data to
direct regions rather than the whole network.

Another class of routing protocols is proactive, reactive and hybrid routing which
depends on how a source finds a route to the destination. In proactive routing the routcs
are created before they are needed such as in table-driven routing. In reactive routes the
routes are determined on demand i.e. only when a message needs to be sent. Hybrid

routing uses a mixture of both.
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11.4. A Wireless Sensor Network Model

In |2] the authors provide a virtual infrastructure for WSNs by using variable
signal strengths and directional broadcasts from the sink node to create node clusters. The
uniqueness of this network is that it provides a coordinate system for the network using a
training protocol. Once the coordinate system is setup then multi-hop communication
routes are formed from the sink to all clusters in the network.

The network model consists of a single sink node and a massive number of
sensor nodes that are deployed within the transmission range of the sink node. The main
characteristics of the sensors are:

e Sensors are initially in sleep mode and wake up at random times for short
intervals

¢ The sink node has a transmission range that covers the entire sensor network

¢ Each sensor node (other than the sink) has a limited transmission range and as a
result only a limited number of sensor nodes are considered to be within a one
hop range from the sink

+ None of the sensors have knowledge of the topology of the network

As shown in Figure 4(a), the sink node is considered to be at the center of the
coordinate system. The coordinate system consists of two dimensions (6, y) where 8 is
the angle between the sink and node and y is the number of hops between the sink and
node. All nodes with the same angle and distance (6, y) from the sink are considered to be

within the same cluster.
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Figure 4: (a) A Sensor Network Model with a central sink node; (b) Network divided into Wedges.

When the network is first deployed it has no virtual infrastructure and therefore it
needs to be trained so that each node will acquire its coordinates. In order to train the
sensor network, the sink starts by transmitting a beacon with the lowest possible level.
All nodes within the radius of this beacon that receive it with & certain quality will now
belong to the first corona. The beacon is then sent again at a higher power level to capture
nodes of the second corona. This process is repeated until all nodes within the sensor are

assigned to a corona as shown in Figure 4(b).
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() (d)

Figure 5: (¢} Network divided into Coronas; (d} A trained sensor network,

Similarly, in Figure 5(c), nodes of different wedges are differentiated using the
same concept. The sink will broadcast a beacon using a reduced angle aperture to a small
wedge of the sensors. All nodes that receive this signal with a certain quality are now
members of the first wedge. This process is repeated until all nodes are assigned to a
wedge.

At this point, all nodes now are assigned with the two coordinates (4, y). Nodes
with the same corona number and wedge number are grouped into one cluster. Figure
5(d) shows the trained network with the overlying coordinate system. This network has
four coronas and eight wedges which results in thirty-two clusters. Each cluster connects
to a cluster head that is responsible for communicating to neighboring clusters and
collecting data from cluster nodes.

Routing in the network occurs by multi-hop transmission through the clusters.
Each cluster head collects the information from the cluster nodes and transmits it to the

neighboring cluster within the same wedge. As a result, each cluster sends to only one
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neighboring cluster and therefore eliminating MAC level contention in the routing

process.

I1.5. Fault Tolerance

I.5.1. Definition

Fault tolerance can be defined as the ability of a functional unit to perform a
required task in the presence of faults and errors [4]. In the fault tolerant computing
literature, performability is a measure that can be used to evaluate the system’s
degradation over time. In other words, a fault tolerance study of a system reveals how
many faults a system can handle before it fails. Such a study also exposes the degradation
of the system quality and functionality over time. One of the main parameters used to
measure fault tolerance is the reliability of a system which can be defined as the ability of
a unit to perform a required task in the presence of faults and errors for a stated period of
time.

The reliability of a system is defined as the probability that a system operates,
without fail, over a desired time interval. The four basic elements that define reliability
are probability, adequate performance, fime and operating conditions [26]. Probability is
one of the most important parameters of reliability as it specifies the chances of a failure
occurring at a given time. This probability is usually obtained either from previous
performance of a system or valid mathematical models. Adequate performance specifies
the conditions in which a unit or system is considered to be failed. For example, a
computer node on a network might be considered as failed if it is physically damaged or
it is no longer connected to the network. Therefore, the failure modes must be first known

in order to specify the adequate performance of a system. Time specifies the failure rate
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of the system, that is the number of failures per unit time. The failure rate of a component

is usually closely related to the operating conditions in which it functions.

I1.5.2. Why Study Fault Tolerance?

Engineers have always been frying to design systems that are free from any form
of flaw or error; however, in reality, this can never occur. Engineering systems can be
used in many different critical applications such as in the military and industry. If the
fatlures of these systems are not properly modeled, the design of these systems can be
inadequate, tesulting in major accidents and inconveniences, because the system’s
behavior in the presence of faults was not adequately considered in the design. If the
faults in a system can be accurately modeled before a system is deployed, then this can
reduce the cost of the system, prolong its lifetime and reduce accidents and malfunctions.
For example, consider a factory that has four parallel manufacturing lines. If the number
of average units that each line can produce before failing is known, then this machine line
could be replaced before it fails rather than waiting for it to fail and then having to repair

it.

11.5.3. Fault Models

Assuming that the faults that occur in a unit are independently and identically
distributed, then the reliability distributions can be defined using the Poisson distribution

R(ty=e™*" (1)

Fy=1-e"" (2)

where A is the number of failures per unit time, R(t) is the reliability probability, and F(t)

is the unreliability probability.
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For systems that consist of several units connected in parallel where there are
redundant units to increase the reliability of the system and all units are stochastically
independent, then the lifetime distribution of the entire system is modeled as a parallel

system

Fo=1[1-F@O=]]1-¢*" 3)
i=] i=1

where F(t) is the lifetime distribution of the system, m is the number of units in the
system, F(7} is the lifetime distribution of an individual component and 4, is the failure

rate of unit number /.

A unique model exists in the case where there are redundant units in a system [7].
Assuming a system of n components which works if and only if & components work, then
this system is called a k-out-of-n system and can be modeled using the following

polynomial
g, =T](g+p2) =D R.>Gn:
=l i=0
where ¢, is the unreliability of component 7, z is a dummy variable, p; is the reliability

of component i and R, (7,7) is the probability that exactly /-out-of- components are

working.
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iIL,THEORY

The ultimate goal of this research is to model the energy failure of wireless sensor
networks. In order to accomplish this, the failure modes of the network must be first
identified. Furthermore, the tolerance of the network to these failure modes must be
studied. This chapter creates a generic fault model for wireless sensor networks and
defines the different failure rates in the network. In addition, it applies these theorics on a

network model.

{Il.1. A Generic Fault Model for Wireless Sensor Networks

As stated earlier, a wireless sensor network can be exposed to a various number of
faults. Although the faults may arise from many different causes, they all have the same
cffect which is a permanent loss in one or more of the sensor nodes. When a network is
first deployed in an area, it has all of its nodes alive. Throughout the lifetime of the
network, different nodes will start to fail due to energy depletion. The network will
eventually reach a point where it has lost the maximum number of nodes that can be
tolerated to achieve its desired function. Assuming the number of nodes required for the
network to operate is & nodes and the initial number of nodes at deployment is n nodes,
then a sensor network could be modeled as a k-out-of-n:G system structure. This means
that the system is considered to be functional if and only if at least & out of the »
components (nodes) are alive.

A k-out-of-m:G network could be modeled using »—kstates where a state
transition occurs for every node failure. Each state of the network is defined as the

current number of nodes alive in the network. A node failure will directly change the
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state of the network as the network becomes one more step closer to failing. Independent
of the degree of node redundancies and failure rates, a node failure will always cause a
permanent loss of a network resource.

Some middleware solutions are able to change the properties of the network and
modify their own behavior according to the network conditions [9]. Therefore, adjusting
the amount and quality of the job requests to the network with respect to node failures
can increase the overall network lifetime. For example, if the network is experiencing
many node failures and there are only a limited number of nodes left, then the
middleware can lower the QoS and processing rate of the workload. However, this does
not need to be done for every node failure but rather only at certain failure milestones.
There are two main milestones in the lifetime of a network when considering node
failures. The first one is when the initial node failure occurs. After the first failure, the
network will continue to operate normally until it reaches a critical point where there are
no more node redundancies and any additional failures will result in a network failure.
This is considered to be the second milestone. Figure 6 shows a state diagram of the

network.

Slate 1 Slafe 2 Stale 3 State 4

Inifigt Stals Normal Operation Critical Slate Natwork Down

Figure 6: State Representation of Node Failures in a k-out-ef-n Network.

When the network is first deployed, it is in State 1 and it has all of its » nodes
working correctly {y nodes). When the first node fails, the network will enter State 2,
which represents the normal operation of a network. The network will remain in State 2

unti] it experiences ¥ node failures where ¥ = n — k. Once y node failures have occurred
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the network will be in state 3, which represents the critical state and any more failures
will cause the network to fail. Once the network fails, then it is in state 4 (nerwork down).
This state does not specifically mean that all nodes are failed; however, enough nodes
have failed so that the network can no longer perform its required tasks. Table 1 shows a

summary of the number of nodes alive and failed in each state and the status of the

network.
Table 1: Description of Node Failure States
Number of Nodes Number of Failed Status of the Network
Alive Nodes
State 1 | » nodes alive zZero Just deployed
State 2 | n-y nodes alive; X Normal Operation. Tolerable
where n-y > k where k <y <n faults.
State3 | £ n-k Last state before failure
State 4 | Less than £ nodes More than & nodes Failed

ill.2. Defining the Nefwork Failure Rate

Even though Figure 6 shows the main states of the network, it does not represent
when the network enters these states i.e. time. As explained in [4] the main parameter of
interest in reliability engineering is the failure rates of the components. The failure rate is
defined as the number of components that fail per unit time that, in a sensor network, is
considered the number of node failures per unit time. In order to study the failure rate of
the whole network, then the failure rate of each component must be studied first.

Furthermore, the factors that cause the node failures must be identified.

l.2.1. Reliability Distribution
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In reliability engineering, the exponential distribution is often used to model
failures in a system. While the exponential distribution does not provide an exact model
for component failures, the distribution has features that resemble the actual failure
behavior while providing a powerful analytical framework. Assuming a constant failure

rate for each node of A, then the reliability distribution (survival probability) and the un-

reliability distribution (failure probability) of a node is [3}:

~(A
R(f) = Reliability of node: & " )

F(t) = Unreliability of node : 1 - € -4 ()

Figure 7 shown below shows the unreliability of a node using equation (5) plotted
for different failure rates of 0.2, 0.4, 0.6, and 0.8 failures per time unit. As shown, for a
smaller failure rate, the exponential rate of the probability failure decrease; this results in
a longer lifetime of the network. This graph agrees with the result in [6] where the
authors deployed a wireless sensor network for four months and showed that the

probability of a node failure follows this same exponential failure.
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The two main factors that cause a node to fail are energy and physical failures. A

physical failure occurs when a node is damaged or lost due to harsh environmental

factors. For example, a sensor network that is deployed in a military field might

experience many physical node failures due to military machinery damaging them or

external disturbances. For example, a network that is deployed in severe weather might

experience many failures due to strong winds that blow the node out of the connectivity

arca.
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1.2.3. Energy Failure Rate:

The main event that causes a node to consume a certain percentage of its energy
reserve is when it receives a job request from the sink node or the cluster head. A job
request is defined as any request that the node receives that causes it to lose energy such
as forwarding messages, broadcasting, sensing and sending data. Therefore, the rate at
which the energy is consumed depends on the arrival rate of jobs to the node and the
energy consumption of each job. Since there is always a limited energy level in the node,

anode can only do a finite number of jobs {1]. Let N, denote the average number of jobs
a node can perform. In order to determine the value of N, , the fraction of node energy
each job consumes must be known. Let a, denote the fraction of energy lost for every
job that the node receives and £, denote the amount of energy in joules a node depletes

before failing then:

__Job L E, joules
=T ; (6)
a, joules  failure
The rate of nodes lost due to energy failures can be then defined as:
Number of Failures 4, Jobs _ Failure D

Time Time N, Jobs

where A, 1s the arrival rate of the jobs to the node

Equation (7) could be used to calculate the failure rate at any level in the network
such as at the node, cluster, or whole network level. This is due to the fact that the units

of A;and N, cancel out and the result is in failures per time unit. However, both A and

N, must be calculated at the correct network level. For example, to calculate the failure
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rate at a node level then A, must be calculated in terms of job arrivals to the node per unit
time and N, must be calculated in terms of number of jobs a node can handle before
failing.

A node can serve multiple types of jobs where each job consumes a different
energy level ie. each job has a different @, value. For example a job to forward a
message to another node will usually require less energy than that of a job to sense an
environmental variable and send the result. For the case of more than one job type where
each job type is independent, the final failure rate will be the sum of the failure rate for
each job type calculated using equation (7). Assuming there are 7 different jobs then the

failure rate can be computed as:

(8)

Number of Failures (/1“ Jobs . Failure }r N (Aji Jobs  Failure J
Time

Time N, Jobs Time N, Jobs

.2.4. Physical Failure Rate

Relatively speaking, the probability of a physical failure is expected to be much
lower than the probability of energy failure. This is due to the fact that the frequency of
job requests to the network is usually higher compared with the influence of harsh
environment factors. In previous simulations, the probability of physical failure used
varied from 10® to 10* to 10" depending on the environment in which the network is

deployed [1].

11.2.5. Network Failure Rate

Once the failure rate of each component is defined then the total reliability of the

entire network could then be modeled as [3]
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[Ta-e7) ©)

where m is the number of nodes in the network.

Figure 8 shown below is the plot of equation (9) for different node failure rates
for the nodes. As shown there are two main turning points in the probability of failure
where the probability increases exponentially from zero then it increases almost linearly

until it reaches a point where it increases asymptotically approaching one.
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Figure 8: Plot of Network Lifetime distribution with different failure rates.

Equation 9 assumes that all nodes have the same failure rates. Indeed, in most
wireless sensor networks, the failure rates differ among nodes because the work load is

different in different parts of the network. Since the failure rate is directly proportional to
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the work load on the network, most probably nodes within the same cluster will have a

similar failure rate,

I.3. Network Model

The network model used in this section is shown in Figure 9. The sink node,
which is located in the center of the network is responsible for sending tasks to the cluster
nodes. A task is defined as an action (such as sensing an environmental variable) to be
performed by a chosen cluster. Each task has a QoS level and a targeted cluster ID
associated with it. The QoS level specifies how many nodes of the cluster to be included

in the sensing request.
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Figure 9: Network Model.
Tasks arrive at the sink node with a rate of 4. They are sent to the cluster via

multi-hop transmissions within a wedge. Each cluster contains a cluster head that is



28

responsible for communicating with the neighboring clusters. Therefore, no MAC layer
contention occurs when sending messages between clusters. A new cluster head is
randomly chosen from the cluster nodes at a certain time interval. Also, the cluster head
is responsible for broadcasting the task to the cluster nodes and collecting the sensed
information. Communication between the cluster head and the nodes is accomplished
using a Time Division Multiple Access (TDMA) technique. The sensed data is also sent
back to the sink via multi-hop transmission, It is assumed that all nodes are uniformly
distributed in such a way that all clusters have the same number of nodes. Furthermore,
the probability of a task targeting a cluster is uniformly distributed,

Clusters of the first corona level experience the highest task arrival rates since
they are located one hop away from the sink. As a result they will have the highest failure
rates and will fail before the other corona levels. Once the first corona level fails, then the
whole network fails because without this level the multi-hop transmission can not occur.

As aresult this model is only defined on the interval
0 (e (T, (10)

where 7] is the time at which all the first level clusters fail
ll1.3.1. Sensor’s Energy Model

In order to determine when the energy of a node is depleted, the average energy
loss in a node must be determined. A sensor node mainly consists of a sensing circuit, a
radio model, and a digital signal processor. The main energy parameters used to model a
sensor is the energy (I} per bit dissipated in transmifter and receiver clectronics, which

are E, and E,_ respectively. The formula for calculating £, and £, is given below [6]
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E, =(e, +a,,*d)*r (11

amp

E, =a,*r (12)

Table 2: Parameters used in calculating £, and

Symboel | Meaning

a,, a, Energy l.ost in thf: transmitter and receiver
electronics per bit

Energy dissipated in transmitter amplifier

amyp

¥ Number of bits in the message
d Distance that the message traverse

I11.3.2. Cluster Failure Rates

In order to model the energy dissipated in this network, the different failure rates
within the network must be first defined. Since all tasks initiate from the sink node and
traverse in the network through multi-hops, the clusters of the first corona will have
relatively more traffic than the other coronas and have a higher failure rate. Each cluster
can do one out of two jobs: it can either 1) forward a message (referred to as forwards) or
2) collect sensed data and send it towards the sink (referred to as tasks). Obviously, a task
will require more than one node and therefore will consume more energy from the
cluster. The failure rate of each cluster could be defined by the following equation;

A

cluster

=A

forwards

+ Aot (13)

A Jobs | Failure A Jobs | Failure
cluster :( - * J-{_( 2 * J (14)

Time N, Jobs Time N, Jobs

where Aechote is the failure rate of a cluster, A o is the failure rate due to forwarding
tasks, and i is the failure rate due to the actual sensing tasks, A is the arrival rate of

forwarded messages to a cluster, A, is the arrival rate of data messages to the cluster,
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Ne is the average number of jobs a node can do when only considering the forwarded

messages, and Nb is the average number of jobs a node can do when only considering

the task messages.

In order to calculate 4, , the arrival rates 4. and A, must be first defined. Since
all of the tasks are initially sent from the sink node to the outer clusters, then the arrival
rate of tasks and forwards is not the same across all coronas of the network. Each corona
level will then have a unique arrival rate for tasks and forwards and, therefore, a different

failure rate. The failure rate of each cluster could be defined as:

P _{ Ag Jobs  Failure . Ay Jobs - Failure (15)
chster! Time Ny, Jobs Time N, Jobs

_{ A, Jobs . Failure N Apy Jobs  Failure (16)
chowr2 =\ Time N, Jobs Time N, Jobs
1 _ A Jobs  Failure N Apy Jobs , Failure an
chorerd "\ Time N, Jobs Time N, Jobs
1 zrim Jobs ,  Failure N Ap, Jobs . Failure (18)
cluster Time N, Jobs Time N, Jobs

where A denotes the cluster in the first corona, Aviusier2 denotes the cluster in the

second corona, Aewsers denotes the cluster in the third corona, and Actsiers denotes the
cluster in the fourth corona.
Since all nodes within a cluster are working in parallel, the cumulative failure

distribution for each cluster is;

F()=(=e sy (19)
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F,(t) = (1— g Jomrt'y” (20)
Fy(f) = (1~ ety (21)
F(t) = (1 — g hamrsty (22)

where # is the number of nodes in each cluster, F(¢)is the failure distribution for a node
of the first corona, F,(f)is the failure distribution for a node of the second corona,
F,(f)is the failure distribution for a node of the third corona, and F,(f)is the failure

distribution for a node of the fourth corona.
The average failure distribution for a wedge of the network will then be the

average of the cluster failure distributions as shown

erd +’1

— )’cluslerl + A’ciusler?. +4 clisier4 (2 3)

cluist
Avg 4

A

where 4,,, is the average failure distribution of the wedge

In order to find the different arrival rates of tasks and forwards to each cluster, a
detailed model of ecach cluster is needed. Since all of the wedges and coronas are
randomly chosen with a uniform distribution, then the rates of each cluster level are
identical in all of the wedges. Figure 10 shows the different rates that are present in the

four different clusters of a wedge.
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Key

Arrival Rate of messages to Cluster X
Arrival Rate of sensing tasks to Cluster X

Arrival Rate of forwards to Cluster X

Figure 10: Model of the different failures in the clusters,

There are two types of messages that can arrive to a cluster head. The first type is
a forward that will arrive with a certain rate from its upper cluster and is headed towards
the sink. This forward will be forwarded to the lower level cluster. The second type is a
task message that could either be a task for this cluster or a forward targeted to an upper
level cluster. If it is a task, the data will be collected and it will be forwarded to the lower
level cluster. Therefore, each cluster has two arrival rates and two forward rates. All the
rates within the wedge will be a fraction of the initial arrival rate of tasks to the sink
which is Ay, . As shown in Figure 10, the total arrival rate of forwards to the cluster can be
defined as the sum of the forwarding rate of the upper level cluster, that is the rate of the

data sent from the sensing task and forwarded data it received from its upper level cluster.

This is shown in the equations below:
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'a'Fl = /‘LDZ + ’?'FZ (24)
;LFz = "“Da + 2’F3 (25)
;['Fs = 1}34 (26)

{il.4. Arrival Rates

The arrival rate of messages could be defined as the proportion of the tasks that
get forwarded from the lower cluster. When a cluster receives a message from a lower
level cluster, this message has only one of two possibilities. The first possibility is that it
is a task for the current cluster and it will not be forwarded. The second possibility is that
it is a task to one of the upper clusters and needs to be forwarded. The probability that a
message is a task for the current cluster or an upper level cluster depends on the corona

level. The details of each cluster are explained below,

Message
Arriving at First
Ciuster

Task for the First Cluster, Third, or Fourth C]ustér

R.S' l

Figure 11: Rates of the first cluster,

Since there are eight clusters in the first corona and all coronas have the same
probability of receiving a task from the sink then the arrival rate of messages to a cluster

from the first corona is A, /8. As shown in Figure 11, the probability that an arriving
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message is a task for the first cluster is 0.25. The probability that a message is a task for

one of the other three clusters 1s 0.75.
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Figure 12: Rates of the second cluster.

For the second cluster, messages arrive at a rate of 0.75* R, from the first cluster.

This message is either a task for the second, third, or fourth cluster. As shown in Figure
12, the probability that this message is a task for the second cluster is 0.333. The

probability that this message is a task for one of the other two clusters is 0.666.
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Figure 13: Rates of the Third cluster.

For the third cluster, messages arrive at a rate of 0.666* R;, from the second

cluster. This message is either a task for the third or fourth cluster. As shown in Figure
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14, the probability that this message is a task for the third cluster is 0.5. The probability
that this message is a task for the fourth cluster is also 0.5.

As for the fourth cluster, all messages that are received are considered task
messages since there are no more upper level clusters to forward to. Therefore, the
probability that an arrived message is a task is one. There are no forwarded messages in
the fourth cluster.

The arrival rate of messages for each cluster is summarized below in equations
(27) through (30). The arrival rate of tasks to a cluster will be the proportion of the
arriving messages that are tasks for this cluster. Equations (31) through (34) show the

formulas for the arrival rate of tasks to each cluster.

A 3 3

Rs, z“é&" (27) R, = ‘Z* (Rs)) = Eg*uw) (28)
2 A 1 i

Ry ==*(Ry)="2 29 Ry, =—* =

=2 (Bey) = 22 @) Ry=gt(Ry)=2 60

Ay = xR, = Axg 31) Ay, =¥ R, = %4 (32)

D1 4 51 32 N D2 3 $2 32 N

PR SRS B} (33) PRI S B (34)

D3 2 83 32 N D4 4 S4 32 N

1.5. Computing the Reliability using the Generating Function

For any k-out-of-n system, the reliability could be computed using a generating

function that is a polynomial as shown below [7.8]:

g, =[1 +p2)=2 R(G,n)2 (35)
i=1

i=0
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where ¢, is the unreliability of component / and p, is the reliability of component /. and

R, (i,n) is the probability that exactly i-out-of-n components are working,

By substituting the node reliabilities (defined in equations (4) and (5)) into the

equation above, it follows that:

~(/1Nr)

pi(t)=e (36)

w(ANr)

q,(H)=1-¢ 37
" ~(An") ~{Ap0) i ] ;
g,(2)=]]0-e +e  z)=) R(,nb)z (38)
il i=0
where z is a dummy variabie, R, (i,#,?) is the coefficient of term z'in the polynomial and

represents the probability that exactly i-out-of-n nodes are working at time ¢,

In order to get the reliability of the whole network then:
R(k,n,0)=)_R,(i,n,0)z (39)
i=0

where R(i,n,?) is the coefficient of term z'in the polynomial and represents the total

reliability of the system or the probability that at least i out of the n nodes are working.
Figure 14 shown below shows a graph of R (7,n,t) for a cluster of ten nodes. As

shown at time zero, there is a probability of one that ten out of ten nodes are working.

The probability eventually decreases and the probability of having less nodes increase.

Figure 15 shows R(k,n,t)for the same cluster. R(k,#n,1)is considered a more informative
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function than R, (i,n,7) as it shows the total reliability of the system. For example, by

using the data in Figure 15, the probability of having at least 10 nodes for any point of
time can be extracted which is equal to the reliability of the cluster or the average number

of nodes alive at any point in time.
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Probability of having at least N nodes attime T

Time (t) 8 16..0

Figure 15: 3D graph of Probability that at least N out of 10 nodes are working at any time t .
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IV. RESULTS

IV.1. Simulation
In order to verify the theory presented in Chapter II1, a simulation of the wireless

sensor network was performed using C++ and Matlab. The network model from Section
I11.3 was used with the following parameters:
¢ The network consists of a total of four hundred nodes
* An arrival rate of five tasks per time unit to the sink was used. Each task targets a
random cluster with a random QoS value ranging from one to four nodes
o A task consists of sensing some variable y of the environment. As a result, each
sensor node is assigned with a random variable y which it reports
e The training protocol consists of four coronas and eight wedges (thirty two
clusters)
e The number of bits in a message is assumed to be 20K bits, Each message
traverses a distance of 20m.
¢ Each node has an initial energy level of 5J [10]. Once a node has depleted its
energy then it is considered to be failed
The simulation can be divided into three main parts which are the sensor nodes,
the actual network, and a statistical module which collects the energy levels and details of
the node at every time unit. A node could either be a normal sensing node or a cluster
head node. Once a node gets elected as a cluster head, then its main functionalities
change. Figure 16 shows a use case diagram of the simulation with the three main actors

imvolved: cluster heads, sensor nodes, and the sink.
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Network

Receive Data
Averaged

Forward / Receive Task
Sink

Senser Node

Cluster Head
Broadcast

Forward / Receive Data

Send / Receive ack.

Recsive BroadCast

Send / Receive Ack.
Sensor Node

Send Data

JHIHL:

Figure 16: Use case diagram for the simulation.

A series of events occur when a cluster head receives a message. The sink node
starts by sending tasks with a rate of five per time unit. Each task is randomly targeted to
a certain cluster. When the task reaches its targeted cluster, the cluster head broadcasts it
to the nodes within the cluster. In order to avoid collisions, a TDMA scheme is used
where the cluster head opens a time window and waits for the nodes to reply. Nodes that
are willing to work in the task will send a reply back to the cluster head, which is referred
to as an “interest”. The cluster head will then choose the first nodes that reply within the
time window. It will choose a number of nodes large enough to satisfy the QoS

requirement. The chosen nodes will then receive an “ack”™ (acknowledgment) message
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from the cluster head. Nodes that receive this “ack” are now dedicated to the task. The
acknowledged nodes will sense the data needed and send it to the cluster head. This series
of events is shown in Figure 17. Once the cluster head receives all the data from the
nodes, it will forward it to the lower level cluster. The clusters of the first corona will
send the data to the sink.

The energy model described in Section II1.3.1 was used. The values of @, &, , and
a,,, Wwere taken as 50nJ/bit, 50n)/bit, and 100pJ / bit / m* respectively [6]. Using

equations (11) and (12) , the energy parameters could be calculated:
E, =0.045) (40)
E_=0.025] (41
The energy lost for each message could be found by dividing each task and
forward into simple events and calculating the energy consumed for each event. Figure
17 shows the series of events explained earlier that occur when a cluster receives a task
and the associated energy consumed with each event. In the event of “Nodes Receive +
Reply”, all the nodes receive the broadcast, and then send back an “ack”. Therefore, more
than one node participates so the energy consumed multiplied by the total number of
nodes involved. The same occurs in the events “Nodes Receive Ack” and “Nodes Send
Data”. Since the number of nodes that are involved in these events is dependent on the

QoS value, the energy consumed will be multiplied by the QoS.

Energy E, + [Ndcs U*’"] + E, + QoS*E, + QoS* E,
Used: {(Nodes -1)* E,

Figure 17: Events of a task on a cluster.,
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The total energy consumed across the whole cluster for every task message would
then be the sum of each individual event. Since all tasks are uniformly distributed and the
cluster head is randomly chosen in a uniform fashion, then all nodes in the same cluster
will consume energy with the same rate. Also, the node failures per job should be defined
at the node level, therefore, the total energy lost must be in terms of each node rather than
each cluster. Therefore, the total energy consumed must be divided by twelve to change it
to the node level (twelve nodes per cluster). To get the fraction of total energy dissipated

per node then it must also be divided by 57 that is the initial energy level in a node.

NodeFailures  EnergyUsed(node) 2E, +2F_+QoS(E, +E )+(Nodes—I)E, +E,)

Jobs(Tasks) Task 60 (42)

For forwarded messages, nodes incur two events that are receiving the message
and forwarding it. Therefore, the fraction of the total energy of a node used due to a

forward task is

Node Failure  Energy Used byanode £ _+E, 3
Jobs (Forwards) Forward 5 “43)

IV.2. Analytical Results

The analytical results must be calculated using the equations developed in Chapter
I and compared against stmulation results. The main goal is to calculate the reliability
of each cluster by finding its failure rate. In order to find the failure rate then the energy
consumption and messages arrival must found first,

Assuming an atrival rate of A4, =5, Table 3 shows the summary of the different

arrival rates in each cluster. The arrival rate for forwarding events can be defined by
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using equations (24) to (26) which is shown in the third column of the table, Similarly the

arrival rates of messages are calculated using equations (27) through (34) .

Table 3: Analytical Results of Arrival Rates

Messages Arrival Rate | Tasks Arrival Rate | Forwards Arrival Rate
Re w2 £l .20
51 8 Dt 32 Fl 32
15 3 15
Ry, === Apy === =
2735 b2 =35 F2 = 35
5 5 5
Ry == An =— Apy = =—
16 P32 32
5 5
Rey =— Apy =5
54735 P4 =3

N, and N, are defined as the average number of tasks and forwards

(respectively) a node can perform before failing. Therefore, they are the inverse of
equations (42) and (43) respectively. The average QoS value used in the simulation was
two. The first and second column of Table 4 show the average energy consumed in the
clusters.

The failure rates for the clusters are calculated by substituting the values from

Tables 3 and 4 into equations (15) to (18).

Table 4: Analytical Results of energy loss

Energy loss- forwards | Energy loss - Tasks | Failure Rates of Clusters
N, =87.46 Ny, =140.84 Atision = 0.0106
N.,=7722 N, =140.84 Aviusierz = 0.0086
N., =71.98 N, =140.84 Ptusiors = 0.0066
N., =69.28 N,, =140.84 Atusiers = 0.0045

By substituting the values of the failure rates in cquation (9), the reliability

distribution for each cluster can be found.
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R ()= f}l (1-e™7%) (44)
R(=T]0-e*") (45)
R,(1)= ]i[(l — e 1) (46)
R,(t)= 1:1(1 — g 008Ny (47)

IV.3. Simulation Results

This section presents the results of the simulation. The statistical module in the
C++ simulation was responsible for collecting the data such as the number of nodes alive
in each cluster and corona level at every time unit. The simulation was run 1,000 times
where each run lasted for 600 time units. The data was then averaged over the number of
runs and imported info Matlab from which the graphs were obtained. Because of the
symmetry of the network, each wedge is statistically independent from the rest.
Therefore, we can compute an improved estimate by averaging the results from the eight
wedges. For example, all the data obtained from the clusters of the first corona was
averaged over cight to get the average data of a cluster in the first corona level.

The plots in this section are compared and plotted against the analytical results
from the previous section for each corona level. The main parameter of analysis used is
the reliability and unreliability of a cluster in each corona level that is determined by the

number of nodes alive in a cluster.
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Figure 26: Results of generating function for clusters from the fourth corona.

The four clusters studied in this work are shown in Figure 18, The first cluster
fails after 350 time units. Therefore, according to equation (10) the analytical model is

valid from:
0(7(350 (48)

The failure rate decreases for clusters that are farther from the sink. The first
cluster experiences the highest failure rate. The rate decreases through the second and
fourth cluster. This same trend occurs for the time until the cluster experiences its initial
failures. The first cluster starts to experience node failures after 140 time units, the
second cluster after 170 time vnits, the third cluster after 205 time units, and the fourth

cluster after 280 time units.
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As shown, the failure rate for all of the four clusters has a step structure. A node
in a cluster fails instantly causing the failure rate to increase discretely. This instant
change of the failure rate causes the step structure to form. For the first cluster, there are
twelve steps because of the twelve node failures that occur in the cluster for the duration
in which the analytical model is defined. As the number of node failures decreases for the
upper clusters, the number of steps also decreases.

Figuare 19 through Figure 22 shows a comparison between the simulation data and
the analytical results for the four different clusters. The analytical plots are obtained from
equations (44) to (47). There is a close agreement between the simulation and analytical
results up to 250 time units, after which the probability of the simulation data fails at a
higher rate than the analytical. The results of the second cluster are shown in Figure 20
where the analytical and experimental results closely follow the same trend. Figure 21
shows the results from the third cluster that shows similar behavior. As for the fourth
cluster, the two data sets have the same trend.

The second sets of data collected are shown Figure 25 through Figure 23. The
analytical results are obtained from equations (38) and (39) by only

considering R(12,n,¢). This gives the probability of having at least 12 nodes in a cluster

that is considered to be the reliability of each cluster. For the first cluster, the analytical
and experimental results closely match until 250 time units and then partially differ after
that. There is a good quantitative comparison between the simulation and analytical
results for the second and third cluster. The fourth cluster shows a good qualitative

comparison.
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The last and most important data set is shown in Figure 27. This experimental plot
represents the total probability of node failure in the entire network (all four clusters
combined). The analytical plot is obtained from equation (23) that is the failure rates of
the entire network. As shown, the analytical model accurately matches the experimental

results.
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Figure 27: Resulis of the average of the four clusters.

The first cluster is the busiest cluster since it is the closest to the sink, Therefore,
more tasks and forwards are being received from the upper clusters and the sink at
random times, which makes it more difficult to model. This results in the slight difference
between the analytical and simulation results in the first cluster. As for the fourth cluster,

it is at the outmost corona level and receives the least amount of task and forward
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messages. Therefore, the energy consumption in it is very low and not much node loss
oceurs in i,

The simulation results and analytical model closely match for the defined network
time. By the time the simulation results and analytical data diverge, the network is in a
pathological state because once the first level clusters have failed, then the upper clusters
can no longer communicate with the sink. As a result, after the diverge, the reliability of
the nodes reaches a constant value because the clusters are not receiving any new tasks

from the sink and all the forward messages sent to the clusters of the first corona are lost.
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V.FUTURE WORK

This section describes some possible directions for future work. This work has
revealed many uncovered areas in wireless sensor networks. Now that the basic reliability
and fault tolerance framework has been designed for one type of network, much further
research can evolve in this area.

First of all, the network model can be further enhanced. A more accurate network
model could include clusters with different node densities 1.¢. a different nurmber of nodes
in each cluster. The network that was studied in this work failed once the clusters of the
first corona failed. Therefore, the reliability of the network could be studied to see
whether having a greater number of nodes would dramatically increase the network
lifetime and reliability or not. Furthermore, the workload distribution can be studied to
observe the effect of having certain clusters with a higher workload on the network
reliability. A network where clusters in different wedges can communicate together can
also be studied. Such a model would result in traffic going across the coronas and not
only across wedges.

By having a valid reliability function, then all the parameter tradeoffs could be
initially studied before deployment. Such parameters are the different arrival rate of jobs
to the sink, the node density functions, the node transmitter range and the nodes energy
level.

Secondly, different failures such as adversary attacks could be studied. For
example, the effect of an adversary node attempting to flood the network by excessive

messages could result in a higher failure rate of swrrounding nodes and a network
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congestion. This case could be studied by considering the reliability functions of the
nodes and the different tradeofts required to neutralize the adversary.

Finally, an actual deployment of the network could result in more accurate results.
The results obtained in this work were through accurate simulations; however, a
simulation can never be perfectly accurate. An actual deployment might reveal hidden

characteristics of the network reliability.
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VI. CONCLUSIONS

The goal of this work was to model the performance and reliability of a wireless
sensor network. A generic fault tolerance framework was given that models the different
stages a wireless sensor network experiences due to node failures.

An extensive analytical model was derived to study the failure rates of the
different components in the network, The node’s reliability distribution was modeled
using a Poisson distribution. The failure rates of the nodes due to energy and physical
failure were also modeled. The energy failure rate was modeled in terms of the arrival of
the jobs to each node and the energy consumption of each job.

By studying the dynamics of the network, the different arrival rates for jobs and
forwards were defined for each cluster. A valid sensor energy model was given. The
failure rate of the nodes for each cluster in the network was expressed in terms of the
different arrival rates and the energy consumption of jobs,

The network’s failure rate was then studied by combining the failure rates of each
cluster. An alternative reliability model was also given which is obtained from a simple
polynomial expression and provides a three dimensional representation of the system in
terms of reliability, time and nodes.

To verify and prove the integrity of the reliability model derived, a simulation of
the network was performed using C++. The simulation’s goal was to model the networks
performance by using a valid energy model for each node and measuring the node losses
and energy level periodically. To achieve accurate results, a constant work load was used
which targets random clusters. The simulation was run for 1,000 times and the results

were averaged. A comparison of the analytical model and the simulation results was
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given, which shows a strong match between the analytical model and the simulation
results for the duration that clusters of the first corona are working. After they fail, the
network is considered to be down as the sink can no longer communicate with the upper
level clusters.

To sum up, a valid reliability model was designed which represents the node
losses due to energy consumption in the network. This model can be used to measure the
fault tolerance of the network to different parameters before actually deploying the
network. An estimate of the network’s performance can also be derived using the
analytical model introduced in this work that could help and save time in the design and

deployment of the network.
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